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EULA

IMPORTANT, READ CAREFULLY. THIS END USER LICENSE AGREEMENT (“AGREEMENT”) IS A
LEGAL AGREEMENT BETWEEN THE PERSON, COMPANY, OR ORGANIZATION THAT HAS LICENSED
THIS SOFTWARE ("YOU" OR "CUSTOMER") AND PHD TECHNOLOGIES INC. (“PHD”) and applies to the
computer software with which this Agreement is provided, and includes any accompanying printed materials
and any “online” or electronic documentation (“Software”). This Agreement will also apply to any Software
error corrections, updates and upgrades subsequently furnished by PHD, unless such are accompanied by
different license terms and conditions which will govern their use. BY CLICKING or TYPING “YES” IN THE
ACCEPTANCE BOX, OR BY INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU
AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO BE
BOUND BY THESE TERMS, OR DO NOT HAVE AUTHORITY TO BIND CUSTOMER TO THESE TERMS,
THEN DO NOT INSTALL AND/OR USE THE SOFTWARE AND RETURN THE SOFTWARE TO YOUR
PLACE OF PURCHASE FOR A FULL REFUND IN ACCORDANCE WITH ITS REFUND POLICIES.

This Software is protected by copyright laws and international copyright treaties, as well as other intellectual
property laws and treaties. The Software is licensed, not sold.

1 SOFTWARE LICENSE.

11 License Grant . Subject to your compliance with the terms of this Agreement, the Terms of Use of

esXpress as posted on the PHD website at http://www.esxpress.com/EULA(Terms of Use”), PHD
grants you a non-exclusive, non-transferable license, without right of sublicense, to install, use the Software
on a single computer. A license for the Software may not be shared, installed or used concurrently on
different computers. You may reasonably copy the Software to the extent necessary to enable your
permitted internal use of the Software, but you may not copy or distribute the Software to any third parties.

1.2 Key Codes, Upgrades and Updates . Prior to your purchase and as part of the registration for the
sixty (30) -day evaluation period, as applicable, you may receive an evaluation key code. You will receive a
purchase key code when you elect to purchase the Software. The purchase key code will enable you to
activate the Software beyond the initial evaluation period. You may not re-license, reproduce or distribute
any key code except with the express written permission of PHD. If the Software that you have licensed is
an upgrade or an update, then the update replaces all or part of the Software previously licensed. The
update or upgrade and the associated license keys does not constitute the granting of a second license to
the Software in that you may not use the upgrade or update in addition to the Software that it is replacing.
You agree that use of the upgrade of update terminates your license to use the Software or portion thereof
replaced.

1.3 Reverse Engineering . You may not reverse engineer, decompile, disassemble or otherwise
attempt to discover the source code, underlying ideas, underlying user interface technigues or algorithms of
the Software by any means whatsoever, directly or indirectly, or disclose any of the foregoing. If it is
essential to do so in order to achieve operability of the Software with another software program, and you
have first requested PHD to provide the information necessary to achieve such operability, PHD has the
right to impose reasonable conditions and to request a reasonable fee before providing such information.
Any information supplied by PHD or obtained by you, as permitted hereunder, may only be used by you for
the purpose described herein and may not be disclosed to any third party or used to create any software
which is substantially similar to the expression of the Software. Requests for information from users with
respect to the above should be directed to the PHD Customer Support Department.

14 Other Rights and Limitations . (1) The Software contains valuable trade secrets proprietary to
PHD and its suppliers. To the extent permitted by relevant law, you shall not, nor allow any third party to
copy, decompile, disassemble or otherwise reverse engineer the Software, or attempt to do so. (2) This
Software is licensed as a single product. You may not separate its component parts for use on more than
one computer or device. (3) You may not rent, lease, or lend, the Software. (4) You may not modify or
make derivative works of the Software. (5) No service bureau work, multiple-user license or time-sharing
arrangement is permitted. For purposes of this Agreement “service bureau work” shall be deemed to

include, without limitation, use of the Software to process or to generate output data for the benefit of, or for
purposes of rendering services to any third party over the Internet or other communications network.




15 Ownership; Notices . All right, title and interest (including but not limited to copyright, patent, trade
secret and all other intellectual property and proprietary rights worldwide) in and to the Software (including
but not limited to any images, photographs, animations, video, audio, music, and text incorporated into the
Software), the accompanying printed materials, and any copies of the Software are owned by PHD and its
suppliers. You shall not remove, cover or alter any of PHD's (or its designated suppliers’) copyright,
trademark or other proprietary notices placed upon, embedded in or displayed by the Software or on its
packaging and related materials.

1.6 U.S. Government Restricted Rights . The software and documentation are “commercial items”
as that term is defined at 48 C.F.R.2.101, consisting of “commercial computer software” and “commercial
computer software documentation” as such terms are used in 48 C.F.R. 12.212. Consistent with 48 C.F.R.
12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4, all U.S. Government end users acquire the software
and documentation with only those restricted rights as set forth herein.

2 NO WARRANTIES. THE SOFTWARE IS BEING DELIVERED TO YOU “AS IS” AND PHD MAKES NO
WARRANTY AS TO ITS USE OR PERFORMANCE. PHD AND ITS SUPPLIERS DO NOT WARRANT THE
PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING THE SOFTWARE. YOU ASSUME THE
ENTIRE RISK AS TO RESULTS AND PERFORMANCE OF THE SOFTWARE. TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, PHD AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
TERMS, AND CONDITIONS, EITHER EXPRESS OR IMPLIED, BY STATUTE, COMMON LAW OR
OTHERWISE, INCLUDING BUT NOT LIMITED TO, IMPLIED WARRANTIES, TERMS, AND CONDITIONS
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NONINFRINGE-
MENT WITH REGARD TO THE SOFTWARE, ITS SATISFACTORY QUALITY, AND THE PROVISION OF
OR FAILURE TO PROVIDE SUPPORT SERVICES.

PHD IS NOT RESPONSIBLE FOR THE OPERATION OR FAILURE OF OPERATION OF TAPE BACKUP

UNITS, HARD DRIVES, OTHER BACKUP MEDIA OR ANY OTHER PHYSICAL HARDWARE OR MEDIA
DEVICE.

3 LIMITATION OF LIABILITY . TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT SHALL PHD OR ITS SUPPLIERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR
CONSEQUENTIAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER
PECUNIARY LOSS), ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE, OR THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF PHD HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL
PURPOSE OF ANY EXCLUSIVE REMEDY PROVIDED IN THIS AGREEMENT.

IN NO EVENT SHALL PHD'S TOTAL LIABILITY IN CONNECTION WITH THIS AGREEMENT AND THE
SOFTWARE, WHETHER BASED ON CONTRACT, WARRANTY, TORT (INCLUDING NEGLIGENCE),
STRICT LIABILITY OR OTHERWISE, EXCEED THE AMOUNT PAID TO PHD FOR USE OF THE
SOFTWARE GIVING RISE TO THE CLAIM, IF ANY. BECAUSE SOME STATES AND JURISDICTIONS DO
NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL
DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

4 TERMINATION. Without prejudice as to any other of its rights, PHD may terminate this Agreement
immediately and without notice if you breach any provision of this Agreement or of any other agreement
between you and PHD (including, without limitation, the Terms of Use). Upon termination of this Agreement,
you must destroy all copies of the Software and all of its component parts.

5 EXPORT RESTRICTIONS. You shall not export, directly or indirectly, the Software (or any component
part or output thereof) to any country in violation of any law or regulation, including without limitation any law
or regulation of the U.S. Government or any agency. You are solely responsible for complying with all
applicable export and import regulations and obtaining all necessary export and import licenses or permits
for the Software. You agree to defend, indemnify and hold PHD harmless against any liability (including
attorneys' fees) arising out of your failure to comply with the terms of this paragraph.

6 GENERAL. This Agreement shall be governed by the laws of the State of New Jersey and applicable
United States federal law without reference to "conflict of laws" principles or provisions. The United Nations
Convention on Contracts for the International Sale of Goods will not apply to this Agreement. Jurisdiction
and venue of any dispute or court action arising from or related to this Agreement or the Software shall lie
exclusively in or be transferred to the courts of the County of Morris, New Jersey, and/or the United States
District Court for the Northern District of New Jersey. You hereby consent and agree not to contest, such
jurisdiction, venue and governing law. You may not assign this Agreement in whole or in part without PHD's




prior written consent, and any assignment or transfer in violation of the foregoing is null and void. PHD
reserves all rights not expressly granted by this Agreement. If any provision of this Agreement is held by a
court of competent jurisdiction to be unenforceable or invalid, it shall not render this Agreement
unenforceable or invalid as a whole, and in such event, such provision shall be interpreted so as to best
accomplish the objectives of such unenforceable or invalid provisions within the limits of applicable law. The
failure of PHD to exercise or enforce any right or provision of this Agreement shall not constitute a waiver of
such right or provision. This Agreement may only be modified in writing by an authorized representative of
PHD. This Agreement, together with the Terms of Use, constitutes the entire agreement between you and
PHD relating to the Software and supersedes all prior or contemporaneous understandings and agreements
relating to such subject matter whether oral or written. In the event of any conflict between this Agreement
and the Terms of Use with respect to the Software, this Agreement shall control.



Introduction

Overview

Out of the box, esXpress provides automatic daily backups of all running virtual
machines. It also allows for one-off backups jobs that can be scheduled or
initiated on-the-fly. The easy installation ensures a simple but powerful backup
solution for your virtual infrastructure.

esXpress is the only commercially available tool that features hot full, delta
and/or encrypted backups for VMware ESX virtual machines. esXpress Delta
backups capture changes at the block level of each virtual disk. It then quickly
compresses, encrypts and transports each virtual machine to a VMFS LUN, or a
network backup target (FTP, SSH, or SMB) server of your choice. Or even to
both VMFS and Network targets simultaneously. This allows you to have the
convenience of locally stored backups combined with the security of off-site
storage. esXpress deltas are generally small enough to backup across even
slow WAN links.

esXpress also provides in-depth reporting features including statuses, virtual
machine name and size and the effective speed in both GB/hour and MB/second.
esXpress can automatically compile and send these reports via email to systems
administrators or managers.

Purpose

The purpose of this guide is to detail the configuration options available with
esXpress and explain the advantage of each. esXpress is easy to install, modify,
upgrade and uninstall. This guide will cover all configuration options and
topographies support by esXpress.

Background

esXpress is designed for the VMware administrator that has passed the VCP
(VMware Certified Professional) exam or has equivalent experience. Installation
and administration of esXpress requires that you have a basic understanding of
configuring ESX servers, virtual machines, basic networking, and using Virtual
Center.

You are not limited to the number of hosts, CPUs or virtual machines that can be
backed up. This version does ship with a 30 day trial of Intelligent Delta,
encryption and archive management plug-ins and will run up to 8 Virtual Backup
Appliances (VBASs). After 30 days, if no license is purchased esXpress will no
longer be able to run any backups. You must have a valid license key entered,;
there is no longer a Free Mode for esXpress. Trial key extensions can be
obtained from the sales department ( sales@esxpress.com).



esXpress Explained

Overview

esXpress performs three types of backup operatiuisimage, Delta image and file
level backups (FLB). A Full backup is by defaulc@mpressed copy of the entire
VMDK file(s) that make up the virtual machine. Thelta backup leverages our patented
Intelligent Delta technology to create a differahbackup, but unlike traditional
backups, we perform this at the block level of DK file. This is also compressed
and/or encrypted and packaged into a self-extrggiingram allowing for easy
distribution, long term archival, disaster recovyemyany other circumstance where you
may not have installed or access to the esXprdsgase. File level backups allow you to
select discrete files or directories within a v@tmachine to extracted and archived,
reducing the need for agent-based backups when Vifizge level backups are not
enough.

The first time esXpress backs up a virtual machif@ill backup is created. Each
successive backup is a Delta, which is a diffeagntheaning only the data that has
changed since the last Full is copied and compde¥8®i only need the original Full
backup and any one Delta backup to do point in tiecevery.

A Full backup does take time. Average processimgdp are generally between 17GB -
150GB per hour depending upon compression complard available resources*. For a
Full backup, a VMDK can be reduced to between 18%%0% of its original size with
an average compression ratio of 8 to 1.

Delta backups, on the other hand, take just the thatt has changed since the last Full
backup and are significantly faster with speedsagyiag 35GB - 300GB per hour*.
Generally, Delta backup sizes are between 1% a#ddf@he original VMDK file size.
On average, there is a 90% reduction in storaganmegents for daily Delta backups.

The default operation is to create a new Full bpako the 2nd day of the month and
create Delta backups all other nights of the mgntltle. This Full backup behavior is
customizable.

* Processing speed is relational to the resourtesated to the esXpress Resource Pool.



FULL and DELTA Backup Archives Explained

esXpress will create (2) types of image level arebj FULL and DELTA. By default,
the system will always create DELTA archives (i€&nsed). In order to absolutely
ensure the integrity of the backup archives, FULdhaves are created under the
following conditions:

The first time a virtual machine is backed up bYm@®ss

The virtual machine or host was scheduled to ruhlF8)

The DELTA threshold has been exceeded

The index map for that VMDK does not exist

The size of a virtual machine's VMDK changes (exjsaor shrinks)
The addition or a VMDK drive to a virtual machine

A FULL archive is nothing more than a GZIP (or LZQ#®mpressed archive of a
VMDK file, optionally encrypted with GnuGPG. The EU archive can be restored on
any Windows, Linux or ESX platform using eitherdrepen source utilities like LZOP or
a paid commercial product like WinZip. You DO NO#&ad the esXpress software to
restore a FULL archive created with esXpress.

If the conditions for making a FULL have been ntie¢, next backup will be a DELTA
archive. The Delta is created by default and useadex map created during the last
FULL backup... A DELTA is a true block level diffamtial of the last FULL backup.
Only (1) FULL and (1) DELTA file are required tostere any virtual machine VMDK
file.

DELTA archives also contain the virtual machinefogguration (.vmx) and non-volatile
RAM (.NVRAM) files along with the VM log and the loal PHD Configuration file.
When esXpress creates a FULL archive, it will alsmate an empty DELTA archive.
Empty meaning it will contain no delta blocks, tuwill contain the .vmx and .nvram
(and other files) necessary to rebuild the entirii@al machine.

Assume for example that your backup schedule etioiga FULL archive on Sunday
and DELTA archives Monday through Saturday. Toarsto Thursday’s backup would
require Sunday’s FULL and Thursday’'s DELTA.

esXpress maintains an index map of the FULL backwaning no access to the original
FULL archive is required in order to create a DELawhive. This is both efficient and
allows you to purge archives to tape.



Backup Archive Storage Requirements

By default, esXpress only creates a Full backug@month (or whenever needed) and
performs Delta backups the rest of the month. es3§can store a complete month of
backups within the same amount of space that othreidelta enabled products use in
one week. This reduces both disk and tape usage leygually proportionate amount.
esXpress saves incredible amounts of storage spacdraditional backup technologies.

The following is an example backup of a 36GB viltuachine called MySQL*. The
first backup of this virtual machine is a FULL1tdiok 49 minutes to complete and
compressed to 2.25GB for both of the VMDKs. Thiamseffective speed of 44GB per
hour.

522M Sep 23 19:42 00-MySQL.vmdk.gz-070920-1318.phd
1.7G Sep 23 19:43 01-MySQL_1.vmdk.gz-070920-1318.ph d

The subsequent Delta backups for each day are 11133RIB in size, less than 1% the
size of the source VMDK. The Delta backup complete®l6 minutes. The effective
speed for the Delta backup was 81GB/hour.

22M Sep 24 13:49 00-MySQL.vmdk.delta-2007.09.25-13 41-070920-1318.phd
89M Sep 24 13:57 01-MySQL_1.vmdk.delta-2007.09.25- 1341-070920-1318.phd
25M Sep 25 14:46 00-MySQL.vmdk.delta-2007.09.25-14 37-070920-1318.phd
98M Sep 25 14:55 01-MySQL_1.vmdk.delta-2007.09.25- 1437-070920-1318.phd
29M Sep 26 16:06 00-MySQL.vmdk.delta-2007.09.26-15 56-070920-1318.phd
103M Sep 26 16:14 01-MySQL_1.vmdk.delta-2007.09.26- 1556-070920-1318.phd

As time goes on, the Delta backups grow largert'$lecause the delta file is
comprised of the differences between the currenDdM\tate and the state captured by
the last FULL backuprlhresholdscan be set to force a new Full backup to be perxdalr
if the number of Delta blocks exceeds a set peacgnt

*MySQL is a 36GB Linux virtual server. The virtudisks are 42% in use. It contains a full Linux aigrg system,
applications include MySQL with a database contejrii.3 million record. Host is dual P4 2GHz, 512REM
(console), 100mb network.



Planning for Installation

Prerequisites

Like any software, a successful esXpress implentienté directly proportional to the
amount of preparation. Unlike previous versionesXpress, v3.1 requires a certain
amount of planning. In order to install and hasgm@ess run efficiently, you will need
to decide upon many factors beforehand.

What type of backups will be performed?

What will your retention times be for Full and Deliackups?

Will you need encryption?

Will you need file level backup?

What is the target storage location? Network-less YVMFS, over the backup
VLAN via FTP, or both?

What is your allowable backup windows?

What are your guaranteed SLAS?

How will it integrate with tier 1backups?

What type of backups will be performed?

You need to decide what kind of backups you wamtetdorm. Will you run Full

backups or Delta backups? Do you need encryptiofi?w backups Daily or Weekly?
These are many options that can affect eitheritgeas the archive or the speed at which
it is creates the archive and are an importantgfdtte capacity-planning phase.

What will your retention times be for Full and Deltbackups?

Retention time is the amount of days to keep copidsll and delta archives on the
backup targets. Local and remote data stores aam different policies applied.

Retention policy will vary depending upon backupigyg security policy, available
space, etc, so plan retention times accordinglmoént of space dedicated to backups.
Average full 1:8. delta over 30 days averages 3ato keep 30 days of backup online
for an environment consisting on 8TB of VMs, nebdwt 2TB (25%) space.

For Full and 7 Delta days, 8TB need about 1TB (¥3).5pace. This space is not
required to store online, just for quick recovaie still recommend that the backup
directory be written to tape.



Will you need encryptiofd

Virtual machine backups are different from any otiype. Unlike traditional backups,
where your backup data is not easily accessibleounttthe application and environment
it runs in, even without encryption. It requirebig effort to restore those tapes and
retrieve the data.

Now your backups are of complete virtual machiesingle file that contains not just
the data, but also the application to access itla@adperating system within which it
operates. To access the data, simply restore Mhand turn it on. While convenient, if
your backup archives are lost, they can be eas#ipred by anybody who finds them as
easily as we make it for you.

Will you need file level backups?

All products have file level restore by defaulpdigh not very convenient. Simply restore
the VMDK, add it to any existing VM, and extractwalata. This allows you to copy the

files you need. This is fine for small VMs, but #@100+gb file server, it is unwieldy and

time consuming.

With esXpress FLBs you can designate certain felftar FLB, and then while the image
level backup is being made, the defined folders$lvélzipped and put on to a backup
share for you.



What is the target storage location?

esXpress can perform network-less backups (LUNUN), network backups (LUN to
FTP/SSH/SMB), or both target types simultaneouébu will need to plan and
configure your target storage and supporting ogtiohhis includes any zoning, routing,
usernames and passwords required to see the log#toon each ESX host.

Thinks to consider:
- Backup to LUN
Will you also be taking SAN snaps?
How many simultaneous backups will take place gstidation LUN?
How often will you make FULL backups? Deltas?
Will disk throttling be enabled?
Separate backup HBA?
Separate backup LUN or shared with VMs?

Backup Policy

What is your backup window?

What are the SLA / Quality of Service guarantees?
Throttle backups to assure QOS is meet?

Mode of Transport ?

Will VMs go to FTP server over the WAN?

Throttle backups to prevent WAN saturation?

Will backup LUN be on its own separate HBA? Or sapabackup VLAN?
Paths defined?
IP address, logins, passwords, etc.

Need to integrate with enterprise backup system?



esXpress Backup Planning Overview

When planning a backup strategy using esXprese #rermany factors to keep in mind.
Most important is understanding the data transfers; both network and storage.

When esXpress is creating a backup of a virtualhimag it will read the VMDK file at
between 10 MB and 100 MB per second from the seodmyice. However, because of
compression, esXpress actually writes much lesisegtorage location.

Even when a Full backup is being performed andhtst is sending data continuously to
the FTP server, it is still only averaging 3 to BMer second if the read speed if 10 MB
to 20 MB a second.

FTP Backup Planning

If an organization has 10 ESX servers this wousdiitan an aggregate speed of 30 to 50
MB per second. This is about half of the maximumdvadth of a gigabit Ethernet
adapter. However, it is means the RAID controllethe FTP server needs to be able to
support sustained transfer rates of 30 MB to 50pé¢Bsecond from 10 different
transfers at once.

The limiting factors of a Full backup are the hG&U resources, the network or storage
adapter bandwidth and the disk write speed of thi@ge target. On some older ESX
hosts, it may be necessary to allocate more CPRaliress to the esXpress resource pool.

VMES Backup Planning

The main thing to note with vmfs backups is tha¢mess requires enough space for the
Full vmdk size during the backups. This is donentnimize fragmentation on the vmfs
partition. It will compress the backup upon comiplet

Example FTP Environment

In a medium sized environment of 22 ESX serversih@$TB of virtual machines, the
aggregate backup transfer rate when running Fakugas can average between 198 and
330 MB per second on an average 2 CPU host. Deltiasnly average between 66 and
198 MB per second. The following example illustsat®w a single FTP server can be
configured to handle the load with little modifiat or expense.

The server should have at least three NICs (netimbekface cards). One NIC for is for
the forward facing network IP. The other two NI®®sld be connected to a separate
backup VLAN with two separate IP addresses.

Storage consists of JBOD and a dual channel RAIrotler configured as two RAID5S
arrays of 2TB each.



When configuring the backup destination for eackpesss host, point the odd numbered
servers to the IP of thé'backup NIC and make the backup path point toitseRAID5
array. Do the same for the even numbered machmoésjng them to the second NIC
and the second RAID5 array. This is a simple wapaol balance the FTP server to
handle the increased demand.

The third NIC, which is actually the main addressthe backup server, is also the NIC
that talks to the enterprise backup solution thioting backup agent.

If you have 40 host servers, and they are all sgnBull backups simultaneously, it
could require between 360 and 600 MB per secometviork bandwidth. In this
instance, a separate backup network is advisable.

These examples, while extreme, can happen whenngagg many virtual machines
simultaneously.

When planning a backup strategy, do not expect®R Bosts to be able to send backups
to a single FTP simultaneously. Plan to staggestae times of backups or have
multiple FTP hosts to balance the load.

Because esXpress is a program that runs on eacth&8Xt can scale for any size
enterprise. Also, because each esXpress runs antarsty there is no single point of
failure.



Installation

For detailed installation instructions please refer to document “esXpress v3
Installation Guide”.

All esXpress is easy to download and view in PDF format and can be found at:
http://www.esxpress.com/documentation.php




Operational Overview

Overview

Example Backups

esXpress is different than other products in thegads, compress, optionally encrypts
and transfers in one pass. That means that if MBK/ file is 100GB in size, then
esXpress will only process 100GB total. esXpressdwt need to export the VMDK
files.

Default Backup Rules for VMDKs and VMs

Below is a list of the default backup rules tha ar place for automatic and manual
‘Backup ALL Machines’ operations when you instaMpress. See the section labeled
“O — Options — Configuration Menu” for more infortian on modifying the default
parameters.

Automatic Backup Rules

The ONCE A DAY backup starts at 00:01 daily.

The ONCE A DAY backup will only execute between@®to 06:00 hours.
Only one automatic backup thread will run at a tithehe ONCE A DAY is still
running, any HOURLY backups will not run until t@NCE A DAY has
completed.

Every hour esXpress will check for virtual machine®ackup.

The Locks must be set to clear, or no backupsrill

Automatic backups will backup all running virtuahohines.

Powered Off VMs will be skipped unless Configurati@ptionPOWERED_OFF
isYes

Automatic backups will skip machines wipt0] in the display name.

If Configuration OptiorONLY_BACKUP_MATCH has any value, then only
machines that have this text in the display nareevatched.

If Configuration OptiorDO_NOT_BACKUP_MATCH has a value, then any
machine with this text in the display name willdépped.

All backups (automatic and manual) will skip VMDHef that already have
REDO logs applied or SKIP files.

RDM's will be skipped unless Configuration OptieDM_ENABLE is set toYes
If you try to make a Delta backup and the Full md®ap does not exist, a Full
backup will be created instead.

If you resize a VMDK file, a new Full backup wilElcreated.

If you add new virtual machines (VMDK files) to ast, they will be backed up
automatically the next time automatic ONCE-A-DAYckaps run.



If Configuration OptionTHRESHOLD_ENABLE is Yes and the number of Delta
blocks in an INDEX backup exceeds the ®eRESHOLD, a new Full backup
will be created the next time that VMDK file is &l up.

New Full backups will be created each month, tHawleis the 2%, optionally
Fulls can be made Weekly, Never (only when needed),on the First Saturday
(selectable day) of the month.

After any automatic backup run, a status email bellsent, if Configuration
OptionENABLE_STATUS is Yes.

There are two types of automatic backups, the OR@RY and the HOURLY.
Backups are initiated by the ESX Sereesn daemon which executes the program
phd_backupocated in théetc/cron.hourlyfolder. The default operation of tiseon
daemon is to each day execute at 00:01 hours (ghigrand every hour after that.

Each time esXpress executes (every hour), its Hedparation is to check the file
letc/phd/full_backup_lagor the last completed ONCE A DAY backup. If itshaot been
performed, it is immediately started. Otherwise, pihogram will check the scheduler to
see if there are any virtual machines scheduletdokup during this period.

Example Backup Scenario

At 00:01 thecron daemon runs. It executes thied_backugprogram which checks to see
if the ONCE A DAY backup has run. The default opieraof the ONCE A DAY is to
backup all your powered on virtual machines.

Again, at 01:01¢ron executephd_backupbut it aborts because it detects that the 00:01
ONCE A DAY backup is still running. It repeats tiisocess three more times at 02:01,
03:01 and 04:01.

Then at 05:01, when theron daemon executgshd_backupit detects that the ONCE A
DAY has completed. It then checks to see if tle@eeany virtual machines scheduled for
backup at 05:01. If there are virtual machines dales for this hour, they are queued for
backup and processed sequentially until complédies grocess is repeated every hour
until 00:01, when the process starts over.

If there are machines you do not want included, gauexclude them from the automatic

process either via a control code in the VM nanee (Sgure 1 Control Codes), or by
using the “Do Not Backup VMs” display name matchiha configuration screen.

Figure 1 Control Codes

Control Code Hours

[x0] Do Not Auto Backup
[x1] 12

x2] 6 14

[x3] 612 18

[x4] 612 16 20



[X5] 610 13 16 20

[x6] 610 12 14 16 20

[x7] 610 12 14 16 18 20

[x8] 681012 14 16 18 20
[x9] 681012 14 16 18 20 22

By adding [x0] to the display name, esXpress waltkup this virtual machine 0 times,
effectively excluding it from the automatic backupy adding [x1] to the display nhame
instructs esXpress to back it up one extra timedagr Adding [x6] instructs it to backup
the virtual machine six extra times, in additiortie ONCE A DAY. Since the display
name is carried during the motion process, if tiMi¥ moved to another host, the
control code will determine how and if it is backgal So esXpress will not require a
configuration change if you VMotion a VM.

Example display names

Oracle TEST Database Server [x0]
Primary AD [x9]

Exchange [x3]

In the example, the ‘Oracle TEST Database Sen@r ix excludedfrom automatic
ONCE A DAY backup because of the [x0] in its naiieu can still initiate a manual
backup from the PHD menu.

In the next example, ‘Primary AD [x9] will be bae® up nine extra times during the
day. Looking at the chart (above) you see it walldacked up every two hours, starting at
06:00 hours until 22:00 hours.

And the last example tells the program to backepserver named ‘Exchange [x3] an
additional three times, at 06:00, 12:00 and 18@@r$

In the /etc/cron.hourly/phd_backup script are thees that are assigned to the extra
backup cycles. If you modify the start times irstfile make sure to also change
/home/phd/src/etc/cron.hourly/phd_backup.

Virtual Center Important Notice

When creating new virtual machines from Virtual @endo not add the esXpress control
codes to the display name. Doing so will causeudirCenter to create the corresponding
VMDK files, VMX files, and folders with the contr@ode embedded in the name. After
you have finished creating the virtual machine gao change the display name to
include the [x?] control code.

Skipping VMDK Files

In the backup rules we mentioned that VMDK fileatthave SKIP files will be skipped
during backups. To create a SKIP file for a VMDIefyou need to just create an empty



file with the same name as the VMDK file appendéith\a *.SKIP’ in the same VMFS
as the VMDK file.

Example:/vmfs/volumes/LOCAL/wintest.vmdk
Create a SKIP file like this:

touch /vmfs/volumes/LOCAL/wintest.vmdk.SKIP



Skipping entire Virtual Machine

You can skip an entire VM very similarly to how yskip a VMDK. Instead of creating
a .SKIP file that matches the name of a single VMBP&u create a .SKIP file that
matches the name of the .vmx.

Example:/vmfs/volumes/LOCAL/Win2K/Win2k.vmx

Create a SKIP file like this:

touch /vmfs/volumes/LOCAL/Win2K/Win2k.vmx.SKIP



Getting Started

Planning

As with any software, a successful implementatioly comes with proper planning.

Like many products, esXpress transfers the bachktg aver the network. In an
environment with many ESX hosts, network delayda¢tappen due to the volume of
data being moved. It is suggested that you hav@ MIZ attached to a dedicated backup
network.

esXpress can also copy to either the local or SAdetd VMFS.

Your storage location should be, at minimum, edoidhe total size of the VMDK files
targeted for backup. This means that if you hav@E# of virtual machines, you should
have at least 500GB of storage. This should altowaverage, a month worth of Delta
backups online, but this can be less expensiVarl & tier space instead of your prime
SAN space.

Since all backup files are compressed, on avees)gress can store 7 days of delta
backups in the space of 1 day of Full backupsehwsbf keeping only 5 Full VMDK
backups online using other virtual backup methgds,get a month of esXpress
backups.

Wherever the storage location is, whether a NABuyXiserver, or Windows server, it
must be running the FTP servi¢é/e even have customers who use a virtual ftp serve
attached to a physical LUNL) using a Windows host it is advisable not to tleeftp
server included with 1IS as it has been known to¢ate large files to 28GB. We
strongly advise you use commercial quality ftp selsuch as WS_FTP by IPSWITCH,
or BulletProof FTP by bpsoftware. You will also vianremote console program. We
prefer PUTTY.

Make sure you know the following about the FTP serv

Name/IP Address of FTP Server

Port

User ID

Password

Path to Backup Folder

The FTP user must have complete access to the shauest be able to create
folders and files, rename and delete files.

Lastly, you must have root access to the VMwaré toomstall and execute the esXpress
software.



Program Files and Locations

The esXpress programs are storethome/phd

/home/phd/bin binary executables
lusr/local/bin symbolic links tdhome/phd/bin
esXpress also creates the following folders:
/tmp/phd/

letc/phd/

Ivar/run/phd/

For a list of all executable PHD programs tybel and then press tab (twice).

Program: Description:

phd The main executable of esXpress. Invoke®HiE user menu.
phd-FULL-all Full Backup of all virtual machinesiged on normal rules.
phd-INDEX-all DELTA Backup of all virtual machindmsed on normal rules.
phd-FULL Full backup of one virtual machine.

phd-INDEX DELTA backup of one virtual machine.

phd-support This program will create a tar filettwdl assist support in solving

your issues. You have the option of FTPing it diset our
support host.

phd_backup The main cron job that executes thkeupagrocess.
phd-kill This will kill altunning phd processes

phd-edit Edits a local VM Gigiiration

These programs are used internally by the esXpress.

_phd_ftp_put

_phd_make_index

_phd_delta

_phd_index

You can always find the running PHD Backup prod®ssyping ps -efw | grep phdat
the service console prompt.



Command Line Options

When running the phd menu you can pass commanafitiens.
By running phd o’ the O - Backup ONE VM Now menu will be automatigdrought
up. You can pass any of the main menu options doffgm the command line.

For Example:
phd s Will launch right in to the Current Statusilay
phd t The backup log will be tailed.

Besides the main menu options, you can pass thie daomands. This is useful if you
are writing your own scripts to control the esXgreackups. The commands clear,
pause, stop and abort can be used.

For Example:

phd kill Same as actually runningHd k’ then answering yes. Kill Jobs Now.
phd clear Will CLEAR the locks.

phd abort Will set the ABORT lock.

phd stop Will set the STOP lock.

phd pause Will set the PAUSE lock.

Other command line options include the abilitye@eimport the previous settings, such as
when you upgrade the esXpress and want to re-intipeprevious settings.

phd-import will import the previous esXpress sejtin



Running the esXpress text menu system

Now that you have successfully installed esXprgss,need to become familiar with the
esXpress text menu system. Although all backupgpeocessed within the virtualization
layer using VBAs (virtual backup appliances), e§3ardoes installs a small menu in the
service console from which you can configure somitéal settings. It also provides the
ability to start the GUI Helper, perform maintenanasks and handle restores.

To start the esXpress software, typel at the command prompt (Figure 2). This
command must be run as root. The esXpress Backuo M@l open (Figure 3).

Figure 2: Start the esXpress Main Menu

[rootfesx0l root]f phed

The esXpress Main Menu

Figure 3: esXpress Main Menu

- ezXpress Main Menu - wyw.esxXpress.ocom — 1

wers 3.1-17 — ho=stl - Mon 2008708711 13:40:45
License Type: ENT expires 9009-06

I Current Running 3tatus
Daemon Status — Enabled, Funning

T SZetup Quick HMenu
L Lock Status — Clear [(Quorwn Enabled)
I' Daily Backup Eeport
2  Backup ONE VM MNow (Delts/Full)
L  Backup ALL WMz Now (DeltafFull)
3 Special Backup CONE VM Now
F  Backup ONE Template WM Now
T Tail Backup Log
C Configuration Optiohs
FE  Eeports Menu
E PEestoration HMenu
M HMaintenance Menu
2 Quit
lE <Cancelx

The first two selections are also status indicatorshe above example, the first
selectionCurrent Running Status , Will show you if backups are currently
running, and note if you had any errors. The ses@hectionDaemon Status , also
displays the current status of the background daeiflzeLock Status  also displays
the current lock status. Restorations respect $tatkis.

The menu also displays the software version, tipératkon date, which is the date that
deltas and encryption will cease operating (renew@@nnual support subscription) and
the host name. In the above example, the expirakie is 9009-06. In this case it
basically means this license doesn’t expire, witlegpiration date in 9009.



NOTE: If accessing esXpress via SSH using putty.exegersake to enlarge the window beyond the defaidt sizopen and run in
full screen. The default window size is not alwayfficient to display all backup archives when a&sieg the Restore a VMDK sub-

menu.

The following table (Table 1) describes the avddabhenu options and their function.

Table 1: esXpress Backup Menu Options

Option | Function

Description

Current Running Status

Informational Only

Daemon Status

Informational Only

U Setup Quick Menu

Quick Start Menu for Initial esXpress setup
and configuration.

L Lock Status

Set backup lock options that allow you to

Pause or Stop current and scheduled backup

processes.

D Daily Backup Report

View the daily backup status report. This
report is the summary of all virtual
machines that has been backed up. This
report can be emailed as the Daily Status
Report.

O Backup ONE VM Now

Backup a single virtual machireewn

A Backup ALL VMs Now

Backup all powered on virtual machines
now. Following standard backup rules.

S Special Backup One VM Now

Run a special backup of a virtual machine.

P Backup One VM Template Now

Backup a virtual machine template.

T Tail Backup Log

Tail (and view) the last page of the backup
log. It will update as the log is written to.

Configuration Options

Set virtual helpers, FTP, SMTP and other
options for esXpress from this menu.

Reports Menu

View all reports and log files.

m | 20| O

Restoration Menu

Restore esXpress backups

Maintenance Menu

Perform esXpress functions such as start
GUI, trim targets, and copy configs

Quit

O Z

Quit the PHD esXpress application.




The esXpress Setup Quick Menu

The esXpress Setup Quick Menu provides a shortetitod for the initial configuration
and setup needed to get esXpress up and runnihgt #hle options on this menu are
duplicates from other phd menus and are explaimédriher detail in the sections of this
manual for those options.

Figure 4.1: esXpress Setup Quick Menu

— ezsXpress Backups, WywW.esxpress.ocom —
- egXpress Setup ouick Menu -

Help for esXpress phd Menus

Configure Helper Options

Network Options for VEA=

Start/3top GUI Helper

Tail Backup Log - fwvar/ loogfesxpress. log

= o O i

License Configuration
SMTFP Serwver Options
SHMTP Email Options
Backup Targets

L R

Tezt SMTP with Notify Status Feport
Fe-index EBackup Targets for restores
Qo Juit

o=

<Cancel>

Key areas of this the Quick Menu are:

O

Configure Helper Options to set the vmfs for theAgRo live on.
Network Options for VBAS to set the network for MBAs and set the
helpers to use DHCP or assign static IPs

Starting and stopping the GUI helper

Backup Targets to setup your initial backup tafgeesXpress backups
Tailing the esXpress backup log

setting up and testing smtp for esXpress backuprtieg

re-indexing your backup targets to provide curtetkup information for
restores

Configuring your esXpress licensing

O O O0OO0OOo (@)

O

Table 2.1: esXpress Setup Quick Menu Options

| Option | Function | Description




E Help for esXpress PHD Menus phd text menu navigadiod usage help

H Configure Helper Options Configure the VBA helpers.

o] Network Options for VBAs Set the Network settings the VBASs.

G Start/Stop GUI Helper Starts and Stops the esXéHsHelper.
Tail Backup Log - , .

T jvarfloglesxpress/log Display the running esXpress backup log

L License Configuration Configure esXpress licensing

S SMTP Server Options Configure the SMTP server.

M SMTP Email Options Configure esXpress email options

T Backup Targets Configure Backup Targets

N Test SMTP with Notify Status Test the smtp setup
Report

R Re-index Backup Targets for Re-index the Backup Targets.

restores

O

Quit

Quit the PHD esXpress application.




Configuration and Usage via the esXpress
Text Menu interface

esXpress Configuration Menu

All of the options for esXpress are set throughGoafiguration Menun the esXpress
text menu interface (running on the host consaléh@esXpress GU(running in a
separate virtual machine - see “esXpress GUI")e @dnfiguration for esXpress is stored
on the host in the file:

/etc/phd/esxpress.cfg

You should not manually update this file unleseaé&d to by the esXpress support.
The options are split into numerous sections; tlkeseriptions will be in the order
shown in the phd text menu.

Automatic backups for esXpress are called loyoajob (a script or executable called by
cron — the scheduling daemon) every hour on each hhstesXpress cronjob is found
on the host in:

/etc/cron.hourly/phd_backup

Depending on th#ain Scheduling OptionesXpress will decide when and what type of
backups to run. This cronjob also runs téglicationandTrim mode auto deletes.

Table 3: esXpress Configuration Menu Options

| Option | Function | Description




@) Main Scheduling Options Scheduling Options
G General Options General esXpress Options
\% VM Selection Options Virtual Machine Matching Opt&
B Backup Options Primary Backup Options
D Auto Delete Options Auto Delete/Trim Options
H Configure Virtual Helpers VBA / Virtual Helper Cagtiration
S Snapshots on Snapshots Options Configure Snapstahapshots Options
F FLB Configuration File Level backup host Options
U Quorum Configuration Setup esXpress Quorum settings
. , . Edit the local configuration options for a

N Edit VM Local Configuration specific Virtual Machine
E Configure Encryption Encryption Options

Configure Backup Targets :
T (NET/SSH/SMB) Configure esXpress Backup Targets
C Replication / Restore Options Simple Replicatiod Restore Options
M Configure SMTP SMTP Options
L Configure License Setup your esXpress license mndbion
R esXpress Backup Readme Shows the esXpress backdmie
A About esXpress Shows current version information
Q Quit Quits Configuration Menu

Figure 5: esXpress Configuration Menu
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Configuration Menu: O - Main Scheduling Options

The followingMain Scheduling Optiong={gure 6, tells the esXpress cronjob
(phd_backup) what backup operations to run and witht options. These options
mostly apply to Automatic and Backup All commaniist others like the backup mode
(BACKUP_MODRE)pplies all the time, for all backups made. There are enabling
Delta backups or not, or forcing all to be Fulls.

Figure 6: esXpress Configuration Menu — Main Scheding Options

- esXpress Backups, wWww.esxXpress.com -

- Configure esXpress Main Scheduling Options -
Automatic Backup Frequency (Daily/Weekly)
System Backup Mode (Delta/Full/FLB/Test) DELTA
Make FULLs (monthly/weekly/first/none) MONTHLY
For FULLs Day Of Month (1-28) 2
For FULLs Day Of Week (mon-sun) MON

< 0K > < Bdit > <Cancel>

Automatic Backup Frequency (Daily/Weekly) —Set the default backup frequency
mode. Automatic backups can run odaaly or aweeklybasis.
- Daily — Run the Backup of All VMs every day. The baclalipwvill run at the
scheduled time. Se®utomatic Backup Start Time
-Weekly — Run the Backup of All VMs every week. The backuil run at the
scheduled time on the specified day of the weekRssy of Week (for
Fulls or Weekly) option).

For example, if you have the following settings:

Backup_Frequency_Daily/Weekly) = WEEKLY
Day_of Week_(for_Fulls_or_Weekly) = MON

your backups will only run on MondaMote: If the server is powered off, there will
be no backups until the following Monday after skever is powered back on.

System Backup Mode (Delta/Full/FLB/Test)- Select the type of backup to run, when
esXpress is called:his applies to all backups, automatic and manual.



Delta— Make a Delta backup by default. When set tod)glbu also need to
select how often to make a new Full Backup.

Full — Always make a FULL backup when backing up a VMIfKou set to
FULL, currently all backups made will be FULL ordgickups!

FLB — When backing up a VM, run a FLB (File Level Bapkbackup only. The
image level Full and Delta backups will not be ranly FLB. If a VM has no
FLB defined, then it will not be backed Upyou set to FLB, currently all
backups made will be FLB only! FLB is a licenseatdes of esXpress.

Test— Run in Test mode. Go through the motions of mgla backup, but do not
actually do it Also see option Test_Backup_Level in General Ogtion

Make Fulls (Monthly/Weekly/First/None) — When you set the System Backup Mode to
make Delta backups, you need to decide when to makeFull backups.
- Monthly — Make a new Full backup on a monthly basis spexific dateof the
month. 1-28.
Weekly — Make a new Full backup once a week, on a spettdy. Mon-Sun.
First — Make a new Full backup once a Month, on the Rilsh-Sun day’ of the
month.
Second- Make a new Full backup once a Month, on the Becblon-Sun day’
of the month.
Third - Make a new Full backup on a Month, on the THildn-Sun day’ of the
month.
Forth - Make a new Full backup on a Month, on the Fovtbn-Sun day’ of the
month.
None- Do not make a new Full backup. Full backups léllcreated when they
need to be. (When needed, or a threshold perceistagached, or you set the
MAX_DAYS option.)

For Fulls Day of Month (1 - 28)— When you set the System Backup Mode to make
Delta backups and you set Full Mode to Monthly, yawe selected to make a new Full
backup once a Month on a specific date definechlsydption. Valid dates are 1 to 28.
This value only applies to Full Mode — Monthly.

For Fulls Day of Week (mon - sun} When you have the Backup Frequency set to
Weekly, you need to set which day of the week t@&ertzackups on. If you have set Full
mode to weekly, then this option will designate dag of the week for the new Fulls.
Valid days areMONTUE WEDTHU FRI, SAT or SUN

Automatic Backup Configuration Examples:
-Run Delta Backups Every Day — make a Full Once ekda Saturday:
Freq=DAILY / Mode=DELTA / Full=WEEKLY / Day=Sat

-Run Delta Backups Every Day — make a Full Once atMon First Sunday:
Freq=DAILY / Mode=DELTA / Full=FIRST / Day=SUN

-Run Delta Backups Every Day — make a Full Once atMon Third Friday:
Freq=DAILY / Mode=DELTA / Full=THIRD / DAY=FRI

-Run Delta Backups Every Day — Never run a Full ssileequired:
Freq=DAILY / Mode=DELTA / Full=NONE

-Run Full Backups Every Day, no Deltas:

Freq=DAILY / Mode=FULL




-Run Full Backups Every Week on Mondays, no Deltas:

Freq=WEEKLY / Mode=FULL / DAY-MON

-Run Delta Backups Every Week on Tuesday and mdkerHgirst Tuesday:
Freq=WEEKLY / Mode=DELTA / Full=FIRST / Day=TUE

- Run Delta Backups Every Week on Thursday and malkerr1*' of Each Month:
Freq=WEEKLY / Mode=DELTA / Full=MONTHLY / Day=THU /

DATE=1

Enable Automatic Backup (Yes/No)- This option controls if automatic backup
operations are run. This applies to automatély andhourly backups, and@rim mode
deletes. When set to NO, thked_backup cronjob will exit when called and no
automatic backups will run. If the daemon is sitebled, you can still launch jobs with
the VI3 client.

Retry Failed Backups(Yes/No/Before/Always) When the Automatic Backup All runs,
you can have it retry failed backups after it hasipleted. You can also manually run a
RETY Backup All. You can do this from the VI3 clienith the control texf(xRETRY}

or XRETRYFULL A RETRY is when any backup has been marked &R&d will be
tried again. If the VM has multiple disks, thendikks will be backed up again.

No - Do not retry the failed backups when running dlutomatic Daily
Backup All.

Yes esXpress will run the retry of failed backupsathe Daily Backup
All, regardless of the time.

Before - If the current time is before the NOT_AFTER tirtigen failed
backups will be tried again. This applies to trel{pBackup All. If
selected, esXpress will always retry a failed bactturing the Daily
Backup All if the current time is less then the 'Bot Start Automatic
Backup After' value.

Always - esXpress will always retry failed backups onffaly Backup
All, and then you manually run a BACKUP ALL fromelVI3 client or
from the phd menu. Anytime all VMs are backed e, failed VMs will
be tried again.

Automatic Backup Window Start Time (00-23)— This is the time of day to start
running the automatic daily backups. The autontadickups run through cron.hourly,
which is called every hour. Every hour when the@eXs phd_backup script is called, it
checks to see if the current time is equal to eatgr then the start time. If so, then the
daily backup index-all is called.

Automatic Backup Start Delay in Hours (0-9)— You should configure all your hosts to
start backups at the same time. For some sitesdhie too much of a load on your
environment, especially on your backup targets. Staet Delay Option is a way to
address this issue so you don't have to staggestdne Time on your different hosts.
Only use this option if you are having load issimegour environment. If not, take the
default of “0” ( No Delay )



When esXpress runs a Backup All, the backup arshallehave the same timestamp of
when the backup started, even though they do hairakt the start time. By using the
delay, all the archives on all the hosts will hétwve same time stamp. This is important
because when a VM gets VMotioned to another hbstgdate-stamp is checked on the
last time that VM was backed up. If it matchesdhgent backup run, then the VM is
marked as backed up. If the timestamp is not threesghen the VM is backed up again.

Automatic Backup Window End at Time (00-23) When Automatic Backups are
checked to run, the current time must be equat twreater than the Start Time, and less
than this value, thBo_Not_Start_After_Time . For example, if your host had a
problem and in the morning you came in and rebodteu wouldn’t want your
backups starting then and affecting your productirkloads. If your production day
starts at 8AM, then you might want to set this @aéss than or equal to “08”.

If backups are currently running, backups will neaise running at this time, but an email
will be sent notifying you that the backups aré sinning. This time has only to do with
starting of the backup run and when you start yiotgf you.

With esXpress these 2 options (Automatic Backupt Siane and Do Not Start
Automatic Backups After) define the Backup Windaw when automatic backups will
start.

Hard Limit On Window (None/Both/Delta/Full) — Setting this option will cause
esXpress to set a hard backup window for the daitpmatic backups. The automatic
backup window start and end times define the windiwve difference when a Hard
Window is set is thatlo backups will be started beginning within 1 houtle# window
end time setting. For example if the End Time ist@& and then Hard Limit is enabled
then no backups will start after 6 AM.

None— The backup window hard limit is off or not eradbland will not
be used.

Both — The backup window is enabled and will applyltdackups (Both
Fulls and Deltas ) in the automatic backup run

Delta— The backup window is enabled but will only apyDelta
backups started during the window. For Full backingshard window
will be ignored.

Full - The backup window is enabled but will only appyFull backups
started during the window. For Delta backups thvel mandow will be
ignored.

Send Backup Running Email as of (00-23} Set the time ( hour of day ) when if the
automatic backups are still running that an emdilve generated and sent to the
defined accounts that Backups are Still Running.

Run esXpress Daemon (Yes/Ne) esXpress requires a tiny background process or
daemorrunning on your host. Its namegkd_daemon. This daemon is required for
certain functions of esXpress to properly work. &Jdahe daemon does not run the daily
backup - that is the function of the cronjpbd_backup .



The daemon is responsible for the following tasks:
-Using VMwatre tools committing the left-over snaptshivom VMotioned backups,
or backups that did not clean up nicely.
- Scanning VM display names for control text entarethe VI3 client and to respond
accordingly (i.e. to configure and issue commamndssiXpress — see “X-commands”)
- The restore queue is run by the daemon. It seafohésckup jobs and runs them.

It is strongly recommended you keep this valu¢oséES If there is a specific situation
on your host where you can’t have the esXpress daé¢ne. phd_daemon) running - for
example, maybe a troubleshooting situation - tr@ngan set this value tdQ

Enable esXpress Cron Job (Yes/NG} Setting this option to ‘Yes’ enables the esXpres
cron jobs to run. The cron jobs runs scheduled e=s§ptasks like automatic backups and
trim mode.For esXpress to function properly set this to ‘Yes’

Allow [x] Command from VI3 (Yes/No/SingleVM) — When the phd_daemon is
enabled, you can issue commands to esXpress frtmmwine VI3 client by updating the
VM display namégFigure 6).

Figure 7: Issue [x] Command from VI3

b B bt e

Change this:

(s Winz003

To this:

O Win2003 [xNow]

These commands can backup one VM, or all the VIMsese commands are a nice
feature, but sometimes you need to turn these off.
Yes— All the [x] commands are enabled.
No — None of the [x] commands are enabled.
SingleVM — Only commands that affect a single VM will beoaled. The
commands like [XALL] will not be processed.

Once the esXpress back-end daemon runs the [x] eochihis removed from the VM
Display Name.



Here is the list of the [x] Commands that can bedus

[XFULL] — make a Full Back of the VM now, runs pRdJLL command

[XINDEX], [XDELTA], [xBACKUP] — make a Delta backupf the VM now, runs phd-INDEX
command

[XNOW] — Run a backup for the VM.

[XGUI],[xCFG],[xCONFIG][XHELP] — bring up and rurhe esxpress GUI helper
[XSPECIAL],[XONE] — makes a special backup of thiél Yiow
[XFULLSPECIAL],[xFULLONE]- makes a Full Special Bleup of the VM

[XALL] — run Delta backups of all VMs on the Host

[XALLFULL],[XFULLALL] = run Full backups of all VMs on the host

[XFLB] — run a File Level Backup (FLB) for the VM

[XFLBALL] — run a File Level Backup for All VMs.

[XWIPE] — wipes the index of the VM

[XWIPEALL],[XALLWIPE] — wipes the indexes of all #h"VMs on the host
[XRETRY],[XRETRYFULL] — automatically retry a faitbbackup

[XSTOPALL] — stop all running backups, set Stop koc

[XABORTALL] — aborts all running backups, sets thieort Lock
[XABORT],[xSTOP] — stops the backups of the VM
[XCLEARLOCKS],[XxNOLOCKS],[XLOCKS],[xCLEAR] — cleard.ocks

[XTEST] — Runs a test backup, gathering performamfoemation and testing the configuration
without actually doing the backup.

[XNOTES] — Clears the Notes field of the VM for a@gXpress information
[XALLNOTES] — Clears the Notes fields for All VM®f any esXpress information

Also Check Notes for [x] Configs (Yes/No} Enabling this option tells esXpress to look
at the Virtual Machines Notes fields for valid pgmmands to process.

Note on Full Backups — When a Full backup is maderapty Delta file is also made.
This empty delta file contains the vmx files, i@sfand other backup related
information.




Configuration Menu: G - General Options

These are the esXpress global configuration (

Figure 8) options that affect everything in relatio backups. They apply to all backups
made, either automatic or manual.

Figure 8: esXpress Configuration Menu — General Opbns

-~ esXpress Backups, wwe.esSKpress.com — g
- Configure esXpress General Options -
Enable Delta_Threshold (Yes/No)
Delta_Threshold Percent (Make FULL _If >) 70
Enable_Max Davs_For New FULL (Yes/Ho) No
Mascimum Days_Before Making New FULL (1-999) 45
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ol L

Enable Delta Threshold (Yes/No} When the Backup Mode is set to Delta backups,
you need to configure when and how often to makeva Full backup. This option will
allow you to make a new Full backup when the pdroédelta blocks exceeds a pre-set
limit. When set tores, the delta threshold percentage is checked arutcad.

Delta Threshold Percent (Make Full if >)— If you enabled thBelta_Threshold
then you need to setelta_Threshold Percent . For example, if you set this
percentage to 30%, and more than 30% of all totelks are delta blocks, then the
current delta is not made and a full backup is mastead.The threshold percentage
options are a key feature of the esXpress Delthi@ogy Engine providing the ability
to control when Fulls are taken in relation to thercentage of growth of your individual
VM delta backups..

Enable Max Days For New FULL (Yes/No)- esXpress Delta Backups are based on a
Full backup. So, to restore a Delta archive, yostaiso have the Full archive. With
current scheduling options, it is possible that gould miss a Full backup cycle. For
example, suppose this scenario occurs:

You have your host set to do Full backups on thst Friday of the month. On
that day, the power is down. Come Sunday, afterpawer everything back up,



you will still be running Deltas, because Fridayswaur Full day and was missed
due to the power outage. This would normally be O, if your backup routine
is to delete last months Fulls, you will not halkerh any more.

When you enable this optiol¥€s), anytime a Delta backup is made, the number of
calendar days are checked from the last Full badkifpexceeds thAX_DAYS
setting, then a new Full backup will be madkis is an important fail-safe option
providing the ability to ensure Full backups ard nussed and you never run into a
restore situation where you don't have the fullrave.

Maximum Days Before Making New FULL (1-999)- This is the maximum age that a
Full backup can be before a new Full will be mald@s age is specified in Calendar
Days.

Enable Backup Speed Throttle (Yes/No/By Time} esXpress backups have a novel
feature, which allows you to slow down the speethefVBA I/O while running your
backups. Normally software has options to makantfaster, but esXpress also give you
the option of applying a speed limit, a throttke stow down the backup speed. Since
esXpress runs in a VBA, just like any other VM be tost, the CPU resources can be
limited by the VI3 Resource Pools, but there issasy way to limit disk 1/O.

Yes— Run with the Throttle enabled. This applieswd Backups, and the
Indexing phase of Delta Backups.

No — Do not use the Throttle. Let the VBAs run ag &asthey can.

By Time — Only use the throttle between the specified sinfdis way you can
have any backups that run during working hourgetset at a speed limit,
without affecting the environment.

Why enable throttling?

ESX does not provide any disk slicing. Whichever ghbs the disk first will hold it
until it releases the disk 1/0. In larger enviromtss with many backups being run from
VMs on the same disk, throttling should level c /O speeds and may actually
improve the overall backup performance for therergnvironment.

Maximum Disk I/O Speed (MB per second}- If you enabled the Throttle, then you
need to set a maximum speed. This is specifiedeigalytes per second. If you set it to
30, then each VBA will not process data any faitan 30 megabytes per second.

Throttle Only Between Hours Starting (00-23)- This is the start time for throttling
backups. Backups started after this time, but leetioe ending time, will be throttled.
This time is only checked when the backup is stiatfea backup is already running, and
the throttle time comes into play, it will applyttee next VMDK backup started.

Throttle Only Between Hours Ending (00-23)- This is the end time for throttling
backups. Backups started before this time, but #feestarting time, will be throttled.
This time is only checked when the backup is stiatfea backup is already running, and
the throttle time comes into play, it will applyttee next VMDK backup started.



Commit Remaining esXpress Snapshots (Yes/Ne)When esXpress goes to backup a
VM, the snapshots are checked. If any esXpressstio#pare found, they will be
removed by default. If you disablB@) this option, then remaining esXpress snapshots
will not be deleted before a backup is stariel careful when disabling this option. It
may cause a backup to fail

Commit Remaining Consolidate Helper Snapshots (Yeasdb) — When VMware goes to
commit a snapshot on a VM, it will add the ConsalédHelper snapshot, and commit the
other snapshots back to the VMDK disk. Then aftedszait will remove the Consolidate
Helper snapshot. Sometimes this does not work gi&rfend these snapshots can be left
out there by the VMware snap engine. When enalMed)( esXpress will try to commit
these snapshots when starting a backup. This agpli®nap on Snap (Baja) Mode.

Minimum FREE SPACE required on the VM VMFS (3 GB+) — When esXpress goes
to backup a VM, some free space is required ovMES where the VMX file for the

VM lives. By default, VMware will put the snapshiatthe same folder as the VMX. This
applies to all disks in the VM. This option is tmnimum amount of space required to be
free on a VMFS for esXpress to backup a VM. Thei@as set in gigabytes.

NOTE: If you have set the snapshot pathing parammétethe VMX to store your
snapshots on a different VMFS location, esXprefiswat understand that, and still
check space where the VMX is. Unregister and ntov&MX to the other location and
re-register it over there.

Abort Backup If Less Then X GB FREE on VM VMFS (1 GB+) — While a VM is
being backed up, if the free space on the VMFSrevtiee VMX lives, falls below this
value, then the running backup will be aborfElis is a very important option to set
correctly because if you run out of space for apstat, the VM will lock up, and you
could have possible snapshot corruption.

Update VM Notes Field in VI3 (Before/After/No)— When esXpress runs a backup, it
will update the notes of your VM being backed upetfbect this. When a backup is
started, the notes will say a backup has beeredtatiffter a backup finishes, the notes
will be updated to show if the backup was a sucoessfailure.

Before — The esXpress notes will be put before your niotéise annotation field

of the VMX.

After — The esXpress notes will be put after your notéke annotation field of

the VMX.

No — The notes will not be updated by esXpress.

Enabling this option can be very helpful in prowigia quick view of backup statuses
right from Virtual Infrastructure 3 Client. If yodecide you do not like the esXpress

notes in your VMs, remember to disable this featMi®i can also use the command
[XNOTESALL] to clear out the esXpress notes from your VMs.

VM Notes Detail Level (Tiny/Small/Med/Large) — these options defines the level of
detail in which esXpress will update the VM notdathvbackup information. There are
four choices which can be set. The default setingedium (Med).



Tiny — Shows the basic information when the last badampleted and
the backup status.

Ex : _esXpress: 2007-11-05 15:00 - OK -15% ON

Small — Additionally will shows the number of disks imetnotes.

Ex :_esXpress: 2007-11-05 15:29 - OK - 2/2/2 disk€9%).ON

Med -_Medium will also show disk sizes for the backoguding delta.
Ex : _esXpress: 2007-11-05 15:57 - OK - 1/1/1 disks, (39.9%m/49/4g
(49% Data), 02:57s ON

Large -_This will show the full backup informational mstmessages just
like was added in previous esXpress versions.

Ex : esXpress: 2007-11-05 16:13 - OK - 2/2/2 disks,%).0m/2g/2g
(0% Data), 02:44s, 12mb/s (42gb/hr), sent 8m ON

Run in Secure Mode (Yes/No=Open Holes in Firewall Even though esXpress uses
VBAs and all backup processing is done in the airtnachines, some things still happen
in the console space (see below chart). By defasXpress will open outbound holes in
the host firewall when needed. These holes areloséd, but are there temporarily, until
the host is rebooted or the firewall is restarted.
- Yes— Run in Secure Mode. EsXpress will not open asigsin the host firewall.

You will need to configure the firewall manuallytine VI3 configuration.

No — Do not run in Secure Mode. EsXpress will opelesin the firewall when

needed. This is the default option.

esXpress needs to communicate from the console fofew reasons:

- If you opted to send mail from the console, it reegmbe able to communicate
with the SMTP server.
Currently, the restore process is in the consalerdler to do a restore, the Net
backup targets need to be indexed and files pthiedigh FTP or SSH.
If you enabled Trim mode, it again needs to indexNet backup targets and
connect to do the actual deletes.

Full Compression (gzip/6gzip/9gzip/lzop/nozip} Sets the type of compression to use
for Full Backups.

Delta Compression (gzip/6gzip/9gzip/lzop/nozip} Sets the type of compression for
Delta Backups.

About compression

When esXpress makes a backup archive, it usesrmdigtry standard compression
methods. The Full backup from esXpress is nothingenthen the original VMDK file
that has been compressed. Nothing extra. You eeayalrestore a Full backup by simg
uncompressing the Full backup.

y

Current compression options for Full and Delta lngskare:
- gzip — The default option for esXpress, which is gzlp —
6gzip— This is gzip —6, the normal compression levat tizip uses.
9gzip— Thus is gzip -9, this is the maximum amountarhpression.
lzop — This is for Izop compression instead.
nozip — If you do not want compression.




When choosing your compression type and levelakle the following into
consideration:
By default, esXpress uses gzip (-1) to compresgvés the best “speed vs. size
trade off. Plus, it is standard on every Linux &®KX server. It is also easily
obtainable for Microsoft Windows.
When you choose 9gzip over gzip (-1), the files loarsmaller, but it will take
twice as long to compress.
If you choose to use Izop, it can be twice asdasgzip (-1), but the files will be
15% larger on average.

When Editing use VI or NANO (vi/nano)— Sometimes in esXpress you have the need
to edit or view certain files. This option allowswto usevi or nano as the default editor.
The default here is nano.



Configuration Menu: V - VM Selection Options

These options control which VMs get selected fotpgess backups and the options
supporting those backups. The VM Selection mershdsvn in Figure 9.

Figure 9: esXpress Configuration Menu — VM Selectio Options

-~ esXpress Backups, wwe.esKpress.com — g
- Configure esXpress VM Selection Options -

Enable_local Config File Per VMX_ (Yes/No)

Auto_Backup Powered OFf WMs_(Yes/No) Yes

Skip Delta Backup I'f HO CHAKGE Since last (Yes/Ho) No

ONLY_ BACKUP MATCH (text in pname)

DO_NOT_BACKUP MATCH (text in name)

< Ok » < Bdit <Cancels !

Enable Local Config File Per VMX (Yes/No)- Each VM can have a local
configuration file that will override most of théofpal configuration options. To use this
local configuration file, you must enable this opti This is a licensed feature of
esXpress Pro/Enterprisehe Local Config File is a powerful esXpress opfooviding
granular configuration option control on specifié/g.

Enable Local Config File per VMX Options
You can set these options per VM, to allow for sfiebackup options
-VM_SKIP, to skip this VM from automatic backups.
-VM_SKIP_SCSI, to skip specific VMDKs from beingdied up always.
-VM_SKIP_DAYS, to skip automatic backing up this i these days.
-VM_FORCE_FULL_MODE, to always make FULL backups fois VM.

-VM_FORCE_FULL_DAYS, to select which days to makeWLL backup on
always.

-VM_SPECIAL_TARGET, to override system default f9pecial Target Location.
-VM_FULL_TARGET _1/2/3, to override system defawdt fFull Backup Targets.
-VM_DELTA_TARGET_1/2/3, to override system defafdt Delta Backup Targets.
-VM_PREPEND_FOLDER, create a new top level foldettloe NET backup target.
-VM_IN_PARALLEL, to override system default for @dlel mode, Yes/No.




-VM_COLD_BACKUP, backup mode to stop VM, add snagiskhen power on.

-VM_NO_SNAP, to backup VMs while powered off wittCNSNAPSHOT, then
power on.

-VM_QUIESCE, to Quiesce VM when the Snapshot isesalddefault=No

-VM_BEFORE_SNAP, future — Added for PHD internadtiag

-VM_AFTER_SNAP, future — Added for PHD internastiag

-VM_THRESHOLD, to set the Delta Threshold for thisl.

-VM_THROTTLE, to force a Speed Throttle for this VM

-VM_EMAIL, to send an email to users when this V&biacked up. You can list
multiple VM_EMAIL lines to send the notification taultiple users.

-VM_EMAIL_DETAIL, to send a Detailed Email.

-VM_ORDER, (1-9), you can set VM backup priorityder with 1 being the highest
priority, when automatic backups run the 1s areg@seed first, followed by the 2s, etc.

-VM_DZIP, sets the compression for the VMs dekiakups

-VM_FZIP, sets the compression for the VMs fultkaps

- VM_FLB, see File Level Backup Sections of thiamal

- VM_AUTO_FORCE, setting this to Yes forces thisYo File Level Backups
Only.

- VM_AUTO_FORCE_FLB_SCSI, setting this to Yes vidrce the specific vmdk
to run File Level Backups Only. You can enter npléilines for additional vmdks.

- VM_ENABLE_VMFS, overrides the backup to vmfs iednle

- VM_BACKUP_VMFS, UUID of vmfs to use for backups

- VM_MAX_DAYS, will cause a full backup to be ma if the latest full is more
then this values calendars days old.

For further information on the local configuration values refer to the actual local
config file — local.vmx.phd

Auto Backup Powered Off VMs (Yes/No} When the Automatic or Backup All VMs
process is run, VMs that are powered off are nietcsed for backup by default. If
enabled (Yes), then powered off VMs will also beksad up. A snapshot will still be
applied before the backup, and removed afterwdias.default for this option is No.

Skip Delta Backup If NO CHANGE Since Last (Yes/No} When making a Delta
backup, the VMDK file can be check, to make sute# changed. This allows you to
skip VMDKs that have not changed since the lastdDehckup. This may be beneficial in
saving space on your backup target where you drereating the same Delta backup
each day if the VM is not changing. For Full backtipis option will be ignored. This is
a licensed feature of esXpress.

Yes— Do not Delta backup a VMDK if it has not changgatce the last backup.

Skip It.



No — Always do the Delta backup.

esXpress keeps track of the VMDK time-stamp irle@dalled the same as the
vmdk_name.INFO
A ‘phd’ folder is created below every VMDK and thime-stamp file is kept there.

Note: The skip delta backup if unchanged optioly apiplies to normal VM backups. For
Template backups if it is unchanged it will Alwak# the Delta backup.

Skip These SCSI Ids Globally (scsiO:9<space>scsiil-A This option applies to all
backups. You can have esXpress globally skip ceB8&iSI IDs for backups. List the
SCSI IDs here, separated by a space. This is setsEnsitive. This is a licensed feature
of esXpress.

Backup VMs with DUPE NAME VMDKs (Yes/No) — If you built a VM that has
multiple VMDKSs, and they are the same name butitierént data-stores, VMware has a
problem when committing the snapshots. The VM naléd to be shutdown, for the
snapshots to be committed. By default esXpressnwetlbackup these Virtual Machines.
You can enable this option when this issue is figed you know it will not be an issue

in your environment.

Error on VMs with existing SNAPSHOTS as Error (YesNo) — When esXpress backs
up a VM, it decides if it was a Good backup, or ariéhg, or an ERROR. By default,
VMs with snapshots are not backed up, and arectlezt a WARNING (in the emails).
Yes— Treat VMs with existing snapshots as a WARNINGemails) in the Daily
Backup Log / Email.
No — Do not treat them as WARNINGS (errors). Will mause a WARNING in
the emails.
Be Careful when setting this option to No, as youlwo longer receive the emails as
WARNINGs and could loose track of a VM that is nbéing backed up due to an
existing snapshot errar

Error on Indep Mode Disk Warnings as an Error (YesNo) — When esXpress backs
up a VM, it will add a snapshot to it first. WheiV® has an Independent Mode disk, a
snapshot is not applied to it. esXpress will idtkup the other disks and skip the
independent disks. This is useful for RDMs.
- Yes— When encountering an Independent Mode diskt iiraa a WARNING (in

emails).

No — Do not treat an independent mode disk as am, ¢ust note it and move

along.

ONLY BACKUP MATCH (text in name) — When the Automatic or Backup All VMs
process is run, VMs that match this ‘egrep’ matdhlve included in the backup run.

DO NOT BACKUP MATCH (text in name) — When the Automatic or Backup All
VMs process is run, VMs that match this ‘egrep’ chawill not be included in the
backup run.



Using an egrep match:

To check for a match, esXpress cadgepand uses your match string. Here is the actuad toat is
called. What you enter in the MATCH field is reptadn the following statement.

echo " $NAME " | egrep -i "(${ONLY_BACKUP_MATCH})"

If your MATCH string is ‘master’, then the commana would be:
echo " SNAME " | egrep -i "(master)"

This is anegrep expression, thei’ makes the search case insensitive and this atsmsthat some
characters have special meaning. Charactérs** $ {[]} () and just about most other characters m
something special to egrep. Use a backslash tpesba special characters. The period will matgh an
character. Use periods in place of spaces.

In the example below, we use ‘?’ on the right smlenean match any one character.
The pipe ‘|’ symbol is used for anr’” MATCH string (on the left side below).




Simple Matches:

Gold :
Only match machines with ‘gold’ in
the display name

Master|Do.Not.Backup

Match VMs with either master or
‘do?not?backupg in the display
name.

2005-..-..
Match VMs that have2005-??-??
in the name.

2006-[0-9][0-9]-[0-9][0-9]
Match VMs that haveZ006-nn-nn,
where n=0-9

\.\.master\.\.
Match VMs that !.master.! in the
display name.

..master..
Match VMs that ??master??in the
display name.




Configuration Menu: B - Backup Options

The backup options menu (Figure 10) hold a numbgeperal backup options.

Including controlling if you are backing up to virdad the permissions to use there. Also
included are special backup options and optionsédtting up how you want the esXpress
backup’s folders created.

Figure 10: esXpress Configuration Menu — Backup Opbns

- esXpress Backups, WwwW.esXpress.com —

- Configure esXpress Backup Options -
Backup to VMFS (Only/No/Also)
Which VMFS to Backup To (press_enter twice) ISCS5101
Owner for VMFS Backups (chown) root
Permissions for VMFS Backups (700 755 777) 7155
Enable Special One-Up Backups (Yes/No) ¥Yes

< OK > < Edit >| <Cancel>

Backup to VMFS (Only/No/Also)— esXpress can backup to Network targets or to the
VMES. Or it can send backups to both at once. Wloeng esXpress restores, the VMFS
is only indexed if the VMFS is set for backups. Whmacking up to the VMFS, it is all
done in the VBA, which means all the Disk 1/O igpaning in the virtual space. To
backup a 10 GB VMDK, a new empty 10 GB VMDK will besated on the VMFS.
After the backup is completed, the backup VMDK wik resized to the actual backup
size.Important — For example if you were backing up e&# VMDK, a new 50 GB
VMDK has to be created when making the backup
- Only - Only backup to the VMFS.
No - Do not backup to the VMFS and send the backoasNetwork target.
Also - Also backup to the VMFS while backing up to tetwork targets. When
going to both VMFS and Net, the data stream ig aplil sent to both places
simultaneously.

Which VMFS to Backup To (press enter twice) — When backing up to the VM,
need to tell esXpress which VMFS to use. When dngas VMFES, they must have a



nice name besides the long UUID name for each. VEkéscting a VMFS, it must be a
version 3 VMFS. esXpress will create a folder oo WMFS called esXpress_backups
and the backups will be placed in that folder.

Owner for VMFS Backups (chown)— After the backup archives are created on the
VMFS, esXpress will change the owner of the arclhivihe user set here. By default,

this is the 'root' user. Set this to the user yamtwbut this user must exist on the host.
You can also assign a group by setting this ogtid@roup (dot) User’ instead of just

‘User’.

Permissions for VMFS Backups (chmod 700, 755, 77#)After the backup archives are
created on the VMFS, esXpress will change the ioms on the backup archive to the
chmod set here. esXpress allows you to set 700pi7337 (default is 755).
- 700- Will only let the chown user access the files.
755- All users can read the backup archives, but trdychown user can delete
them.
777 - All users can read and delete the backup arshive

Enable Special One-Up Backups (Yes/Ne) esXpress has the ability to make Special
Backups, that are done outside the daily backup. Miihen making a Special Backup, it
can be sent to a different backup target from #ily dackups. For special backups you
can default them to be either Full or Delta backesXpress will also create and
maintain a separate Index Map is kept for Spe@akbps. This is a licensed feature of
esXpress Pro/Enterprise.

Backup Mode for Special One-Up (Delta/Full When esXpress makes a special
backup, you can set the default backup mode héiis.Can either be to run delta
backups, or always make a Full backup.

Special Backup to VMFS ( Default/Only/No/Also)} When running special backups
this option controls which backup targets to sdreddpecials to.

Default —Use the default backup target options defined énBackup Options.
Only — Only backup to the VMFS for special backups. Taithe vmfs defined in
the Backup Options.

No - Do not backup to the VMFS and send the backoipiset Network target
defined in Special Backup Target option.

Also - Also backup to the VMFS while backing up to tetwork target. When
going to both VMFS and Net, the data stream id aplil sent to both places
simultaneously

Send Special Backup to Target # (1-9) Choose the Backup Target the Special
Backups should go to. This can be set from tarfjeb#arget #9. You should use a
different target than the nightly backups, andtsiet no auto deletes. Better delete
options for Specials are coming.

Treat [XNOW] as [XSPECIAL] (Yes/No) — When you issue the command [xXNOW]
from the VI3 client is normally means to make atB@&ackup. You can over-ride that to



mean [XSPECIAL] here. When set t6es’, anytime you issue the command [XNOW] it
will mean [xSPECIAL] instead, and a special baclulpbe made.

Auto Backup Registered Template VMs (Yes/No)} When enabled, this option will
backup VM Templates that are currently registeied &M on this host. They will be
treated like any other VM. A snapshot will be addedill be backed up, and then it will
be removed. Local Configuration files do not waok fegistered Templates. When
templates are backed up, the VM Name will be predpd with_ TP_ on the backup
target folders.

Auto Backup ALL FOUND Template VMs (Yes/No)— When enabled, the entire
VMFS will be searched for template VMs with tlventx extension. These Template
VMs will be backed up without a snapshot. Only dedbis option one 1 host, maybe 2.
This option is called after the regular backupigioomplete.

Target for Templates (O=Default, 1-9} When you backup a Template, this option
defines which backup target do you want to setal ¥Vhen set to O (zero), the template
backups will be sent to whatever is defined agtbbal backup targets. Or you can
define which target to use, from 1 to 9.

About Folders on the Backup Targets

When backing up to the Net or VMFS backup tardetders will be created. The format
of these folders is based on the following opti@dsdefault each VM will create a new
folder based upon the VM NAME. The VM NAME is th@der the VMX actually lives
in. When creating the backup folder on the baclauget, the folder name will be VM
NAME (dot) UUID. This is to create a unique namedach VM.

This is the format when creating folders on the bdap targets.

(Pre-Pend from Local CFG) /
(FULL / DELTA/VM NAME) /
(Backup Run Date) /
(VM NAME . UUID .(Full / Delta)) /
(_ss_Snapshot Name)

The Pre-Pend option is from the Local Configurafimof the VMX. This

comes before any other folders.

Next you can enable the Backup Type (Full/DeltatherVM Name as the folder.
Then you can have a separate folder based on teefie backup run.
Followed by the VM Folder name itself. This is bédhem the VM NAME and the
VM UUID. This is to create a unique folder for ea¢M. The type of backup can
be appended to the end, this will separate thedfallDelta backups per VM, in a
different folder.

If the VM being backed up currently has a snapdhetname of the snapshot will
be used as the last folder. This can be handydipdering what is on the backup
servers and which backups are available.



Net Separate Dirs Full/Delta (Yes/No} When creating the folders on the Net backup
targets, enabling this option will create a TOReldwelder, based on whether the backup
is a Full or Delta. It will create a folder calle&tULL or DELTA, unless the VM Name
options is set. This does not apply to VMFS backups

Net Separate Dirs by VM_NAME (Yes/No)} When creating the folders on the Net and
VMFS backup targets, enabling this option will ¢eeca TOP level folder based on the
VM Name and the UUID. Enabling this option will oviee the previous Dirs option.

Net Separate Dirs Date (Yes/No} When enabled, a folder will be created basethen
date. This is YEAR.MM.DD and is the date from witka backup run started.

Net Separate Dirs VM Full/Delta (Yes/No} When enabled the VM Name folder will
be appended with the backup mode. This could bleoFelta. If you enabled the Top
level Full and Delta folder, then this option isigged. This does not apply to VMFS
backups.

When Adding Snapshot Quiesce VM Tools (Yes/Ne) Enabling this option will force
All VMs to be Quiesced when adding a Snapshot ledbacckups start. Unless you have a
specific reason you need to set this we recommeiehte this option set to 'No'.

When Adding Snapshot to Novell Quiesce ( Yes/NG-)Enabling this option will force
All Novell VMs to be Quiesced when adding a Snap$tedore backups start. Some
Novell Virtual Machines require it to be Quiescedsticcessfully add a snapshot. If you
Novell VMs require it then set this option to 'Y.dénot then set this option to 'No' and
the Novell Virtual Machines will not be Quiesced.

Configuration Menu: D - Auto Delete Options

esXpress has the ability to delete the backup aesHrom the Network and the VMFS
backup targets according to the retention polic@digured. Auto deletion policies can
be set separately for network and the VMFS tard¥ten doing a delete from either the
Net targets or VMFS, the backup’s targets will beeixed for the existing backup
archives. (This is based on the options per tgryjetu can add or remove files from the
backup targets without any issues because eactatofetete is called, the targets are
rechecked and all the files are loaded into a @atabesXpress issues selects against the
DB to find the files to delete. Auto Deletes alecansed feature of esXpress

esXpress can delete backup archives in 2 wayiild is to manually Trim from the
Maintenance Menu).

Normal deletion - Delete before/after each VMDK gz

Trim Mode — Host Controlled
Archives are matched by the VM NAME (dot) UUID atpwith the VMDK SCSI ID
and VMDK Name.

Method 1 is enabled by default. After a VMDK is sessfully backed up, the backup
targets are indexed, and matching backups that thheelelete criteria are deleted. This is
done for each VMDK. This delete action is donehia Yirtual space using the VBA.



esXpress can also delete in Trim mode (Methodh&tead of the normal delete action.
With Trim Mode, you enable one or two hosts to hamklto-Deletes. This way you

only have that 1 or 2 hosts indexing the backupeseif you have a larger environment,
having every VMDK backup going out and indexing EEP server, can be too much 1/0
for it too handle. Assume you have 200 VMDKs that lsacked up on an average night,
in normal delete mode, the backup targets willfaexed 200 times for archives to be
deleted vs 24 times for Trim Mode. Trim mode rumsf the console of the host, so the
console needs to see the Network target servebg &ble to trim them.

In large VM environments where you are saving miaagkup archives it may be better
to run in Trim mode, which will check every hourgmocess auto-deletes.

Figure 11: esXpress Configuration Menu — Auto Delet Options

- esXpress Backups, weww.esSKpress,com — b
- Configure esXpress Auto Delete Options-

Hourly_TRIM Delete_Of Each VMDE_(Yes/No)

Ignore UUID When Auto Deleting (Yes/No) Yes
NET-Delete Enable of Backups (Yes/No/Test) Yes
NET Purge_Fulls Before A New Full (Yes/No) No
NET Also Purge Deltas Before A New Full (Yes/No) No

< Ok » < [dit <Cancel>

Hourly TRIM Delete of Each VMDK (Yes/No) — When enabled, esXpress will do
backup archive deletions in Trim mode. This wilhtoourly from the console and also
relies on the having the Automatic backups enalMéuken set to No, the normal deletion
method is used, checking after each backup, frenVBA.

Yes— Run backups in Trim Mode, once an hour from liuist.

No — Do not use Trim Mode, run traditional deletesrirthe VBA after each

VMDK backup.

Ignore UUID When Auto Deleting (Yes/No)- When doing deletes for a particular VM
Name and VMDK, the UUID of the VM is taken into acmt. This VM Name and UUID
make each folder on the backup targets unique.
Yes- The UUID of the VM Folder Name is ignored. Thisould not be a
problem, assuming that you created different faademes for each of your
Virtual Machines.



No — All VMs are unique. This is how you should baming.
If you are seeing some old VM backups not beimgnied when it looks like they should
check the UUIDs to see if they are different. Ifreen enable the ‘Ignore UUID’ option
to resolve this issue.

These options are for setting the Auto Delete of
Network Targets

Net Delete Enable of Backups (Yes/No/Test)When enabled each backup target is
indexed after a successful backup, and then theupaarchives are selected to be
deleted.

Net Purge Fulls Before a New Full (Yes/Nc} When enabled, the backups targets are
also indexed before a backup is started. This eppdi Full backups. The purpose of this
is to free up space before the Full backup runsemthis Purge delete runs, it is based on
the FULL_DAYS (minus) 1. So if you normally configed to keep 2 Fulls, this Purge

will run and keep 1 unique day. If you have FULL_D@& = 1, then all Fulls for this

VMDK are purged before the backup is started.

NET Also Purge Deltas Before A New Full_(Yes/No)When enabled along with Purge
Fulls, Delta backups will also be purged beforeekiip is started. This uses the
DELTA_DAYS settings for determining how many unigiegys of delta backups to
keep.

NET Delete Matching Deltas on Fulls (Yes/No)When enabled and when a Full
backup is being deleted, this will also deletertteching delta backups. This will ignore
the DELTA_DAYS setting.

How the Days work in esXpress Backups

When esXpress is selecting archives to delet@as do based on the number of unique
days of backups actually found on the backup tarfpeta particular VM Backup and
VMDK. This is not the number of calendar days, butidh&ue Daysof actual backups
on the targets. Multiple backups in the same dag sl one day

NET Keep Fulls (How Many Days) Set the unique days of Full backups to keep on the
targets.

NET Keep Deltas (How Many Days) Set the unique days of Delta backups to keep on
the targets.

NET Minimum Calendar Days to Keep Fulls (O=None) This option allows you set a
minimum number of calendar days to keep your Fatlkops. This is a failsafe. If set to
0 (zero), then this option will essentially be iged.

This will guarantee that you also have your Fultkaps for a minimum number of
calendar days.



Even if FULL_DAYS=7, set to keep two days of unkulebackups, and you are making
Full backups everyday, you will not delete any Baltkups that is not at least 7
calendar days old.

**** The options for VMFS Auto Delete are exactliig same as the Net options, except they applyety FS
backup archives

Configuration Menu: H - Configure Virtual Helpers

esXpress uses VBAs (Virtual Backup Appliances)dokup your VMs. A VBA is a tiny
Linux VM that's only purpose is to backup your VMBKIhe VBAs are created on
demand, then destroyed afterwards. They remaistergd in VI3 so they can be put into
resource pools. Each time a new backup is requasie® BA is rebuilt, and afterwards
the VMDK files it was using are deleted.

Each VBA needs about 3GB of free space while rgntimecommended to place the
esXpress VBA helpers in their own resource group.

Figure 12: esXpress Configuration Menu — Virtual Héper Menu

- esipress Backups, wWww.esxpress.com — 7
- esXpress Virtual Helper Menu -

Backup Helper Network Options
Email Helpers Network Options
Help on Helpers

Quit

fa ===z~ ~ |

< (K <Cancel>

Table 4: esXpress Virtual Helper Menu Options

Option | Description | Function
C Helper Options General Helper Options, |nclu_d|ng VMEFS for helpersx
helpers, parallel and aggressive mode.
Backup Helper Options for setting up the network the VBAs willeusnd the
B Network .
. IP addresses ( static or DHCP ) for each helper.
Options
Email Helpers Options to set up the network for esXpress emdifiocation
E Network
. helper.
Options
H Help on Helpers Additional help on esXpress Virtual Backup Appliasc
Q Quit Quits Helper Options and returns to ConfigwaiMenu.




Virtual Helper Menu: B — Helper Options

VMFS For Helpers (press ENTER)- Since the VBASs are just tiny VMs, they need to
live on the VMFS. Here you select which VMFS younivib use. esXpress requires the
VMEFS to have a pretty name, not the UUID long nalfwgou have no nice names
configured, you cannot choose one. Press entetlwarto bring up a list of found
VMFS names. It is better to put the VBAs on logaa& so you are not wasting SAN
space for their usémportant - This option must be configured in orétaresXpress to
run on your host. It is also recommended to puketpress VBASs on local storage if
possible.

Max Number of Helpers (max=CPUs+1) This is the maximum number of VBAs that
will run at once. By design esXpress will not leuyrun more VBAs than your have
processors + 1. If you have a 4 CPU host, you caramax of 5 backup VBASs at once.
The GUI does not count as a running V.B¥ important note also is that your esXpress
version sets a hard limit on the amount of VBA Wwitian run regardless of the value set
in this option. You can purchase the VBA Doublet-ad which will double the VBA
limit of your current license.

Pro - Max 4 VBAs

Enterprise — Max 8 VBAs

Big — Max 16 VBAs ( VBA Doubler add-on to Entempiis

Number of Helpers For Backup All - When esXpress runs the Automatic Backup or the
Backup All VMs command, this is the maximum numbE¥BAs what will run. This
allows you to set auto for 3, and the maximum foBd in case you still want to make a
manual backup, you can while the backup all i$ tiining.

Run Helpers In Parallel Per VM (Yes/No) -When esXpress backs up a VM with
multiple VMDKSs, it can back them up in parallel neod

Yes- Backup VMDKs in parallel mode. Use multiple VB&sbackup the same

VM if it has multiple VMDK files. This allows fastebackup of your VMs.

No - Do not use parallel mode, backup each VMDK satjakty, one at a time.
When you run esXpress in parallel mode the highBAY¥ (15, 14, 13 etc ) will be
selected for use first so make sure you have n&tagdefined, static IP or DHCP for
those helpers.

This is a very important feature of esXpress wiah greatly reduce backup times for
large VMs with multiple VMDK files. In traditiondlackup methods each VMDK would
be backed up sequentially. By enabled this optr@hranning in parallel you can realize
the reduced backup time. As your host scales dodisimore VBASs to run the
performance gained for VMs with multiple VMDKSs ssalvith it.

Number of CPUs in VBA (1/2/4) -The VBA is just a virtual machine. Set the numbler o
CPUs here for the VBA to use. Two CPUs will make YBA run a little faster. If you
also setMore' (see below), it will push both CPUs to 100% iftiyalisk can keep up.
Changing the number of CPUs will cause the VBAd&aibregistered and reregistered on
the host. This can cause the VBA to pop out ofrtresource pools in the VI3. If you can
spare the extra CPUs, esXpress will take advargatieem.



Note : for ESX 3.5 hosts this value can only bes&tCPU.

Start VBA With Network Connected (Yes/No)— This will start the esXpress VBA to
Connect the Network on Power On. If set to ‘No’ tie@work will be connected after the
VBA powers up.

We suggest you only set this option to “Yes’ ifg@urunning at a minimum ESX 3.5
Update 3 and are having ‘Network Connection’ Issulearlier versions of 3.5 you may
experience hostd issues. This problem has beeahbix&Mware in Update 3.

Force VBA Re-Register on Power On (Yes/Ne} This will cause esXpress to re-
register the VBA each time it powers itself on.

For ESX 3.5 hosts that are running DRS you Mustvhlue to ‘Yes'. If you are running
a 3.5 host without DRS then set this value to ‘IRot. 3.0.x hosts it is recommended to
leave this option set to ‘No’

Do Extreme Network Fix on Power On (Yes/No}- If the VBA experiences problems
connecting the network after power on setting thisYes’ will attempt to re-synch the
host with Virtual Center.

It is not recommended to set this option to “Ye#ess you are experiencing
Network Connection Issues and have been instruotdd so by the esXpress support
staff.

Nickname For VBAs (host=use hostname)When the VBAs are created in the VI3,
they are created with the host name as part 0¥ Bre display name. This makes each of
the VBA unique in the farm. If you do not want teetthe hostname, set another name
here. If you want to use the hostname name, tlugldtbe set tdhost

How Aggressive is VBA (More/Less/One-Ups)Fhis option controls how aggressive
the VBA will run.

- Less- When set to Less, the VBA will run single threddand consume less
CPU. Also when FLB is enabled, they will run aftlee image level backup is
done. If the VBA only has 1 CPU or a speed thraftleet, Less will be forced.
More - When set to More, the VBA will be more aggressik will run multi-
threaded in the VBA, but the VBA must have moreXh@PU, or setting this to
More will do nothing.

One-Ups— Run multi-threaded during One-Up backups, ssctuaning
[XNOWI]. This only applies if the VBA has more th&rCPU.

In VBA use SCSI driver (buslogic/lsilogic)- select the scsi driver to use with the
esXpress VBA. The default is buslogic. Normally yghould not change this value
unless directed to in a support situation.

Communicate with GUI by (Serial/Floppy) — select the method to communicate with
the esXpress GUI helper. You should normally nainge this option unless directed to
by support. For ESX 3.5 Floppy must be used.



Virtual Helper Menu: B - Backup Helper Network
Options

For each VBA helper you need to define the netvgetkings. Since a VBA is just a
virtual machine, if you want to do network backugren they need to have an IP
Address. This address can be assigned by DHCP lardecoded. If you have a separate
network for email, you can assign different netwsektings for the Email Helper.

When VBA Helpers are chosen to be used, any aveailsdper might be called. If you
have 4 VBASs set as your max to run, that does regmiHelper 1 - 4, but only 4 at once.
Helpers are used if they have their network comédulf they have a DHCP enabled or
Static with an IP set, then they will be used. Blakre you disable DHCP and set no
static IP if you do not want a particular VBA Hetge run.

Network for VBA Helpers — This is the virtual network defined on your esxtrtbat
the VBA will use. It is a required option that mib& set to a valid network on your host.

Important — you need to define this value in orderthe backup helper to properly
function Without setting this option to a Valid Network @uihost the esXpress VBAs
will not start including the GUI helper.

The following 3 options (netmask/gateway/DNS) areaquired to be configured if
you are assigning static IPs to any VBA (virtual hiper).

Default Netmask for VBA Helpers —the default netmask for the VBA Helpers (ex :
255.255.255.224).

Default Gateway for VBA Helpers —the default gateway on the virtual network the
VBA helpers are using.

Default DNS server for VBA Helpers —the DNS server to use for the virtual helpers.

The Helper network address assignment (DHCP orcst&) needs to be defined for each
VBA you are using. You can run up to 16 VBAs dapgrah your esXpress license. It is
also a good idea if you are using to DHCP to goahand set all the helpers to DHCP.
This will ensure that no matter what helper is @wfor the backup it will get an
address. This is especially important if you aremmg in parallel mode.

Helper (1-16) DHCP (Yes/No) -Set this value to ‘Yes'’ if you are using DHCP fbet
specific helper. Set it to ‘No’ if you are assiggia static IP.

Helper (1-16) IP Address -set the static IP address for the specific helipgou not
using DHCP.

The esXpress GUI helper will try to use Helper #ahfl does not require an IP address.



Virtual Helper Menu: E - Email Helper Network
Options

Send Email from the Console (Yes/No) Fhis options determine where you wish to
send the esXpress backup notification emails fidfinen this option is set to ‘Yes’ the
email will be sent from the service console anale Wwill be opened in your host
firewall automatically. If you set this value tooNthen the notification emails will be
sent from an esXpress email helper which is justyavirtual machine like the VBAs.

Note- The following email helper network options oapply if you are sending the
email notifications using an email helper and robugh the console.

Enable Separate Network (Yes/No ) # you are using a email helper and want to use a
separate virtual network from the default netwoekited for the VBAS then set this
value to ‘Yes'. If you wish to use the VBA defaunktwork then set this option to ‘No’.

Network for Email Helper — If the ‘Enable Separate Network’ option is setYes’
then you it is Required to define a virtual netwbsgte for the email helper. The email
helper when on a separate network will use Heler 9

Default Netmask for Email Helper —Set the default netmask for the esXpress email
helper ( ex : 255.255.255.224 ).

Default Gateway for Email Helper —Set the default network gateway for the esXpress
email helper.

Default DNS Server for Email Helper —Set the DNS server to be used by the esXpress
email helper.

Email Helper DHCP (Yes/No) —Set this option to ‘Yes’ if you are using DHCP jaur
email helper. Set it to ‘No’ if you are using atstdP.

Email Helper IP Address —enter the IP address for the email helper if yeurant using
DHCP.

Configuration Menu: S - Configure Snaps on Snaps
(Backing up VMs with Snapshots)

esXpress now supports backing up VMs with existingpshots. To use Snaps on Snaps
it has to be enabled. esXpress uses the VCB consraritandle its snapshot on
snapshots mode. These are the VMware suppliedorminands that exist on the host.
You can see these commands by entering ‘vcb’ titénditab, twice on your host. This

is not the VCB proxy, but commands in the console.

The commands require a user and password for digatgon. You can configure
esXpress to Authenticate in two different methdd first is by using the (vcb method)



which uses the filéetc/vmware/backuptools.conf. The second the esXpress method
(which stores the user and password in the esXpmeggyuration file
letc/phd/esxpress.cfg). The User and Passwordrigdsin plain text in both the
backuptools.conf and the esXpress.cfg file (for how

When using the VCB commands you can talk to eithedlocalhost or to a VC server for
the snapshot commands. Because of this you ne@cetde the localhost user through
the VI3 Client and it must have access to all the VMgtial Machine Permissions,
Inventory and State are the key permissions needgdt is very important that you do
not use the root user for anything other then tegti

Once you have configured the snapshot options, yaan test their configuration
from the Validate Snapshot Menu, in the MaintenancéMenu.

Figure 13: esXpress Configuration Menu — Configuré&Snapshot on Snapshot Options

- esXpress Backups, www.esxpress.com — E
- Configure Snapshot on Snapshot Options -

To use Snaps on Snaps, the VCB commands need to be used. You can
Authenicate by using the (vcbhb method) backuptools.conf or the esXpress
(method). When using the esXpress method vou can talk to either localhost
or a VC server. Create the localhost user through the VI3 Client. You need
to enter a user and password for the VCE Commands to use.
You can test this configuration from the Validate Snapshot Menu choice.

Fnable_Snapshot_on_Snapshot_Backups_(Yes/No) Yes

VCB_Connection_Aunthentication Method (vch/esXpress) esXpress

Validate_VCEB_against_LocalHost_or VC_(localhost/vc) localhost

Start_at_Target # for Backups_(0O=default,1-9) 5
< 0K > <Cancel>

Enable Snapshot on Snapshot Backups (Yes/Ndjo backup VMs with existing
snapshots, you must enable this option. It is itgmbrto note that when enabled esXpress
will be more aggressive when backing up your VMsisTs because esXpress can add
and remove its snapshot and not all of them (srapxNow with this enabled it will
always try to backup your VMs.

VCB Connection Authentication Method (vcb/esXpress) This option controls
which of the 2 available authentication methods yowant to use. Itis required as
esXpress needs to use the VCB commands to do $n8pap backups which forces the
use of a user and a password.
- vcb - esXpress will use the user and password thetbred in the
letc/vmware/backup.conf file.
esXpress- Store the user and password you want to udeeie$Xpress
configuration file.



Validate VCB against LocalHost or VC (localhost/vc} When using the VCB
commands, esXpress can validate against the lcstatihhdo a VC server. The user Must
be created through the VI3 client for both VC amtdlhost. If you are using localhost,
create the user from the VI3 client connected diyeo the localhost. It also needs have
permissions to all VMs and actions ( Inventory &talte are the key permissions). The
same applies to a VC us&o not use the root user, other then for testing.

Start at target # for Backups (O=default, 1-9) When you backup a VM that already
has a shapshot, you can define which target you teastart at. This target will be
appended to the Roll-Over backup target list, ailidoe first. If this target fails then the
regular backup targets will be tried. This targeisirbe set for Roll-Over and Backup.

If Using VC Enter Host Name Here (IP/FQDN of VC) -If you are using VC to
validate the VCB user, enter the Name or IP Addoéske Virtual Center server here.
You should always use the IP address incase of fali8es.

VCB User (Can Be Local User or VC User) Enter the name of the user you want to
use for the VCB command., Do not use the root fegesther then testingmportant —
This use Must be created through the VI3 cliene U$er needs the following
permissions from within the VI3 client, all perniss under Virtual Machine, the key
ones are Inventory and State..

VCB Password (Can Be Local User or VC User) Enter the password for the user you
are using.



Configuration Menu: F - Configure FLB (File Level
Backup) Options

esXpress has the ability to also backup specifieis in a VMDK along with Image
level Full and Delta backups. esXpress now provadesmplete soup to nuts virtual
machine backup solution. Each VM's file level bag&are controlled and configured
using the Local Configuration file set per VMX.dthere that you define which VMDKs,
the partition, and the folders you want to backtipen when the backups run, the
partitions will be mounted and the folders you dedl will be zipped or tar'd up and sent
to a backup target. If a VBA has one CPU, theninage (Delta/Full) level backup will
run first, then the FLB will run after. If the VBAas more then one CPU then they will
run at the same time (multi-threaded).

Figure 14: esXpress Configuration Menu — Configurd-LB Options

- esXpress Backups, www.esxpress.com — E

- Configure FLE (File Level Backup) Options -

The FLB Module must be enabled. Once set to Yes, FLB backups can then be
run. If the WHEN_RUNNING is enabled, the FLE module will be called anytime
a VMDE backup is made. Or FLB backups can be run only for a VWDE. Right
now FLE will support zip files (does not handle large files yet) or tar
files along with gzip (tgz) or lzop (tar.lzo) will always work. A Zero for
the size limit equals unlimited.

Fnable_ FLB_Backup Module (Yes/No)
When Running A Backup Always _Try FLB too_ (Yes/No) No
Make FLB Backup_File As (=zip/tgz/lzop) tgz
Backup_Target_To Use For_ FLB Backup_(1-9) 1

< 0K > <Cancel> |

Enable FLB Backup Module (Yes/No) -The FLB Module must be enabled.
Yes— Enabled the FLB Module. This will enable thdiogl of FLBs.
No — Do not enable the FLB module. No FLBs will bedma

When Running A Backup Always Try FLB too (Yes/No) -If the WHEN_RUNNING

is enabled, the FLB module will be called anytiméMDK backup is made. Or FLB
backups can be run only for a VMDK.is important to understand the difference with
this option and how you want to control when a F&Bhade. If you want to run FLB
each time a VMDK backup (including automatic bagiup made enable this option. If
you want to only take a File Level Backup whenipdiate one then disable this option.



Make FLB Backup File As (zip/tgz/lzop) -Right now esXpress is using the open source
zip, which does not support files or archives biggen 4 GB. If you have big files to

FLB, use tar along with gzip (tgz) or Izop (tar)z@hese two methods will always work.
zip — Make a zip compatible file using the open souaipe

tgz — Make a tar file that is compressed with gzip

Izop — Make a tar file that is compressed with Izop

Backup Target To Use For FLB_Backup (1-9) €hoose the backup target you want
FLBs to go to. This can be target #1 to target #9.

Folders on the FLB target will be created followihg same rules as image backups. If
you choose to use Full./Delta in the folder narhentFLB will be used.

Do Not FLB Folder If Raw Size Is Greater Than (0-9999 meg) Before a folder is
backed up, the amount of space used is check#t Hpace is greater then what is
defined in this option in megabytes, then the foldeskipped and noted as an Error in
your logs.

A Zero for the size limit equals unlimited.

If you enter 4096 then the user could have no rtieeel GB worth of data to backup.



Configuration Menu: U — Quorum Configuration

This is just the initial release of the esXpres®@m and a lot of future enhancements
are still planned. The esXpress Quorum is justlddfmn a shared VMFS. Ideally a new
VMES should used should be for this purpose. Pleeesste a separate VMFS for the
esXpress Quorum. It does not have to be very ltigp Would be more the big enough.

When enabled, a folder called '‘esXpress_Quorurhbeitreated on the VMFS of your
choice for the Quorum. In this folder some subfaddeill be created. In these subfolders,
information about each host will be tracked, alantp global status and configurations.

esXpress_Quorum/Config
esXpress_Quorum/Hosts
esXpress_Quorum/Logs
esXpress_Quorum/Mpath
esXpress_Quorum/Run
esXpress_Quorum/Update

Config:

When a Host is joined to the Quorum, it will keepogy of its config file on the
Quorum. The ability to globally edit config files coming soon. This is setting up that
new functionally. If you manually edit on of the Qum config files for a host, the host
will import those changes back to the host levébenatically.

Hosts:

Every hour when the cronjob runs on the host ik wghate a file in this folder saying it
is still alive. This file is based on the HostNaaml it contains the date and licensing
information for the host.

Logs:
This folder will be used for global logging. ComiSgon.

Mpath:

esXpress will track the changes to your Multi-Paghiior your storage. Every hour, the
MPATH information will be dumped, if it has changéken it will be logged to this
folder. File created in this folder are by Date-timme-mpath. Any time the MPATH
changes a new file will be created.

Run:
This is the lock folder. When the Host is enabl@d@uorum Locks, this is the folder that
will be checked for locks. And when creating lockss is where they will be created.

Update:
This is the update folder for the Quorum. By p@gtmnew esXpress RPM in this folder,
any host connected to the Quorum will find the i&M, and update itself.

Put a new esXpress RPM (such as esxpress-3.1-2p&8an this folder.



Come the beginning of the next hour, and host ujithates enabled, will find this RPM
file and apply it to the host.

When the host first sees the new RPM file, it witate a file based on the RPM-
HOSTNAME.Working

Then the host will remove the existing RPMs andaihsvhat is in the Update folder.
Then when the update is successful, the file véltdnamed .OK, or .ERR if it fails.

Figure 15.1: esXpress Configuration Menu — Quorum @nfiguration

- es¥press Backups, WWW.eSXpress.com -
— es¥press Quorum Menu -

U Quorum Status - Enabled, VMFS = OK
E Configure Quorum Options
5 Search For es¥Xpress Quorums

fma]

Help on esXpress Quorums

Q Quit

<Cancel>

<K

LY

Table 5.1: esXpress Quorum Menu Options

Option| Description Function
U Quorum Status Current Quorum Status
Configure Quorum , .
C Options Configure the esXpress Quorum Options
Search For esXpress -
S Quorums Search for existing esXpress Quorums
H Help on esXpress Additional help on esXpress Quorums.
Quorums
Q Quit Quits Quorum and returns to Configuration Menu

Quorum Configuration: U — Quorum Status

This shows the current status of the Quorum,igf @nabled and if the VMFS is set.

! Quorum Status

— Enabled, VMFS = OFE

Quorum Configuration: C — Configure Quorum
Options




There are a number of host level options whichlmanonfigured when setting up the
esXpress Quorum. All of these options are founthetConfigure Quorum Options
Menu.

Figure 16.2: esXpress Quorum Configuration — Configre Quorum Options

- esXpress Backups, wwwW.esXpress.com —
- Configure esXpress Quorum Options -
The esXpress Quorum regquires a separate shared VMES.
You can test with a VMFS that is not designated for the Quorum, but
if you have more than a couple hosts, IT NEEDS TO BE & STANDALONE VMFS.

Enable esXpress Quorum (Yes/No)
Which VMFS to use for Quorum (enter twice) ISCS5102
Allow Ruto Updates (Yes/No) Yes
Dupe Configuration to Quorum (Yes/No) Yes
Use Quorum Lock Files (Yes/No) Yes
< 0K > < Bdit > <Cancel>

Enable esXpress Quorum (Yes/No} To use the esXpress quorum features this option
must be enabled. It is set to ‘No’ by default.

Which VMFS to user for Quorum (enter twice )— Choose the VMFS to use for the
esXpress Quorum. This should be a separate, désthwdFS for the quorum use. You
can test the functionality with a shared LUN, dutdu have more then a few ESX hosts,
then a separate VMFS should be used and is thenreeadation.

Allow Auto Updates (Yes/No)- When enabled, the esXpress Quorum will be cliecke
for new esXpress RPM files when the hourly cronigfun. If any are found and
esXpress backups are not currently running, th&geges will be updated with the new
version.

Duplicate Configuration to Quorum (Yes/No)— When enabled, the host will keep its
esXpress configuration file (esxpress.cfg) in sywah the copy in the quorum. This is a
pre-cursor option to global configuration managetmen

Use Quorum Lock Files (Yes/No}- If enabled the esx host will check the quofam
lock files and also have the ability to create guotock files.

Use:phd lock quorumto set the Quorum lock
Use:phd clear quorumto clear the Quorum lock



Track Mpath Changes (Yes/No)- If enabled the Multi-Path configuration will atleed
every hour and logged if it changes.

Log esXpress to Quorum (Yes/No)} Enabling this option will cause the esXpress log
file ( esxpress.log ) to also be written to themgue. This is one of the main reasons why
it is recommended to create a separate LUN foeth@ress QuorunThis option is
CURRENTLY DISABLED..

Quorum Configuration: S — Search for esXpress
Quorums

When first entering the Quorum menu, you are askgol want to search for existing
esXpress Quorums. If you choose Yes, the VMFSheilsearched for esXpress_Quorum
folders. If any are found, they will be shown tasjia a menu.

If you choose to join a Quorum, and a config fe the Host already exists, then it will

be copied back down to the host. If you re-insdibst, then install esXpress, all you
need to do is rejoin the Quorum and your config il back.

Figure 17.3: esXpress Quorum Configuration — Searcfor esXpress Quorums

- esXpress Backups, wwWww.esSXpress.com —
—esXpress Configure Found Quorums VMES —

1 7.62 GB - (Config Exists) ISCSI01
20.34 GB - (Config Exists) ISCSI02

55.52 GB - (Config Exists) LOCAL

< DK > <Cancel>

3

When you select a VMFS for the esXpress Quorunfidh@ving screenfigure 12.4
will be shown to confirm that which this vmfs haseln selected to join the esXpress
Quorum. In this example the VMFS is ‘ISCS02'.

Figure 18.4: esXpress Quorum Configuration — Searcfor esXpress Quorums - Confirmation



- es¥Xpress Backups, WwW.eSXpress.com -
You selected to join esXpress Quorum 'ISCSIOZ2'

The Confile file for this host matches the Quorum:
2008-03-04 12:159:46 - hostl.esxpress.local-esxpress.cfg

Save Changes and copy config file from Quorum to this HOST?

(You can choose NQ, then seach again from the menu)

< Yes > < No >

Choose Yesto join to esXpress Quorum oo’ to search again from the menu.

Quorum Configuration: H — Help on esXpress
Quorums

This option will display an online help screen ewing the esXpress Quorum theory and
explaining the various quorum configuration options

Configuration Menu: N — Edit Local VM Configuration

esXpress v3.1 provides a feature where you caspgeific backup options per each
virtual machine which will override the system défavalues. This is done by using a
local configuration file for each VM which sits the phd folder under the folder where
the vmx sitsNote — Local configuration is a licensed featuresXpress, PRO and
above.

Note — from the command line you can use ‘phd-edigdit a local VM Configuration.

This option also appears on the Maintenance Meee ti$at section of the manual for a
detailed description of this option.



Configuration Menu: E - Configure Encryption

esXpress can be configured to use encryption. mbeyption used is the industry
standard algorithms. To use encryption you muselzkicense key that supports it or
still be in your Demo period.

For the actual encryption esXpress uses the gnupgnupg-1.06-3.i386.rpmwhich is
the same rpm that was included in the original Red@lt? distro. Since ESX 2.x is based
upon this Redhat distro, esXpress uses this rpm.

If the gnupg package is installed, the Encryptigaii@h menu is then available.

Figure 19: esXpress Encryption Menu

- ezXpress Backups, WWwW.eSHpPress.Ccom —

0 Copy Encrypt Config from another host
0 DQuit

uﬂm <Cancel -

.
— esXpress Encryption Menu - |
| |
ERrorotion 15 EuabLeD |
| 6 Encryption Package: Installed |
| L Encryption is : Licensed |
| ¢ Using Cipher : RIJHDAEL256 |
| P System Password : <password set>
| M Master Password : <password set> |
| |
| T This Menu Password: menu |
| & Auto Pass Restore : Yes |
| |
| |
| |
1
|
!

The encryption menu will show you your current gption status and allow you to
make changes to the options.

If you encrypt your esXpress backups using enocoypéind the DEMO period expires,
you can still restore your backups. Licensing iy@aquired for making backups, never
for restoring.

Encryption Menu: E — Encryption is: Enabled/Disabled

The first line tells you if encryption is enabled onot. You also select this to enable/disable
encryption. If you enable encryption you are askedo confirm the change as shown in

Figure 20.



Figure 20: Enable Encryption

- esXpress Backups, wwWww.esSKpress.Ccom —

Are you sure vou want to EHABLE EHCRYPTIOH of your
backups?

By choosing 'Yes' wyour backups will he encrypted.

1
|
|
|
|
|

|
!

If you disable encryption it only affects new bapkibeing made. You can still restore
your old backups. You will be asked to confirm th@nge in encryption if you disable
it. Figure 21 shows this. When you change the gy options, it is written to the
esXpress program log.

Figure 21: Disable Encryption

- esXpress Backups, www.esXpress.Ccom -

Are you sure you want to TURH OFF EHCRYPTIOH of vour
backups?

By chooszing 'Yes' you will not be encrypting backups any
longer.

< Yes = Elh!lla

Encryption Menu: G — Encryption Package is:
Installed/Not Installed

If the gnupg package is installed, it will be refked here. This option is informational
only. You have to install the gnupg rpm by handrfriie command line. (

Encryption Menu: L — Encryption is: Licensed/Not
Licensed

If the encryption is licensed properly it will befiected here. Encryption is only enabled
in the DEMO period or if your have a License keyifolf the License is expired, you
can still restore your backups. Licensing of Entioypis only for making backups.



Encryption Menu: C — Using Cipher:

The option shows you the current cipher selectimhlay hittingEnter you can change
which cipher you want to use. Your selection wél feflected here on this menu line.
You can choose any cipher you want, but you shosédAES256 because it provides the
highest encryption vs speed. These are the defiphiérs that are installed with the
gnupg package.

Figure 22: Cipher Selection for Encryption

- esXpress Backups, www.esSKpress.Ccom -
- esXpress Cipher Menu -

|

| L MERTINDAFL256 (AES256)

| E RIJHDAEL {AES) - 128 Bit
| 3 3DEs - 168 Bit
| B BLOWFISH - 128 Bit
| 2 TWOFISH - 128 Bit
| 5 CASTS (fastest) - 128 Bit
I ) Quit

L

uﬂm <Cancel’

These are the ciphers that are available for etiagyyour backups.

Encryption Menu: P — System Password:

This is the system password. If you have acceiigonenu, you have access to the
System Password. The system password is availaiplain text on this menu.

When you enter a password, make it a pass phrasendre secure your pass phrase, the

more secure your data is. A simple text passwotdssfthen 8 characters is very easy to
brute force.

Figure 23: Set System Password



esXpress Backups, wwWw.esHpress.Ccom 1

|

Set SYSTEM Password. |
Current Passwd: system |
|

Enter the passphrase that will be used to actually encrypt your |
YMDE files. When doing file restores with the esXpress menu, |
SYSTEM and MASTER passwords will be tried by default {option). |
|

Enter a passphrase that is longer then 14 characters. |
What passphrase do you want to use {('g' to gquit)? |
|

. |
| dont shoot the golden goose |
L |
1

< 0K > <Cancel> I

|

1

Encryption Menu: M — Master Password:

The Encryption Master Password sets an additi@val lof password security on your
esXpress backup archives. That is a second passhairdill work to access the archive.
One possible is use is to have a Master Passwiddiienanagement while the system
password is set by the IT admins.

Encryption Menu: T — This Menu Password:

This sets a password for accessing the encryptemumt provides another level of
security if you want to have access to the backugiguration options but not to the
encryption menu. When set the following mess&gguie 17.1 will be prompted when
selecting the encryption menu.

Figure 24.1: Set System Password

Please enter the MENU password to access the Encryption Menu?

|

Encryption Menu: A — Auto Password Restore:

This option is used when doing a restore. If yoalds Auto Password Restore the
system and master passwords on the restore tavilblse tried against the restoring



backup archive. If they match the archive will an&gically restore without prompting
for the passwords.

About Passwords, Encryption and esXpress.

esXpress allows you to have two passwords currefiEhterprise will allow three
passwords). The first password is the System Padsaval the second is the Master
Password. When backups are made, both the SysikiMaster Passwords are used to
encrypt the backup. Either password can be usesktore the backup. By having the
added security of 2 passwords, you are less likkeget locked out of your backups.

When you restore your esXpress backups, and yasiregg thePHD menu, you do not
have to enter the password to restore the backugPHD menu will do it for you as it
will try the System and Master passwords automififieehen restoring. To restore
backups you do not need to know the passwordngiiches either the System or Master
Password. But if you are restoring your backupseuit the PHD menu, you will need to
know your passwords.

An example scenario with two passwords, the firet can belong to the ISS group and
the 29 Master Password can be set by management. Tlisysgem administrators and
IT managers do not have to be worried about beicked out of their backups.

Another example would be having different Systerssierds for different environments
but keep the Master Password the same. This wapackup can be restored from any
host to any host, without ever having to entersspard.

When backups are made, and if they are encryptedrégflected in the Daily Report.
Notice below that after the GB/Hr there isenc?2 If there is an enc, it means the backup
was encrypted. The enc2 means that 2 passwordsusede



|

M

|




The System and Master passwords are stored incypded file on the host. Once you
have set your passwords up, you can use the meiwn op copy it from host to host.
You do not need to know the passwords to copy tliem host to host. So your admins
do not actually need to know the passwords.

You will be notified by email (if you have the SMEerver configured) if anyone
changes or attempts to change any encryption aption

Guard your passwords well as they cannot be reedviéfost.

Configuration Menu: T - Configure Backup Targets
(NET/SSH/SMB)

EsXpress currently allows up to 9 network backupets. The backup target
configuration menufigure 16 shows a summarized view of the 9 esXpress targets

Figure 25: esXpress Backup Target Configuration Summary Menu

- esKpress Backups, wWwWw.eSXpress.com -
- esXpress Backup Target Configuration Menu -
I 0 or P Folder
1 Storage FTP Both Y ¥ 21 U P 1%2.168.201.2 /local/esxpress/
2 local SSH Both ¥ N 22 U P 192.168.201.13 /vmfs/volumes/LO
3 solaris SSH Back N 22 U P 152.168.201.195 /backups
4
5 Storage SSH Both Y Y 22 U P 1%2.168.201.2 /backups
6
7
8
g
C Copy Target
D Delete Target
H Target Help
Q Quit

< ok > <Sancel>

C — Copy Target— Using the option you can copy all of the targmtfiguration options
from one backup target to another backup targedt Belect the source ( copy from )
target and then you select the destination ( copytarget. You must confirm the copy.
In the below example we have selected copying ¢tinéiguration of backup target # 4 to
target # 7 igure 25.



Figure 26: esXpress Backup Target Copy Confirmation

D — Delete Target- clears the selected target configuration vapwesiously entered.
H — Target Help — Shows the backup target help readme for esXpfe4ds

Q — Quit — quits the backup target menu and returns tedh&guration menu.

Target Configuration Options
Figure 27: esXpress Specific Backup Target Optionslenu

ransport_Type (ssh/ftp)




Name for this Target— You can defined a nickname or friendly nameefach backup
target. This name makes it easier to identify edcjour backup targets.

Transport Type (SSH/FTP/SMB) — Currently supported backup transports are FTP,
SSH and now with 3.1 also SMB. Between FTP and,3&#faster is FTP, always. If
you are using FTP and going to a windows servekensare you use FileZilla, as IIS is
not so great-ileZilla is the PHD/esXpress recommended windoWB Berver.

SMB tends to be slower then both FTP and SSH. EesXpnternal testing has shown it
to be about half that of FTP. If you choose SMB@sg transport type it is
recommended to do a Backup in Test Mode (See Batide Option) to test the
expected backup speettowever re-indexing the backup target has showretmuch
faster then FTP.

Network Port — set the network port. When you choose SSH ortR&Rport will be
changed for you, unless you made it something thesr the normal 21 or 22.

Target Type (Backup/Restore/Both)- Each backup target can be one of three types.

Both - The Target is Both a Restore and a Backupgéfar

Backup - This target will be used for backup only. Formai backups, you must
have a Target set to Backup. This Target will rotrillexed for restores.

Restore- To restore an esXpress backup, the Restoret$aage indexed, and any
esXpress backups found (including version 2) aaeéd into a database, that you can
browse through the phd menu. If you have no tasgeto Restore, then you cannot
restore backups. If you cannot find your backup nvestoring, remember to re-index
the Backup Targets.

Figure 28.1: esXpress Specific Backup Target OptiamMenu — Additional Options

— esXpress Backups, WWw.esxXpress.Com -
— Configure Backup Target FTP/SSH/SMB Server #7 -
Roll-Over Target (Yes /No) No
Auto Delete (Yes/No) No
Target IP or FQDN or //server/share 192.168.201.2
Backup Folder (Start with /) /local/esxpress/backups
User Name (Admin rights) backup
User Password XXX I
— L




Roll Over Backup Target (Yes/No)- When normal backups run, be it nightly or a one-
up, only Targets that have enabled Roll-Over asglugou must have a Backup Target
configured for Roll-Over if you want to do backups.

As the once a day backup runs, each VM is baagkedlVhen a VBA is started it will
look for a Backup Target to use. It will cycle thgh target 1 to target 9. The ones set for
Backup and Roll-Over will be tried for backup. lietbackup fails to the selected target,
then the next Roll-Over target will be selected.

Local CFG options will override and use the looahfigured Targets instead of the
Roll-Over targets.

You must enable the Roll Over Backup Target f@idHe target to be considered for
backups.

Auto Delete (Yes/No)- After a VMDK is backed up successfully (or befprthe
Backup Targets with Auto Delete are indexed, ardntilatching ones are deleted. The
backups are matched by VM name and UUID, then t®¥ by SCSI ID and Name.

Target Server— This is the Fully Qualified Domain Name (FQDN)tbe IP Address is
the backup target. Using the IP address is alwaite) as DNS can never cause you a
problem.

Note — if the target is defined asSMB target this field is used differently. Here you
would enter your server and share information. Fatis //server/share.

Backup Folder — This is the backup folder to use on the NETaar@nce connected to
the FTP or SSH service, a change directory we enpeed to this backup path. This
path must exist on the backup server, it will n@tcbeated. It is must start with a */’
(slash) Note the folder is an absolute path on the backoget. If you put */’ it means
the ‘/ directory and not the current working ditecy ( cwd ).

User Name-— This is the username for the SSH or FTP serdseng Domain\User is
OK, but funny characters in the User Name, sudQuses, Dollar Signs and other
symbols can cause problems.

User Password This is the backup folder to use on the NETaar@nce connected to
the FTP or SSH service, a change directory we Henpeed to this backup path. This
path must exist on the backup server, it will n@tcbeated.

When backups are made, normal FTP is used, buestores a URL is built to read
the backups from the Backup Targets. This URL is
ftp://user:pass@site/folder/backup.phd

You can see how certain characters will cause gnaislin the URL.

Important Note on Backup Targets :

For a target to be considered by esXpress as aipaakget the following values must be
set; username, password, IP/FQDN/, Rollover enaduhebtransport type set to either
‘Backup’ or ‘Both’



Backup Target Theory

When setting up the Backup and Restore Targetse #re many different ways to
get the result you need.

EXAMPLE 1, Simple Config:

Target #1, Configure to your Backup/Restore share.

Target #2, Make it a dupe of the Target #1, thig esXpress will always try the Target
#2 if there is a Failure for some reason.

EXAMPLE 2, More complex, a backup server with 2 miobpoints for backup space.
Target #1, Configure Host #1 to backup to Targetwiiich is mount point #1.
Also make Target #1 a Backup Target O8lych as: /backups/1
Target #2, Configure as a dupe to Target #1
Target #4, Configure Target #4 to be a Restoredtaiithis way you can see all
the backups from all the mount pointsctgas: /backups

Now on another Host, you would configure the Backofder to the other mount

point.

Target #1, Configure Host #2 to backup to Targetwiiich is mount point #2.
Also make Target #1 a Backup Target CBugh as: /backups/2

Target #2, Configure as a dupe to Target #1

Target #4, Configure Target #4 to be a Restoredtaiithis way you can see all
the backups from all the mount poirsaich as: /backups

You can send backups to different Backup Targetditberent Backup Hosts,

even the Fulls can be one place, and the Deltamotiner. As long as esXpress

can index the Restore Target, the backups cansbared.



Configuration Menu: C — Replication / Restore Optias

The replication and restore options menu (Figuneh28 all the options necessary for
configuring simple replication, background restaaed auto/mass restores.

Figure 29: esXpress Replication / Restore Options

— esipress Backups, www.esxpress.com — o
- Configure esXpress Replication / Restore Options -

Enable Background Restores_(Yes/No) Yes

How_many_concurrent_BG_FRestores_to Fum_(1-4) 4

Index Entire VMFS_when loading Restare DB_(Yes/No) Yes

Enable Auto Replication (Yes/No) Yes

< 0K > <Cancels

Enable Background Restore (Yes/Np- This option must be enabled in order to run
background restores. The phd_daemon must alsodideeiiNote background restores
are a licensed feature of esXpress.

How Many Concurrent BG Restores to Run (1-4) -Set the maximum amount of
background restores that are allowed to run atiome EsXpress allows up to 4
background restore jobs.

Index Entire VMFS when loading Restore DB ( Yes/N® - When esXpress indexes
the vmfs it is doing a du -a /vmfs and put the itesn its database. This provides the
names of the existing filedf you are having issues try disabling this optiéor huge
shares like nfs mounted in vmfs it can cause profle

Force Check of VMFS for Backup Archives (Yes/Np— Enabling this option will
check the vmfs for backup archives when lookingesiore.

Enable Auto Replication (Yes/No)- Setting this option to Yes will enable auto
replication or simple replicatiomNote replication is a licensed feature of esXpress

Start Replication at Time (0-23)— Defines which hour of the day, midnight (0) thgb
11 PM (23) that the esXpress replication procedissvairt.



Run Replication Every X Hours (1/2/4/8/12/24} This option determines how often the
esXpress replication process will run. Possibleeslin hours are :

1 — will replicate every hour

2 — will replicate every 2 hours

4 — will replicate every 4 hours

8 — will replicate every 8 hours ( 3 times a day )

12 — will replicate every 12 hours ( twice a day )

24 — will replicate every 24 hours ( once a day )

Default VMFS when loading VM Names- This option is looked at when esXpress
loads the list of vmdks in the auto.vmdk file useten setting up replication. Here you
set the correct vmfs to load them Far additional information on the auto.vmdk filecan
esXpress replication see the Restore Guide whiphh$ished separately



Configuration Menu: M — Configure SMTP

esXpress includes the ability to send detailedistegports after the daily
backup run, or after individual one-up backups sTiso includes reports based
on the archives on the Backup Targets.

Figure 30: esXpress Configure SMTP Menu

— ezsXpress Backups, WWW.esxXpress.ocom —
- egXpress SMTP Menu -

E Configure 3MTP
Configure 3MTP

L W A i

Couit

Options

Jerver

Test 3MTP with Notify Status Eeport
Test SMTEP with Backup Target Eeport
Tail EBackup Log

<Cancel>

Table 6: esXpress Configure SMTP Menu Options

Option| Description Function

@) ggzgggre SMTP General SMTP configuration options.

S Configure SMTP Configuration options for defining the SMTP server
Server esXpress will use when sending notification emails.

N Test SMTP with Notify| This option will generate a test notification tdigate
Status Script if your SMTP configuration is setup properly.

= Test SMTP with This will test your SMTP configuration using the
Backup Target Report| Backup Target Report.
Tail Backup Log Running live view of the esXpresskup log.

0 Quit Quits SMTP options and returns to Configuration

Menu.

SMTP Menu: O — Configure SMTP Options

The smtp options section (Figure 31) has a numbgpexific options to consider for
your esXpress notifications controlling what kinfdhotifications and when to send them.
All of these options are yes/no decisions, whethe@mnable or not each option. They
include whether to send an email after each auiorbatkup run do you want restore
gueue emails.

Figure 31: esXpress Configure SMTP Options




- egipress Backups, WWW.eSXKpress.com —
- Configure 2MTP Options -
Send_Email_frnﬁLthE_EnnsnlE_iTESEHnJ
Include_HDst_Name_in_Subject_(YesﬁNDj Yes
Send_LDg_Ls_Lttached_PDF_File_(YESXND] Yes=
Send_NDthing_TD_Backup_Email_(YESXND] Yes=
Send Status Email After Backup Funs (Yes/No/Error) Mo
_ < OQE > <Cancel>

Send Email From Console instead of using a VBAesXpress can send its emails from
the console of the host or by using a VBA. Whernaéres' a VBA Helper will be built
and turned on just to send an email. If no helpeescurrently available (because they are
all running) the email process will wait until oiseavailable.

Q: Why send emails from a VBA?
A: Because your console cannot see the network §MIFP server is on, or because of
security policies.

In the Helper Options, then for Email Helpers e dptions to configure when using a
VBA to send the esXpress emails. You can even uliesient Virtual Network (instead
of the backup network) to send the email from tiBAY

Sending from the console is easiest but sometimepassible. If you choose to send the
emails from the console an outbound hole in thet iHieeswvall will be opened to the
SMTP server. (That is unless you are running essépire Secure Mode).

Include Host Name In Subject— With this option set to ‘Yes’ esXpress will ghe
ESX Host Name that is running the backups in thbjext line of the notification email.

Example (where HOST-01 is the ESX Host Name
Subject: esXpress: HOST-01, ALL GOOD TODAY, STATUS, BACKUP
REPORT (3.117

Send log as attached pdf filéYes/N9 — Enabling this option will send your backup
report as a pdf attachment. If this option is edll6 then the report will be text within the
email body. If you enable this option you can ketreport to be either landscape or
portrait using the ‘Send Status PDF Mode’ optioplaxed below.

Send nothing to backup email (Yes/No} Everyday the esXpress cronjob runs and
selects the VMs to backup. Sometimes you mightage any VMs to backup. When
this happens, esXpress will send an email wittsthigect 'Nothing to Backup' to let you



know. By default this is "Yes', and this notice dmall be sent when there is nothing
selected to be backed up. Set to 'No' if you donastt to receive this email notification.

Sent status email after backup runs (Yes/No/Error)- After the daily backups run or
after the running the Backup All command, esXpreissend an email with the backup
status and backup report. These are the emailsethgou if the backup was ALL
GOOD, had a WARNING or an ERROR status. This statpsart of the subject line.

Yes — The default setting which will enable a barktatus email to be sent after
the automatic backup or backup all occurs.

No — When set to ‘No’ the backup status email wilt be generated and sent.
Error - Do not send the backup status email ifstta¢us is ‘All Good’. Only send
on errors and warning.

Send Backup Target Report after Backup Runs (Yes/No After the daily backup

runs or after running the Backup All command, e®$prwill send an email with the stats
from the Backup Targets. This is based on the haekchives found on the backup
targets when selected for restore. The Backup Taegert is run from the same database
that you use when doing a restore. If the backapiaes are not shown in the restore
menus then they will not be included in this report

Yes - Send the Backup Target report after a Baéitlp
No - Do not send the Backup Target report. Thithésdefault.

Normally you would only set one host or two forstineport. Enable this option on the
slowest host you have, this way you get the Badlkanget report after all the backups are
basically done for the day.

The subject for this report is: 'Backup Target Répo

This report package is made up of six basic reports

1. Archive Summary per Backup Target.

2. Summary report by each Date, sorted by Date éhetig.

3. Delta backups that do not have a matching Fadkbp.

4. Summary report for each VM by VMDK. Sorted by VM MAME / VMDK File.
5. Summary report for each VM, sorted by VM NAME.

6. Summary report for each VMDK, sorted by the VMD&me.

Then report 5 and 6 are also included sorted by Baskup Date descending
and by Largest Used Size descending.

Send email from Restore Queue console only (Yes/No)Vhen you are doing restores
through the Background Backup Queue, you will geemail notification at the end of
the restore process. You only get the email ororestrun through the queue. You will
not get an email for restores that you do in thredoound.



This report is the summary of who and when theoregbb was submitted and the
complete output from the restore process. Thisessame as what you see when running
a restore in the foreground

Send VM email on one-up backup console only (Yes/INe When this option is set to
yes an email notification will be sent when a spkecne-backup is run. This email is sent
from the console only and can not be sent fromiBA.

Send VM email on ERROR backup console only (Yes/Ne)This is similar to the
previous option for One-Up email notifications. Wihenabled a VM backup status email
(like in the previous option) will be sent if a Vbackup has an ERROR status.

Yes - Send One-Up emails if a VM backup gets an BRR

No - Do not force sending a One-Up email on errors.

If this is enabled, and the Backup All is runniggu will get an email notification for
any VM that fails a backup with an ERROR statugsHflows you to know early in the
backup run about a failure so you can fix it befibve entire run fails

Send copy to PHD Support (Yes/No} Enabling this option will automatically send a
copy of your backup report to PHD support engingenabling this option can be very
beneficial in a problem situation when working wathpport. Or if you keep this set all

the time our support engineers will monitor youck# reports and will at time contact
you when backup errors occur.

Send Status PDFs Mode (Landscape/Portrait} If you have ‘Send log as attached pdf
file’ enabled you can designate whether you wigmtito be either landscape or portrait
with this option.



SMTP Menu: S — Configure SMTP Server

These are the configuration options (Figure 32Qeddo tell esXpress which smtp to use
and to which email addresses the notification esnaill be sent to.

Figure 32: esXpress Configure SMTP Server Options

MTP_Relay_Server_(IP/F(DN) snip.emailsrvr. com

SMTP Relay Server(IP/FQDN) — This is the smtp server you which e dor relaying
the esXpress notification emails. You can entédregitin IP address or a server name.

SMTP Port — Enter the port used on smtp relay server. Ess§pnéll default to port 25.

Use this from email address- For the notification emails generated by esXpths
email address will show are the From Address.

Include Host Name in subject (Yes/No} When the esXpress emails are sent, you can
configure the From and To variables for the emaiaddition you can also include the
host name in the email subject. This is not themeta hostname, but only the first part
of it. When set to 'Yes', the email subject wiltlude the host name 'Host1".

Example: esXpress: Host1l, Backup Report

Use this from display name- This tells esXpress what to use for the dispkaye for
the backup notification emails generated.

Enable SMTP Authorization (Yes/NQ — For some email servers in order to relay malil
you have to authenticate. The option tells esXpifesisemail authorization is required. If
your environment requires this then select ‘Yes'.



SMTP Authorization Method (Plain/Login) — sets then authorization method as either
plain or login.

SMTP user— This is the smtp user to be used for authemndicad your smtp relay
server. This option is only used if enable smtfatization is set to yes.

SMTP password- This is the password to be used for authentiodt your smtp relay
server. This option is only used if enable smtfatization is set to yes.

Send to Email Addresses ( 1 through 59 EsXpress allows for backup notification
emails to be sent to up to 5 email addresses. Hmeaddresses for to receive the

esXpress emails. Only enter one email per lineemwth email will be sent individually to
each recipient. There are no carbon copies.

SMTP Menu: N — Test SMTP with Notify Status Script

This option tests your SMTP server configuratiorrimyning the Notify status script.
You are first prompted whether to run the test (Feg33).

Figure 33: Test SMTP with Notify Script

— ezApress Backup=, WWW.ESHPress.COoom —
Run notify status script now, to test SMTFP?

< Yes > R

NN S |

A successful test will look similar to

Figure 34 and you should have received the email.

Figure 34: Completed SMTP Test



# REDD LOGS ON HOST - 'du -ah fvmfs/|grep REDO' - testl #
EEGEEE RS s i fias i e dida bl LG LG G i fhikif ki
HD REDOs FOUHD

R R R

H HOST DISK SPACE - 'phdf' - testl H
FHHHBHBHBHBHBHEHH R R R R R R R R R R R R H R

Filesystem Size Used Avail Use% Mounted on

Jdev fsda2 6.76 5.76 731M 89% [

Jdev fsdal 99 15M 79  16% Sfhoot

none 3om 0 39 0% fdev/shm

Jdev fodrom 216M 216M 0 100% fmntfcdrom

vmhbaD:0:0:5 1776 138G 386 78% fvmfs/vmhba0:0:0:5 (LOCAL)
vmhbaD:0:0:7 1004M 13M 991M 1% fvmfs/vmhba0:0:0:7 ()
vmhhaD:0:0:8 1004M 1M 991M 1% Jfvmfsfvmhba0:0:0:8 ()

email -f 'testl@p2v.net' -n 'testl' -s 'ERRORS TODAY, STATUS, BACKUP REPORT' -r '
smitp.p2v.net' -p '25"' 'kharhin@rpi'w.net?

AMCommunicating with SMTP server..."“MSending DATA...

E-Mail Sent

Press ENTER to continue.

If your SMTP test is not successful you should &heaur settings and try again.

A Sample Status Email

The status email includes all the virtual machitied were backed up today, and whether
that backup was goo®XK'’ or there was an erroERR’. For each VMDK of each VM

you are told if it was a FULL or an INDEX (Deltaadkup along with stats for each. At
the end of the daily backup run you are given tstais for the entire run if you have this
enabled.

If you are backing up virtual machines multiple ésra day (by using the control codes

such as [x3] in the VM display name) you will geistreport emailed to you at the end of
each backup run.

Figure 35: Sample smtp status email



¥ esXpress: All Good, STATUS, BACKUP REPORT - Message {Plain Text) o ] 4

JEiIe Edit WYiew Insert Format Tools Actions Help |

JQ&ﬁeply|@Replvto.ﬁ.l_l|§!3Forﬂard |§ | v ||:B * | *> - - ﬁ| @) .

From: HOST10 [Host1 0@ Sent: Tue 6f2002006 1:21 AM
Tao: McKelvey Ron
o

Subject:  eskpress: All Good, STATUS, BACKUP REPORT

btatus: 111 Good,
Date : Tue Jun 20 01:20:33 EDT 2006
Host : hostll

|+

06/06/20 00:01:01 =>>>>3tarted CONCE A DAY BACEUP

0&6/06/20 00:05:03 oOF linux—imap INDEE: linux—imap.vmdk BLOCK3: 1068716384 6% 70GBE/Hr encZ
0&6/06/20 00:12:03 O product_support INDEX: product_support.dsk BLOCES: 1136/24576 4%
4aGE/Hr enci

06/06/20 00:21:33 OK dft0l INDEX: dft0l.dsk BLOCKS: 517769632 0% 105GE/Hr enc2

06/06/20 00:27:04 OF dftc02 INDEX: dft0z.dsk BLOCKSI: 345/36864 0% 94GE/Hr enci

06/06/20 00:47:058 ©FK oraforms00 INDEX: oraform=00.vwmdk BLOCKS: 1545/122880 1% 87GE/Hr enci
06/06/20 00:53:09 OF genrad INDEX: Genrad.vwdk BLOCKS: 1768/32384 5% 77GE/Hr enc2

06/06/20 0O1:20:33 OF  heyzues INDEX: heyzues-root.dsk BLOCKS: 1563749152 3% INDEX: heyzues-
u.vmdk BLOCKES: Z75/51920 0% INDEX: heyrues-swap.dsk BLOCKES: 1065716354 6% INDEX: heyzues-
apps.vmdk BLOCES: 7953/163540 4% INDEX: heyzues-data.dsk BLOCKS: 93706/327680 28% TOTAL:
635976 116GE/Hr enc?

06/06/20 01:20:33 ALL TOTAL Elocks: 941696 = 229.91 GE, 130.8 minutes at 105.5 GE/Hour which
iz 30.0 megssec

06/06/20 01:20:33 <<<<Completed CNCE A DAY BACKEUP

HEHHHEHGHEHBHAHERBHFHEHERFEEE
# REDO LOGS CON HOST - 'du -ah /vwfs/|grep REDO' - ‘hostlO #
HUUHAHBHUSHBRHUEHBR USRS

16H Jvmfs/vwhbal:0:0: 1/ heyzues—data. dsk. REDO

HEHSHBHBHEHBRBEEHEY
# HOST DISK SPACE - 'phdf' - hostl0 #
HEHSHBHBHEHBRBEEHEY
Filesystem Size Used bvail Tsei Mounted on
Jdev/ sda3 2.4G 1.4G 9g7M 59% /
fdev/sdal 451 121 31M 27% Sboot
none Z251M 0 Z50H 0% /fdev/shm
Jdev/ sdaz 9Q.8G 2.7G 6.7G 29% fu
rmhbal:0:0: 6 540G 39G 15G  72% fvwfs/vwhba0:0:0:6 (LOCAL)
rmhbal:0:0:1 411G 354G L5eG 86% fvwfs/vwhbal:0:0:1 (CAEB1)

rmhbal:1:0:1 102G 65G 36G  64% Svwfs/vmhbal:1:0:1 (CABZ)

L«

SMTP Menu: F — Test SMTP with Backup Target
Report

This option can also be used to test your SMTP ess§pconfiguration. It works exactly
as the test using the ‘Notify Status Script’ exdepthis one it will use the ‘Backup
Target Report’. SeEBigure 34.1for the prompt screen.

Figure 36.1: Test SMTP using Backup Target Report



If this test does work properly then check you soapfiguration settings for any errors
and then retry the test.

SMTP Menu: T — Tail Backup Log

This options works exactly as the other tail backigpoptions.



Configuration Menu: L - Configure License Menu

This menu is used to configure your esXpress pidgense.

Delta Backups and Encryption are two esXpress $iedrieature plug-ins. If you are
beyond the DEMO period, you must have a properriseegCode or you will not be able
to encrypt your backups or do Delta backups. Atlkogs beyond the DEMO period will
be un-encrypted Full backups.

If you created backups using Delta’s and Encryphiefore the DEMO period expires,
you can still extract and restore your backups. lidemnses codes are only for making
backups, not restoring.

Figure 37: esXpress License Menu

- esXpress Backups, www.esxpress.com -
- esXpress License Menu -

License Type: ENT w/BIG expires 2007-12

I Configure License Ke

C Copv License file from another host
0 Quit

< (K <Cancel>

Table 7 describes the License Menu options in rdetail.

Table 7: esXpress License Menu

Option | Description Function

L Configure License Keyl Enter your PHD esXpress Lseekey here.

Copy License file from| This will scpthe License data file from another host

c another host. this host.

o

Q Quit Quit this menu and return to Configuration men




License Menu: L — Configure License Key

Your license key is based upon your Company namen®Number, a License ID that’s
is given to you and a checksum. Your license stistghown on the top.

Figure 38: Enter esXpress License Key

— esipre=ss Backup=s, Wwww.esSHpYress.Cocom —
— Configure License Key — All entrie= here are CASE-THSEHSITIVE.

License Type: DEMO expires 200606

| I 1
| FHONE WUMBER | |
L 1

|
| T
| LICENSE_ID |

L

|
| T
| LICENSE CODE |

L

I
I
L

< DK > L lEdit A <Cancel>

| |
(JCOMPANY HAME | |
| |

Enter your License Code as supplied by PHD. Youerdar it in any case (lower/upper)
as it will be converted to all to upper case. Theehse data is case-insensitive.

Once you enter a good License key, the License Wibbe shown at
menu along with expiration date of the plug ins.

Figure 39: A Good License Key

the top of the

- es¥press Backups, www.esSHpress.Ccom -—
— Configure License Key — All entries here are
CASE-THSEHSITIVE. -

License Type: Pro w/EHC expires 2006-05

[ 1
COMPANY HAME |PHD TECHHOLOGIES |
L |

[
PHOHE HUMBER |973-968-5150 |

[ 1
LICEHSE ID | 200605-5-PRO-EHC |
L

[LTCENSE CODE |4C29—DE[II]—1B:3D—GCDB

S ——

The LICENSE_ID: is the expiration date, the numdsenosts this license is for, and the

type of license.



The License Type: will tell you the expiration débe support and the type of esXpress
license.

Configuration Menu: R — esXpress Backup Readme

Displays the current esXpress Readme File.

Configuration Menu: A — About esXpress
Displays the current version of esXpress and lalie Figure 37.1.
Figure 40.1: esXpress About Page

— egXpress Backups, WWW.eSKXpress.comn —

es¥Xpress backups, WWW.esSXpressS.com, copyright 2005-2007
with Intelligent Deltas, Patent FPending

written by PHD Technologies Inc. .

wyw. phdconsultingllc.com OF WWW.p2v.het

Version: 3.1-17
EBuild Date: S3at Jun 285 17:51:03 EDT Z003

Configuration Menu: Q — Quit

This options quits the configuration menu and reduo the phd Main Menu.



Main Menu: L - Lock Status

This option allows you to CLEAR, PAUSE, STOP or ARDthe currently running
backups. The top line will show you the current k &tatus.

Figure 41: esXpress Locks

— es¥press Backups, wuw.esSKpress.com —
— es¥press Lock Menu - Current State: Clear [(Quorwn Enasbled)

Clear Locks - Normal, Bun Backups

Pause Backups - Backups will ke PAUSED after the current VMDE is finished.
STOP Backups - Eackups will bhe ABORTED after the current VMDE i=s finished.
ABORT Backups - Backups will he ABORTED INOW.

=W O

ooruwm — Clear Locks — Mormal, Run Backups

ouorum - Pause Backups - Backups will be PATUSED
Ouorum - 3TOF  Backups - Backups will be ABEORTED
oorum — ABORT Backups - Backups will he ABORTED NOW

L= B =

<Cancel>

Table 8: esXpress Lock Menu Options

Option| Description Function

C Clear Locks Normal Setting, Run Backups.

Current Running backup will be paused after theesur

P | Pause Backups | /5 is finished.

Current Running backup will be aborted after theemnt

S | StopBackups |\ 151 is finished.

All running backups will be aborted now. Setting thbort
lock will cause the backups to immediately cedse RTP

A Abort Backups will be interrupted, and the REDO logs will be coitted
and the backup run will stop completely.

L Quorum —Clear Clear Locks for the Quorum

U Quorum — Pause| Set a Pause Lock for the Quorum

T Quorum — Stop Set a Stop Lock for the Quorum

B Quorum — Abort | Set an Abort Lock for the Quorum

Q Quit Quit Lock Menu

You can safely run backups then use the Locks tisé/&top/Abort the backup runs.
When Stopping or Aborting, esXpress will still pesly commit REDO logs.

For Example:

To try the Locks, run a backup, then after it stéioly checking Current Status) do an
Abort Lock, the backups will cancel almost immeeigtand the REDOs will be
committed and the backup process will end. If yancel a backup, the partial file on the
FTP server will also be deleted.




You can also set the Locks from the command lineuoyping the phd menu with
command line optionglear, pause stop andabort are accepted.

phd abort - Will set the ABORT lock.

phd clear - Will CLEAR the locks.

Important Note — If you set an Abort Lock, no bgskwill run or VBAs will be allowed
to start until you Clear the clocks.

Quorum Locks — The Quorum Locks works the saméasormal locks except they
affect all of the hosts in the quorum instead sf jhhe one host.



Main Menu: D - Daily Backup Reports

The backup report shows the results of the last DPRMAY backup and the summary
of any other virtual machine that has been bacletbday. These log entries are also in
the program log. Every time a virtual machine iskeal up, the summary status of that
backup job is recorded. This option is also avéalab the Reports Menu.

This report is the Daily Backup Status that getsiéd to you after each automatic
backup run that actually attempts to backup anyaimachines.

For each virtual machine backed up you know the titlne name, which VMDK files
were backed up, whether they were FULL or INDEXKugxs and total speed. If there is
anencafter the speed, then encryption was used.

When the Backup ALL option is used (which is theng as a nightly Once-A-Day
Backup) then a\LL TOTAL block count and speed will be shown.

Speeds are expressed as Gigabytes per Hour.

10=35 means that 10 Megabytes per Second is 35 Gigalpgr Hour.
50=175means that 50 Megabytes per Second is 175 GigapgtreHour.

Figure 30.1, Sample Daily Backup Log

Meg/Sec=GB/HR 10=35 18=63 25=88 35=123 50=175
2007-11-06 00:01:01
2007-11-06 00:01:01l0 ——-Started ONCE A DAY BACKUP
2007-11-06 00:05:5%0 fib 'Demos' - '001-Config.Msi', Size: 1M, Sent: 170b zip, NET8 -a
2007-11-06 00:08:040 flb 'Demos' - '001-Documents_and Settings', Size: 125M, Sent: 41m zip, NET8 -a
2007-11-06 00:11:060 flb 'VirtualCenter' - '00l-Documents and Settings', Size: 589M, Sent: 446ém zip, NET8 -b
2007-11-06 00:11:220 flb 'Demos' - '001-Program Files', Size: 304M, Sent: 152m zip, NET8 -a
2007-11-06 00:11:450 flb 'Demos' - '001-RECYCLER', Size: 1M, Sent: 979b zip, NET8 -a
2007-11-06 00:12:060 fib 'Demos' - '001-System Volume Information', Size: 1M, Sent: 1k zip, NETB -a
2007-11-06 00:12:150 INDEX 'PdfMailer' - '00-PdfMailer.wmdk' - 1/1 disks, (1.7%) 68m/4g (45% Data), 04:56s, 13mb/s (45gb/hr
2007-11-06 00:13:160 INDEX 'CRM' - '00-CRM.vmdk' - 1/1 disks, (2.4%) 100m/4g (49% Data), 06:25s, 10mb/s (35gb/hr) NET1l -c
2007-11-06 00:14:080 OK 'PdfMailer' - 1/1/1 disks, (1.7%) 68m/4g/4g (45% Data), 04:56s, 13mb/s (45gb/hr), sent 17m VM 5/14 ON -d
2007-11-06 00:15:020 flb 'VirtualCenter' - '001-Program Files', Size: 710M, Sent: 289m zip, NET8 -b
2007-11-06 00:15:210 fib 'VirtualCenter' - '001-RECYCLER', Size: 1M, Sent: 967b zip, NET8 -b
2007-11-06 00:15:410 fib 'VirtualCenter' - '001-System Volume Information', Size: 1M, Sent: 1k zip, NET8 -b
2007-11-06 00:15:430 OK 'CRM' - 1/1/1 disks, (2.4%) 100m/4g/4g (49% Data), 06:25s, 10mb/s (35gb/hr), sent 31m VM 3/14 ON -c
2007-11-06 00:19:420 INDEX 'MySQL' - '00-MySQL.vmdk' - 1/2 disks, (0.0%) 1lm/4g (45% Data), 02:27s, 27mb/s (94gb/hr) NET1 -
2007-11-06 00:21:280 flb 'Demos' - '001-WINNT', Size: 1639M, Sent: 863m zip, NET8 -a
2007-11-06 00:21:29%0 INDEX 'Demos' — '00-Demos.vmdk' - 1/1 disks, (0.0%) Om/32g (8.9% Data), 16:10s, 33mb/s (llégb/hr) NET
2007-11-06 00:22:0%0 fib 'VirtualCenter' - '001-WINNT', Size: 1782M, Sent: 924m zip, NET8 -b
2007-11-06 00:22:300 fib 'VirtualCenter' - '00l1-totalemd', Size: 4M, Sent: 2m zip, NET8 -b
2007-11-06 00:22:300 INDEX 'VirtualCenter' - '00-VirtualCenter.vmdk' - 1/1 disks, (5.2%) 426m/8g (68% Data), 16:07s, 8mb/s
2007-11-06 00:23:2%0 OK 'Demos' - 1/1/1 disks, (0.0%) 0m/32g/32g (B8.9% Data), 16:10s, 33mb/s (llégb/hr), sent 5Sm VM 1/14 OFF -a
2007-11-06 00:24:2%0 OK 'VirtualCenter' - 1/1/1 disks, (5.2%) 426ém/8g/8g (68% Data), 16:07s, Bmb/s (28gb/hr), sent 149m VM 4/14 ON
2007-11-06 00:25:380 INDEX 'Ron_test' - '0l1-Ron test l.wmdk' - 2/2 disks, (0.0%) Om/2g (0% Data), 01:50s, 18mb/s (63gb/hr)
2007-11-06 00:28:4%0 INDEX 'MySQL' - '01-MySQL 1.vmdk' - 2/2 disks, (1.2%) 408m/32g (28% Data), 10:05s, 54mb/s (189gb/hr)
2007-11-06 00:31:130 OK 'MySQL' - 2/2/2 disks, (1.1%) 409m/36g/36g (30% Data), Act: 27m:15s 22mb/s (77gb/hr) vs Vrt: 12m:32s 48mb/s
2007-11-06 00:31:250 INDEX 'SUQ' - '00-suqg.vmdk' - 1/1 disks, (1.1%) 47m/4g (54% Data), 02:56s, 23mb/s (B80gb/hr) NET1 -b
2007-11-06 00:31:540 INDEX 'Ron4' - 'O0-Ron.vmdk' - 1/2 disks, (0.0%) Om/lg (0% Data), 01:25s, 12mb/s (42gb/hr) NET1 -d
2007-11-06 00:33:220 OK 'SUQ' - 1/1/1 disks, (1.1%) 47m/4g/4g (54% Data), 02:56s, 23mb/s (80gb/hr), sent 1lm VM 8/14 ON -b
46%
< Exi )

Figure shows a sample of last night's ONCE A DAatkup started on November 6 at
12:01am. Included in this backup are a numberlefdvel backups (flb) as indicated by
theflb lines in the report.

An INDEX: backup was made of a number of machines incluBafiylailer .

For that VM it had68mb of delta blocks extracted dfyb, which wasl.7%.

The effective backup speed of this virtual servas w5 gigabytes per hour.




Figure 30.2

2007-11-08
2007-11-086
2007-11-0¢
2007-11-06
2007-11-06
2007-11-08
2007-11-08&
2007-11-0¢
2007-11-08
2007-11-06
2007-11-0¢
2007-11-08&
2007-11-06
2007-11-08
2007-11-06
2007-11-0¢
2007-11-086
2007-11-0¢
2007-11-08
2007-11-08&
2007-11-0¢
2007-11-06

00
00:
0o
00
a0
00
00:
0o
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

OK

(0):4

OK
0K
OK

(0):4

Meg/Sec=GB/HR =TS 18=63 25=88 I5=1Z3 S50=175

'Ron5' - 2/2/2 disks, (0.0%) Om/2g/2g (0% Data), Bct: 10m:43s 3mb/s (10gb/hr) vs Vrt: 02m:50s 11mb/s (38gb/

'Ron

INDEX 'Ron_test' - '00-Ron test.vmdk' - 1/2 disks, (0.0%) Om/lg (100% Data), 01:28s, 1lmb/s (3Bgb/hr)
test' - 2/2/2 disks, (0.0%) 0m/3g/3g (33% Data), Act: 37m:25s 1lmb/s (3gb/hr) vs Vrt: 03m:18s 15mb/s (5
INDEX 'Ron3' - '00-Ron.wvmdk' - 1/2 disks, (0.0%) Om/lg (0% Data), 01:23s5, 12mb/s (42gb/hr) NET1 -a
INDEX 'Ron2' - '00-Ron.vmdk' - 1/2 disks, (20%) 200m/lg (20% Data), 01:45s, 9mb/s (31gb/hr) NET1 -d
INDEX 'NetWare 6.5' - '00-NetWare 6.5.vmdk' - 1/1 disks, (0.0%) Om/12g (9.9% Data), 03:23s, 60mb/s (21
INDEX 'Ron3' - '01-Ron_l.vmdk' - 2/2 disks, (0.0%) Om/lg (0% Data), 01:20s, 12mb/s (42gb/hr) NET1 -a
INDEX 'Intranet' - 'O0-Intranet.vmdk' - 1/1 disks, (1.0%) 159m/lég (8.5% Data), 04:19s, &3mb/s (221gb/

'NetWare 6.5' - 1/1/1 disks, (0.0%) Om/12g/12g (9.9% Data), 03:23s, 60mb/s (210gb/hr), sent 4m VM 14/14 OF
'Intranet' - 1/1/1 disks, (1.0%) 159m/l6g/l6ég (8.5% Data), 04:1%9s, &3mb/s (221gb/hr), sent 22m VM 11/14 ON
'Ron3' - 2/2/2 disks, (0.0%) Om/2g/2g (0% Data), 02:43s, 12mb/s (42gb/hr), sent 8m VM 13/14 ON -a

INDEX 'Ron2' - '01-Ron 1.vmdk' - 2/2 disks, (9.8%) 100m/lg (9.8% Data), 01:26s, 1lmb/s (38gb/hr) NET1

'Ron2' - 2/2/2 disks, (15%)_300m/2g/2g (15% Data), Act: 12m:09s 2mb/s (7gb/hr) vs Vrt: 03m:11s 10mb/s (35gb

ALL TOTAL: 14 wvms 20/20/20 disks, (1.1%) 1.6g/147g/147g (27% Data), Act: 52m:26s 47mb/s (165gb/hr) vs Vrt: 1lh:2

ALL Machine RETRY Backup Starting

ALL TOTAL: RETRY BACKUPS COMPLETED

====Completed ONCE A DAY BACKUP - 07/11/06

Figure 30.2shows theALL TOTAL line from the Once a Day backup in the Daily
Backup Report. showing the ALL Total line in th@ogt. When the backup cycle is
complete, esXpress will display a summary lineotdittblocks processed, total gigabytes
processed, total time, gigabytes per hour and gimput in megabytes per second.

In this example a total df4 virtual machines were backed up, including 20 vrdiks.
Since Delta backups were running a total &GB was backed up out d47GBtotal.
The total backup speeadas 47m/sor 165GB perhour.

Also note theAll Machine Retry Backup Startirggction. If there were any failed
backups and auto retry was enabled then thoseddieckups would be shown in this

section.

In this example the Once a Day Backup completdd® #5:06.



Main Menu: O - Backup ONE VM Now (Delta/Full)

You can initiate a single Delta backujg@re 30. Selecting OK will submit a Delta
backup. To submit a Full backup highlight (FULL BKOP) and hit Enter.

Figure 42: Backup One VM

- esXpress Backups, www.esxpress.com —
Choose VM to Delta Backup Now, Intelligent Deltas (Patent
Pending)-

CRM “CRM [o9]"™

Demos "Demos [ol]"
Intranet “Intranet [x2]"
MyS0OL  “"My5S0L [ol]™
NetWare 6.5 "NetWare 6.5"
PdfMailer "PdfMailer"
PeteVM "PeteVM"

Ron test "Ron test”

sugQ  “sugQr

VirtualCenter "VirtualCenter"
Ouit

ngmwmmpwmlﬂ

M-SR <ULl BACKUP> < Cancel >

Main Menu: A - Backup ALL VMs Now (Delta/Full)

This option will initiate a Delta or Full backuprfall of the virtual machines registered to
the host.

Main Menu: S - Special Backup One VM

This will initiate a single special virtual machibackup. For these backups the Special
Backup configuration options ( backup mode andetaygvill be used. See the
configuration options section of this menu for mdesail on these options. Also for
special backups a separate index map is createkiegnd

Main Menu: P - Backup ONE Template VM Now



Select this option tmitiate a Template backup. Before selecting yoedn® search the
vmfs for template VMsf{gure 31). Note a specific backup target can be defined for
templates, see the template configuration sectidhi® manual.

Figure 43: Template VMFS Search

Select the template VM to backupigure 32.

Figure 44: Template VM Backup Selection

EAJ-Template "EAJ-Template™

Main Menu: T - Tail backup Log

Tail backup log is simply a real time log viewdrshows each operation of the backup as
it happens. This screen is not scrollable veticalse the Log Viewer to view the
complete log.

You can scroll this screen horizontally with thé Bnd right arrow keys.

Figure 45: Tailing Backup Log



- root@esx0 :
- esXpress Backups, www.esypress.com - Tailing file: /var/log/phd backup.log q

2006-06-20 20:43:10.455 2nd Commit successful for /root/vmware/snapshots/linux.vmx scsi0:1
2006-06-20 20:43:10.480 complete SINGLE, phd-INDEX of '/root/vmware/snapshots/linux.vmx'’'
2006-06-20 20:43:10.520 ERR snapshots INDEX: snapshots.dsk BLOCKS: 366/32768 1% INDEX FAILED:
2006-06-20 20:43:40.944
2006-06-20 20:43:40.954 Starting SINGLE, phd-INDEX of '/root/vmware/pptp/linux.vmx'’
2006-06-20 20:43:41.618 Display Name: PPTP [x9] 1@#8%"&*()-=+ [1}{; 7:.,<>?/\|
2006-06-20 20:43:41.624 UUID.Location: 56 4d ca 8d 76 ¢3 03 fd-el bb ba 8Be al bc 58 0b
2006-06-20 20:43:41.937 Is FTP good? /home/phd/bin/ phd ftp put /tmp/phd/pptp test.dsk.32045
2006-06-20 20:43:42.981 Space Check OK, have 11 GB, require 4 GB on /Jvmfs/LOCAL
2006-06-20 20:43:43.209 vmware-cmd completed addredo to scsil:0
2006-06-20 20:43:46.232 AddRedo successfully added to /root/vmware/pptp/linux.vmx scsi0:0
2006-06-20 20:43:50.372 scsil:0.name = LOCAL:pptp test.dsk File pptp test.dsk exists
2006-06-20 20:43:50.532 STARTING DELTA, /tmp/phd/132045/pptp test.dsk
2006-06-20 20:43:50.581 LIC: License tyvpe ENT accepted for esXpress Delta Plug-in.
2006-06-20 20:43:50.723 Making DELTA index for /home/phd/index/0005-pptp test.dsk.index-200a.
2006-06-20 20:44:36.600 INDEX - 2048m 2025m 98% 43m/s scsi0:0 Jvmfs/LOCAL/pptp test.ds
2006-06-20 20:44:36.628 Comparing TB 2147486208 = 2147486208 1S
2006-06-20 20:44:36.651 Extracting DELTA blocks of /home/phd/index/0005-pptp test.dsk.index-2
2006-06-20 20:44:37.752 Creating Delta restore file: 0005-pptp test.dsk.delta-2006.06.20-2043
2006-06-20 20:44:37.760 ftp -u esxpress -p xxxxx -P 21 136.157.32.121 /u/backups/esx//2006.06
2006-06-20 20:44:37.853 LIC: License Type: Enterprise Plug-ins Expire: 2007-09
2006-06-20 20:44:37.861 ENC: Using encryption for: /tmp/phd/116654/pptp test.dsk
2006-06-20 20:44:38.015 Creating FTP File: /u/backups/esx//2006.06.20-esx01.INDEX/0005-pptp t
2006-06-20 20:44:39.948 DELTA - 295m Om 0% om/s scsi0:0 /vmfs/LOCAL/pptp test.ds
2006-06-20 20:44:392.961 Total DELTA Blocks: 1182 for 0005-pptp test.dsk.delta-2006.06.20-2
2006-06-20 20:44:40.011 Index successful for /vmfs/LOCAL/pptp test.dsk
2006-06-20 20:44:43.289 Second AddRedo successfully added to /root/vmware/pptp/linux.vmx scsi
2006-06-20 20:44:46.515 Commit successful for /root/vmware/pptp/linux.vmx scsi0:0
2006-06-20 20:44:52.799 2nd Commit successful for /root/vmware/pptp/linux.vmx scsi0:0
2006-06-20 20:44:52.822 Complete SINGLE, phd-INDEX of '/root/vmware/pptp/linux.vmx’'
2006-06-20 20:44:52.949 OK pptp INDEX: pptp test.dsk BLOCKS: 1182/8192 14% 98GB/Hr enc?2

Main Menu: C — Configurations Options

Configurations options is used for setting allleé £sXpress options and variables. These
options can also be configured using the esXpré#sh@lper. The options are explained
in detail under the Configurations Options sectbthis manual.




Main Menu: R — Reports Menu

All of the reports are available from the Reportsriy, this includes some duplicates
from other menus. From here you can view all thys land reports. New in esXpress v3.1
is backup target reports to help you manage theespad backups stored on the various
esXpress backup targets

Figure 46: Reports Menu

— es¥press Backups, WwWw.eSXpress.com -
— es¥press Reports Menu -

Current Running Status - —-ERRORS TODAY
Daily Backup Report

Show Daily Status Report (email)

Daily Backup Log History

View Backup Log - /var/log/esxpress.log
Search Backup Log - /var/log/esxpress.log
Tail Backup Log - /var/log/esxpress.log
Send Daily Report to SMTP

Send Backup Target Report to SMTE

Show Backup Target Report

Show VBA Usage Report

Backup Report per VM

Quit

Fro I B vy I = B s B e B Gl |

< DR > <Cancel>

Table 9.5: esXpress Reports Menu Options

Option | Description Function
Current Running Status Shows current status of esspackups
D Daily Backup Report Displays Daily Backup Report
S Show Daily Status Report| Displays the Daily enthii#atus Report
L Daily Backup Log History | View Daily Backup Log
Vv \H/Iiznl)rsa”y Backup Log View esXpress log - /var/log/esxpress.log
E Search Backup Log Search function for - /var/legfeess.log
T Tail Backup Log Displays last messages of /vardexgpress.log
N geMn_IglpDally Reportto Runs Daily Report and sends it to SMTP

Send Backup Target

I D
F Report to SMTP Run Backup Target Report and sends it to SMTE
Show Backup Target ,
B Report Displays Backup Target Report
U Show VBA Usage Report| Displays the VBA Usage Report
R Backup Report per VM Show Backup Reports for eabh V
Q Quit Quits Reports Menu




Reports Menu: — Current Running Status
The menu option is the same as the Current Stadosthe main menu.

Reports Menu: D — Daily Backup Report

This menu option is the same as the Daily BackupoRdrom the main menu.

Reports Menu: E — Search Backup Log -

/var/log/esxpress.log
The search feature will search the backup log [fse@ous page) and allow you to see
the complete backup history of any VM. You can asarch for other types of messages

in the backup log.

Figure 47: Search Log



"Dectors [H9]"

dectors




We searched the log for tdectors VM. The first entry shows that on April 25, 8:07pm
a FULL backup of the serveectors was made. The VMDK size is 16,384 blocks, or
4GB (esXpress uses 256k blocks. Blocks / 4 = MegayThe average throughput of
the backup was 35 GB/hour. This Full backup wasenctypted.

Figure 48: Log for Dectors

— esXpress Backups, wWWw.eSHpPress.Ccom —
2006-04-25 20:07:30.268 0K dectors FULL: dectors.wmdk BLOCKS: 16384 35GBfHr
2006-04-25 22:02:59.585 0K dectors INDEX: dectors.ymdk BLOCKS: 2616384 0% 119GEfHr enc?2
2006-04-26 01:01:14.623 ERR dectors FTP FATLURE: dectors.vmdk
2006-04-26 02:54:43.992 0K dectors IHDEX: dectors. BLOCKS: 37716384 0% 101GB/fHr
2006-04-26 06:02:585.694 OK dectors IHDEX: dectors. BLOCKS: 4716384 0% 123GBfHr
2006-04-26 08:02:58.756 0K dectors IHDEX: dectors. BLOCKS: 58716384 0% 123GBfHr
2006-04-26 10:03:01.243 0K dectors IHDEX: dectors. BLOCKS: 13116384 0% 119GBjHr
2006-04-26 12:03:01.104 0K dectors IHDEX: dectors. BLOCKS: 13716384 D% 119GBjfHr
2006-04-26 14:03:00.845 0K dectors IHDEX: dectors. BLOCKS: 144716384 0% 119GBfHr
2006-04-26 16:03:03.045 0K dectors IHDEX: dectors. BLOCKS: 150/16384 0% 116GBjHr
2006-04-26 18:03:03.093 0K dectors IHDEX: dectors. BLOCKS: 157716384 0% 116GBjfHr
2006-04-26 20:03:05.862 0K dectors IHDEX: dectors. BLOCKS: 173/16384 1% 116GBfHr enc?2
2006-04-26 22:03:02.814 0K dectors IHDEX: dectors. BLOCKS: 189716384 1% 116GBfHr enc?
2006-04-27 00:03:12,506 0K dectors IHDEX: dectors. BLOCKS: 195/16384 1% 116GEfHr enc?2
2006-04-27 06:03:03.269 0K dectors IHDEX: dectors. BLOCKS: 21016384 1% 116GB/Hr enc?2
2006-04-27 08:03:04.378 0K dectors IHDEX: dectors. BLOCKS: 210f16384 1% 116GBfHr enc?
2006-04-27 10:03:03.192 0K dectors IHDEX: dectors. BLOCKS: 216/16384 1% 116GBfHr enc?2
2006-04-27 12:03:06.542 0K dectors IHDEX: dectors. BLOCKS: 216/16384 1% 112GB/Hr enc?2
2006-04-27 14:03:03.200 0K dectors IHDEX: dectors. BLOCKS: 216/16384 1% 116GEfHr enc2
2006-04-27 16:03:03.950 0K dectors IHDEX: dectors. BLOCKS: 216/16384 1% 116GBfHr enc?2
2006-04-27 185:03:03.964 0K dectors IHDEX: dectors. BLOCKS: 21616384 1% 116GBfHr enc?

92%
< GXIT >

PERLIILEEERRLLLEEE

The second entry shows the first INDEX backup of #erver. It was also performed
April 25, but at 10:02pm. You can also see thereev2® blocks that had changed out of
the 16,384 blocks that make up the VMDK file foistlirtual machine. The esXpress
computed and extracted those 26 blocks at an a¥eg@aed of 119 GB/hour, or almost 4
times faster than a Full backup, and stored intlees 1% of the original Full backup
space. This INDEX backup was encrypted with twsspaords.

The log search also shows us that on April 26 22X4m the backup failed with a FTP
error.

These backups were performed on a 100mb networtk d@impression and Delta
technology esXpress achieved greater then wiredsipdeacking up the VMDK files.

Notice as the Index backups are made, the numlsieltaf blocks increase in each
backup. They start out at 26, and get up to 216.



After the list of VMs on the host, other searchiopsg are listed. You can search the log
for these actions, such as Errors, Warnings, Badktal, and Thresholds (See Figure
49),

Figure 49: Log Search

|T Total Summary

|BE  Backup Summary, 0K, ERR, WRH
| & Total from BACKUP ALL
|E  Errors

|¥ Warnings

|H Thresholds

| o Configuration Options

| C EnCryption Messages

|E  Kill Messages

|k  Restore Messages

|F  FTP Errors

| Ir Total Delta Blocks per
|& Add Redo Messages

|2 Skipped WVHMDKs

| eMail Send

[ Quit

Figure 50: Thresholds Exceeded

— esXpress Backups, WWW.eSHpress.com —
2006-04—27 13:51:41.629 WRH Threshold: 19% > 15% for: frmEs/LOCALftimeclocks. vmdk, Hext backup will be a Fl
2006-04-28 01:28:32.563 WRH Threshold: 18% > 15% for: fvmfs/LOCAL fusfpkpdf.wmdk, Hext backup will be a FULI

100

TR

Reports Menu: L — Daily Backup Log History

Provides the ability to view the daily backup Iagtbry report (esxpress.daily.log).

Reports Menu: V — View Backup Log -

/var/log/esxpress.log

The View backup log window is a fully scrollablesw of the esXpress log file. It uses
the Linux editor nano in view only mode. To exit@an”X’ (Control-X). All actions are
logged to this log. Everything in the Daily BackBpport is also logged here. All
configuration changes are also logged here.

Figure 51: View Backup Log



GHU nano 1.0. File: jfvarflog/phd backup.log

2006-04-28 14:02:42.615 Extracting DELTA blocks of fhomefphdfindexf0005-dectors.vmdk.index-2005
2006-04-28 14:02:43.152 Creating Delta restore file: D005-dectors.vmdk.delta-2006.04.25-1401-0%5
2006-04-28 14:02:43.158 ftp -u esupress -p ooood -P 21 136.157.32.112 fufbackupsf2006.04.28-te$
2006-04-23 14:02:43.249 LIC: License Type: Pro with Encryption Plug-ins Expire: 2006-05
2006-04-28 14:02:43.256 EHC: Using encryption for: /Symfs/LOCALfdectors.vmdk

2006-04-28 14:02:43.609 Creating FTP File: ju/backupsf2006.04.28-testl.  THDEX/0005-dectors. vmdk$
2006-04-23 14:02:51.561 Total DELTA EBlocks: 219 for 0005-dectors.vmdk.delta-2006.04,.28-1405
2006-04-28 14:02:51.689 Index successful for fvrmfsfLOCALfdectors.vmdk

2006-04-28 14:02:54.806 Second AddRedo successfully added to froot/vmrarefdectors/linux.vymx scf
2006-04-28 14:02:57.932 Commit successful for froot/vmrarefdectorsflinux.vmx scsil:0

2006-04-28 14:03:04.042 2nd Commit successful for frootfvmmrarefdectorsflinux.vmx sc=il:0
2006-04-23 14:03:04.049 Complete HOURLY, phd-IHDEX of ' Jfroot/fvmmwarefdectors/linux. vmx'
2006-04-28 14:03:04.168 0K dectors INDEX: dectors.vmdk BLOCKS: 219f16384 1% 116GBfHr enc?
2006-04-28 14:03:07.390

2006-04-28 14:03:07.399 Starting HOURLY, phd-IHDEX of ' /froot/fvmrarefpptpflinux.vmx'

2006-04-28 14:03:07.584 Is FTP good? fhomefphd/bin/ phd ftp put /tmp/phdfpptp test.dsk.29379
2006-04-28 14:03:07.951 vimrare—-cmd completed addredo to scsi0:0

2006-04-28 14:03:10.972 AddRedo successfully added to frootfvmwarefpptpflinux.vymx scsi0:0
2006-04-28 14:03:14.039 scsid:0.name = LOCAL:pptp test.dsk File pptp test.dsk exists

2006-04-28 14:03:14.119 STARTING DELTA, ftmp/phd/pptp test.dsk

2006-04-23 14:03:14.166 LIC: License type PRO accepted for esXpress Delta Plug-in.

2006-04-28 14:03:14.275 Making DELTA index for /fhome/phdfindex/0005-pptp test.dsk.index-2006.05
2006-04-23 14:04:01.311 Comparing TH 2147486208 = 2147486208 LS

2006-04-28 14:04:01.318 Extracting DELTA blocks of /homefphdfindex/0005-pptp test.dsk.index-20§
2006-04-23 14:04:01.958 Creating Delta restore file: DDDS—pptp_test.dsk.delta—?ﬂﬂﬁ.04.23—1401—5
2006-04-28 14:04:01.964 £tp -u esxpress -p oo -P 21 136.157.32.112 fufbackups/2006.04.28-tes
2006-04-23 14:04:02.051 LIC: License Type: Pro with Encryption Plug-ins Expire: 2006-05
2006-04-28 14:04:02.057 EHC: Using encryption for: ftmp/phd/pptp test.dsk

2006-04-28 14:04:02.164 Creating FTP File: jufbackupsf2006.04.28-testl.INDEX/0005-pptp test.ds§

Get Help WriteDut W1 Replace Prer Page 4 Cut Text M¢ Cur Pos |
i Exit ] Read File Wi Where Is Hext Page UnCut Txt B To Spell

Reports Menu: T — Tail Backup Log

Same as the Tail Backup Log from Main Menu.

Reports Menu: N- Send Daily Report to SMTP

Same as Test SMTP with Notify Status Script.

Reports Menu: F — Send Backup Target Report to
SMTP

Use this option to generate the backup target tepl have emailed to the defined email
addresses maintained for esXpress.

Figure 52: Create and Sent Backup Target Report t&MTP



Reports Menu: B — Show Backup Target Reports

Create the various backup target reports and peswide ability to view the reports on-
line. Prior to running the report the backup tasgaty need to be indexed which could
take a few minutes.

The report has a number of sections to it showhegarget data in a variety of formats
and sorting.

Formats and sorting include in the report:

- By each target, sorted by Alphabetical
By each Date, sorted by Date Descending
Delta Backups without a matching Full
VMES snapshot report for VMFS folders
By VM/VMDK, sorted by Alphabetical
By Virtual Machine, sorted by Alphabetical
By VMDK, sorted by Alphabetical
By Target, sorted by Last Backup Date Descending
By Virtual, Machine sorted by Last Backup Date Dasting
By VMDK, sorted by Last Backup Date Descending
By Virtual, Machine sorted by Total Size Descending
By VMDK, sorted by Total Size Descending

Figure 53: sample on-line views of Backup Target Rmrts
Top Section of Backup Target Report



By Virtual Machine, Sorted by Total Size Descending

By VMDK File Name, Sorted by Total Size Descending

Reports Menu: U — Show VBA Usage Report

This option will create a new VBA usage report. Taport will show what VBAs are
running at any given time.

Figure 54.1: Show VBA Usage Report Initial Screen



An existing VBA Usage report was found.

Do you want to rerun the report Now?

In the below sample VBA usage repdfigure 43.3 you can see that 4 helpers
(A,B,C,D) were running at the same time betweei@24nd 14:35 for example. Each
letter entry indicates a message was written tethé@ress log for that helper.

Also note when a helper indicator letter changemfa Capital to a small letter and vice
versa. This change means that the Helper is nokirlap a new vmdk. Looking at the
below exampleKigure 43.2 Helper A ends its backup at 14:41 and then stantsw
vmdk backup at 14:43 (it now shows a small a ).

Figure 55.2: VBA Usage Report Sample Report
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Reports Menu: R — Backup Report per VM

esXpress will generate a daily report for eactuairtnachine that is being backed up on
the host. You can view these reports here for A¢hFirst you must select the virtual
machine that you are interested in. Once highligjmtgh also ‘OK’ highlighted, hit
‘Enter’ to view the report.

Figure 56: select VM for Backup Report



— esXpress Backups,
Backup Report per VM

WWW . esSXpDress. com —

Demos
Intranet
My SOL
NetWare 6.5

"Demos [ol]™
"Intranet [x2]"
"MySOQL [ol]™

"NetWare &6.5"

OFR DO~ OW g WwE

PdfMailer
PeteWVM
Bon test
sSUQ
VirtualCenter
Cuit

"PdfMailer™
"PeteVM™
"Ron test"™
"sUQT
"VirtualCenter"

0K <Cancel:>

Figure 57: Sample on-line VM Backup Report

2007-10-05 02:55:16.639 VBA 14, Backup complete for disk # 2/2:

S0L_1. vmdk'
2007-10-05
2007-10-05

2007-10-05
2007-10-05
2007-10-05

2007-10-05
2007-10-05

(scsimode)

02:55

02:

02:
02:
02:

02:55

02:

cco

121,

322
21. *

55:
5:21.
5:21.
5:21.

121,
22,

VB

a0

021

CC.
i

* INDEX Backup for VWM complete:

A O,
MyS0OL:

'"MySQL*

In SCSI Mode:

Removing snapshots for: MySQL
IrW——————- 1 root root

5 02:38 MySQL-000001-delta.vmdk

2007-10-05
5 02:
2007-10-05
2007-10-05

2007-10-05
2007-10-05

Bo07-10-05
1225 37mb/s (130gb/hr) vs Vrt:

02:

02:
02:

02:
02:

02:

/564df1fe-ef47-af8c-57db-250e261b8baa. log™

55:22.024

56:00.
56:00.

095
099

56:00.
56:00.

104 *
108

56:06,120 OK

My SQOL:
55 MySQL_1-000001-delta. vmdk

-TW——————— 1 root root

X Backup for VM complete: 'MySQL*

'"MySQL" - 2/2/2 disks,
14m:36s 42mb/s (147gb/hr)

(0.9%) 342m/36g/36g, Act:

' /LOCAL/MySQL/My &=

VM 2/10

16M Oct

16M Oct

VM 2/10

16m

, sent 63m VM 2/10 ON

[readonly] 241L, 19381C [



Main Menu: M — Maintenance Menu

The maintenance menu contains a number of esXpegggal system options to assist
with maintaining, testing and validating your caéesXpress v3.1 installation. Included
in these options are starting and stopping the @&lper, validating snapshots, re-
indexing and trimming backup targets and testingr Y@M TP setup.

The main maintenance menu with its associated ptoe shown in Figure 58.

Figure 58: Maintenance Menu

Test SMTP with Notify Status Report]




Table 10: esXpress Maintenance Menu Options

Option | Description Function
G Start/Stop Gui Helper Start/Stop the GUI helpetual machine
D Validate Snapshots Validates all snapshots andtsepoy errors
T Trim Backup Targets Now Initiates a trim of the figured backup targets.
Search and Delete Empty
P PHD Folders Deletes and empty PHD folders found on the vm
R ]Ic?{e-mdex Backup Targets Re-Index all backup targets
or restores
W Wipe Indexes, force Full Wipes all indexes from the esx host
on next backup
E Edit Local CFG per VM Enables editing of local VMrdiguration files.
S Create a STUB File for an| Creates Stub for using ESX vmdk files with GSX
existing VMDK and Server.
. . This option will generate a test notification to
Test SMTP with Notify . . , o
N Status Script validate if your SMTP configuration is setup
properly
. This option will generate a test notification using
F Test SMTP with Backup the Backup Target Report to validate if SMTP
Target Report : o
configuration is setup properly
C ﬁgg{ Config from another Copy the configuration file from another host.
L Copy License File from This will scpthe License data file from another
another host host to this host
A Abort Abort Maintenance Menu
Q Quit Quit Menu

Maintenance Menu: G — Start/Stop GUI Helper

In addition to the phd text menus you can alsothiseesXpress v3.1 gui helper for your
backup configuration and setup. This menu optiarsed to start that gui and also can be
used to stop it.

Important Note : You can not turn the VM on from the VI3 clientnust be done
through this option or by adding [xGUI, [xcfg], Xx@@NFIG] or [XHELP] to the display
name of any VM on the esx host.

To stop the helper you can use this option orntailao be done by quitting from the GUI
main menu. See the esXpress v3.1 GUI section sitlainual for additional information
on the GUI helper.

Figure 59: Start GUI Helper Confirmation



When stopping the GUI helper the following confitioa screen is shown.

Figure 60: Stop GUI Helper Confirmation

Maintenance Menu: D — Validate Snapshots

This command will go out and search the /vmfs/vaarfor all vmx files. For each vmx
found the vsmd file will be validated against wisaknow about the snapshots. By
default only problems will be reported.

Figure 61: Validate Snapshots



R — Run the snapshot test
This will run the esXpress snapshot test. It welich the /vmfs for all found VMX files
looking for any snapshot problems. By default omgrning and errors will be shown.

Figure 62: Confirm running snapshot test

A — Run snapshot test with —show-all
The --show-all option will shows all of the virtuadachines found on the vmfs whether
there is a snapshot issue or not.

Figure 63: snapshot test with —show-all option



C — Run snapshot test with —show-chain
The —show-chain option will show all snapshotsdairtual machine if it has snapshots
attached to it. Running with this option will alsnable the —show-all option.

Figure 64: snapshot test with —show-chain option

M — Run snapshot test with —mismatch

The —mismatch option will show you the details ofrdual machine when the current
vmdk in the vmsd file does not match the currentknm the vmx file. Running with this
option will also enable the —show-all option.

Figure 65: snapshot test with —-mismatch option

T — Test Snap on Snap Configuration



When run this command esXpress will test the caméijon options, specifically the
authentication settings, you have set up for rupiminrsnapshot on snapshot mode. It is
recommended to test you configuration settingsreafanning in snapshot on snapshot
backups.

Figure 66: run test of snapshot on snapshot confiration

— esXpress Backups, Www.eSXpress.com — =

You selected to Test the Snapshot on Snapshot
configuration for the VCB commands.

Continue?

In this case the authentication method configurad using the esXpress method and
authenticating against the local host. The testvshwas successful.

Figure 67: snapshot on snapshot test sample results

B — Go Back —returns to the Maintenance Menu.

Q — Quit —quits and returns to the Maintenance Menu.

Maintenance Menu: T — Trim Backup Targets Now

esXpress provides the ability to trim your backagets. Using this command esXpress
will index all of the backup targets set for RoN« and Auto Delete and then will delete
old backups against all unique VMs found. A uni§M is defined by the VM name and

the UUID. The default system options defined in¢bafiguration for auto-deletes will

be used in determining which esXpress backup aeshiv delete from the target.

Figure 68: esXpress trim mode main screen



T — Just index and Show list of VMs This will run a test of what would occur if you
trimmed your backup targets. It will index the bagkargets and show which delete
commands it will runlt is a good idea to run this test before doingaatual trim.

Figure 69: confirmation of trim mode test

D — Delete from Targets Now ( Follows Auto-Deleteptions )

Initiates an auto-delete or trim of your defined ks targets. The auto-delete will follow
all of the rules you have defined in the Auto-Delebnfiguration optionsSee that

section of this manual for additional informatioegarding those options.

U — IGNORE UUID and Delete from Targets Now ( follovs Auto-Delete Options)
Deletes are based on finding virtual machine matcimethe backup targets. Normally
these matches are done using the VM name (foldaehand the VM UUID
(Universally Unique Identifigr If you want to initiate an auto-delete and omlgitch
against the VM name, ignoring the UUID then you lgown this option as opposed to
the delete option described above. All rules folln Auto-Delete configuration options
defined.See that section of this manual for additional infation regarding those
options.



B — Go Back —returns to the Maintenance Menu.

Q — Quit — quits the trim menu and returns to the Mainteravienu.

Maintenance Menu: P — Search and Delete empty PHD
folders

This option will clean up your vmfs for any leftavielders with nothing other then the
esXpress ‘phd’ folder. This can happen if you setd@elete a VM from your host. The
‘phd’ folder is where esXpress stores the indegaxth VMDK along with the local
options about each specific VM.

Figure 70: Search VMFS and Remove Empty PHD Folders

— esipress Backups, www.esxpress.com — .
Search VMFS and Remove Empty PHD Folders

This command will search the /VMFS5 for any leftover folders with nothing
other then the 'phd' folder. This can happen if vou use VC to delete a VM
from a host. VWware is unable to delete the folder because of the "phd'
folder. This '"phd' folder is where esXpress stores the index map of

each VMDK along with the local options about each VM.

Continue with Search and Delete Now?

Test Search and Delete
Search and Delete Now
Go Back

| [==R=

< (K <Cancel>

T- Test Search and Delete -Running this option will run a test of the deletapty
folder function. It is a good idea to run the testore actually doing the search and
delete.

Figure 71: Search VMFS and Remove Empty PHD Foldersample results
Searching VMFS

D — Search and Delete Now
Choosing this option will run the search of yourfsrand delete/remove and empty PHD
folders.

B — Go Back +«eturns to the Maintenance Menu.



Q — Quit — returns to the Maintenance Menu

Maintenance Menu: R — Re-index Backup Targets for
restores

Figure 72: Re-Index Backup Targets confirmation sceen

Maintenance Menu: W — Wipe Indexes, force Full on
next backup

This option provides any easy method to set your e$iost to perform a Full backup for all of its
registered virtual machines the next time the esXm@ss automatic backups run. The wipe index
function will delete all existing Index files fromthe phd folder on the vmfs for each registered VM
found. You must confirm your intention to wipe allindexes (

Figure 73).



Figure 73: Wipe Index Confirmation.

Maintenance Menu: E — Edit Local CFG per VM

esXpress v3.1 provides a feature where you caspseific backup options per each
virtual machine which will override the system défavalues. This is done by using a
local configuration file for each VM which sits ihe phd folder under the folder where
the vmx sitsNote — Local configuration is a licensed feature@sKpress, PRO and
above.

Figure 74: Edit Local Configuration per VM

CRM  "CRM [09]"




Figure 75: Edit a VM Local Configuration File

Copyright 2007, PHD Technologies Inc
WWW . ESXDT eSS, COm

Format is VARTABLE='wvalue'
Must have the single guotes
Bemove the # to set the variables

Deleting all lines in this file, then editing again from the
phd menu, we replace this Local CFG with a fresh copy

#
#
#
#
#
#
#
#
#
#
#

VM_LOCAL_VERS="1.1'

# Skip This VWM? (ves/no)

# If set to "ves', this VM will be skipped during the Automatic Backus as
# well as manual Backup All

#VM_SKIP="yes'

# SKIP DAYS. (sun mon tue wed thu fri sat) are the days teo skip. Days are

# separated by a space character.

: ample, to SKIP backups of this WM on weekends (Saturday and Sunday):
volumes,/45c73d6e-7247cB81b-c01e-0050455417fa/CBM/phd/CBM. vmx . phd"” 250L, 9128C

Maintenance Menu: S — Create a STUB File for an
existing VMDK

Option ‘S’ will create a STUB file that will allowou to use your ESX VMDK file
directly with other VMware products such as GS)XServer.

There is very little difference between a pre-aled disk in GSX/Server and an ESX
VMDK file. If you were to create a stub file for &#5X VMDK file, then you can use it
with GSX/Server. Boot up and run your ESX VMs dilgor just add the ESX VMDK

to an existing machine to recover files. You do m@te to do any importing or exporting
of the VMDK.

Your FTP backup server can be used to bring up ¥iMestore data from VMDKSs very
easily. Even if your backup server is Windows, gan install CYGWIN, and still do
esXpress restores and run the Delta VMDKSs to restoem.

When running optionC’, you are presented with another menu.

Figure 76: Create Stub File Options



I rr—_—

EM.vmdk

Option 1, will let you point to any file and create a STHIR for it. You will have to
enter the complete path for the file.

Option 2, will create a STUB file based upon the last bacthat was restored.
Either option will bring you to the create STUBeS

Figure 77: Create VMDK Stub File

to change to 'BusL

At this point, enterq’ to quit, or enteryes to create the STUB file using ‘Isilogic’.
If you enter ho', the ‘Buslogic’ will be used for the STUB file.

After the STUB file is created, you can point tastan existing disk, and use your ESX
VMDK directly.



Maintenance Menu: T — Test SMTP with Notify Status
Script

This option tests your SMTP server configuratiorriayning the Notify status script. It is
the same option that also is on the SMTP Configumd¥lenu. See that section of this
manual for additional information on this option.

Maintenance Menu: F — Test SMTP with Notify Status
Script with Backup Target Report

This option tests your SMTP server configuratiorrimyning the Notify status script. It is
the same option that also is on the SMTP Configamad¥lenu. However the test
notification will be send with the Backup TargetgRé attached.

Maintenance Menu: C - Copy CONFIG from another
Host

Rather than entering all the configuration data madly, you can copy the data from
another configured host.

If the software has been reinstalled or upgradestetwill be a copy of the previous
configuration file saved as /etc/phd/config.oldydiu select this option and the old
config. file exists, you will be prompted to impanese values instead. Selectigs will
import the values return to the Configuration menu.

You can also import the previous settings direfittiyn the command line by
typing: ‘phd import’

The copy config confirmation screen is shownkig(ire 69.



Figure 78: Copy Config

1
— es¥press Backups, WWW.ESHpPress.Ccom — 1
Over—write fetcfphdfconfig
I
A 'config.old' f£ile exists in folder fetcfphd
Do vyou want me to try and import the settings from this config.old |
file? |
I
SITE='136.157.99.112' PORT='21" PHDUSER=' eSXpress'
PASS='phd.bhackup' DIR=' fhackups'
SITE 2='' FPORT 2='' PHDUSER 2='' PASS 2='' DIR 2='' |
SITE 3='' PORT 3='' PHDUSER 3='' PASS 3='' DIR 3=''"
I
This will overwrite the fetc/phdfconfig with settings from |
fete/phdfconfig.old
Is this correct? |
I
I
I
]
]

By selectingNo, the program will attempt to use scp to copy thefiguration file from
another host and do so as usat. You must know the root password of the host yeu a
trying to copy from.

The program will prompt for a host name or IP addr@igure 79).
Figure 79: Prompt for host

Copy COHFIG from another host uses scp (=Secure Copy).
This will attempt to =s=cp as the current USER root.
You might have to supply a password.

Copy from what host?

If this is the first time this host is connectirgthe source host, you will be prompted to
continue. Answelesto continue.

Figure 80: Confirm connect to host

Copy COHFIG from another host uses =cp {(=secure Copy).
This will attempt to scp as the current USER root.
¥You might have to supply a password.

Copy from what host? 136.157.34.34

scp 136.157.34.34: fetefphdfconfig fetcofphdfconfig

The authenticity of host '136.157.34.34 (136.157.34.34)' can't be establi=shed.
BREA key fingerprint is 37:7e:71:e7:83:bf:4a:d0:bh9:38:b4:0£:0c:£3:4c:ad.

Are you sure you want to continue comnnecting {(yves/no)?

The program will proceed to download the configiorafile from the source host. When
complete, the progress bar should show 100% comfffégure 81).



Figure 81: Download configuration file complete

Copy COHFIG from another host uses scp (secure Copy) .
This will attempt to scp as the current USER root.
You might havre to supply a password.

Copy from what host? 136.157.34.34

scp 136.157.34.34: fetofphdfconfig fetofphdfconfig

The authenticity of host '136.157.34.34 {136.157.34.34)' can't be established.
R5A Key fingerprint is 37:7e:71:e7:83:bf:4a:d0:h9:38:h4:0€:0c:E3:4c: a0.

Are you sure you want to continue connecting {(ves/no)? ves

Warning: Permanently added '136.157.34.34' (BR5A4) to the list of known hosts.

root@3136.157.34.34's password:
config 100% | Ahhhhhhhhhhhhhhhhhhhrhhhhhhhhhrnh]| 2550 00:00

Press ENTER to continue.

After verifying the download was successful, préager to return to the Configuration
menu.



Maintenance Menu: L - Copy License File from anothe
Host

With this option you can copy a license file fromogher of your hosts running esXpress.
It will attempt to scp as the current user whicR@t. When prompted you can change
to a different user. You also must enter the hashfwhich you are copying the license
file from.

Figure 82: Copy License File

Copy from what host? I



Main Menu: E — Restoration

Figure 83: esXpress Restoration Menu Options

_ | SRestore through the I-_Z_E-)i Console

Table 11: esXpress Restoration Menu Options

ad

Option | Description Function

C Restore through the ESX Start a vmdk restore through the ESX console.
Console
VMX Restore through the .

X ESX Console Restore a vmx file through the ESX console.

B Background Restore Status Check and monitor baakgroestore queue.

R Replication Actions Replication tasks

T Tail esXpress Log Real time view of running esXpries).

I Re-Index NET and VMFS Re-Index all available backup targets.
Backup Targets

S Create a STUB File for an| Creates a stub file for an existing vmdk to be us¢
existing VMDK for GSX or VMware Server.
Help on Restores .

H (Updated) esXpress restore Help File.

A Abort to PHD Main Menu | Abort and return to the PN@in Menu

Q Quit to PHD Main Menu Quite Menu

Note — For more detailed explanation of the esXgrestore process, refer to the
esXpress V3.1 Restore Guide.



esXpress V3.1 GUI Helper

The esXpress v3.1 GUI helper is a configuration lagdviewing tool that can be
accessed directly from the VI3 cliefigluire guil) . Simply open the console on the GUI
helper to access the configuration and log scrélemthe start the GUI helper virtual
machine you must use the option under the Maintandenu in the phd text screens
(Start/Stop GUI Helper). Do not just power helper ib will not work. The GUI helper is
just a tool to simplify configuration but it is neécessary to be running in order for the
esXpress backups to run and work successfully.

Figure gui.1, GUI Helper VI3 integration view

Passwords can be configured for the GUI helpeetoir® privileges for maintaining and
viewing the configuration options. It is not a r@g@ment to configure passwords.

esXpress v3.1 gui helper accounts.

- Admin — Allows complete access to configuratigations and can maintain the gui
helper accounts. Default passwordAdmin’

- Write — can maintain all configuration optiond lsan not change the gui helper account
passwords. Default password Write'.

- Read — read only mode for viewing configuratiqguions. Default password iRead’.



Table GUI.1, esXpress GUI Main Menu Options

Description Function

esXpress v3 Configuration Launches GUI configoraprogram.

Live esXpress Backup Log ;]/iew live host backup logs and specific VBA
elper logs.

Host Process Monitor Live view of esxtop runningtba host

VI3 Command Help Show esXpress VI3 client commgfidsire gui.2

More Help Additional esXpress v3.1 help

Log Out Log out of GUI Helper

Quit Shuts down the esXpress GUI Helper.

Figure gui.2, gui helper main screen with VI3 Commads active

Summary Tab
Figure gui.3, esXpress v3.1 gui Configurator SummarTab




esXpress v3.1 GUI Configurator Buttons

SAVE — will save your configuration changes to the B#%t and return to the
current gui configuration tab you are working on.

SAVE/EXIT — will save your configuration changes to the E®Xtland exit
out of the Configurator and return to the gui helpain menu.

RELOAD - reloads the configuration settings from the ESX laosl overlays
any changes you had currently made in the gui

CLOSE —closes the gui Configurator and returns to thehglpper main menu.

FORWARD/BACK — moves back and forth between configuration tabs.

ABOUT - brings up the GUI about window showing current i@rsnformation
and phd technologies company data.

Options Tab

The options tabfigure gui.4 contains default backup mode and frequency optan
well a number of advanced backup options. Thesermptare mostly found under the



Main Scheduling Options and Backup Options menubkerphd text menu. For full
explanation of the options and values see the @ordtion Section in this manual.

Figure gui.4, esXpress v3.1 gui Configurator Optios Tab

Note the various ‘Help’ buttons on this tab. Thegw a number of examples for setting
up your backup frequency ( when to run Fulls anlithde as well as the correct backup
modes. The bottom ‘Help’ button provides additiomaline explanation of the
Advanced General backup options and their confijana

Options 2 Tab

The Options tabfigure gui.4 has advanced configuration options for setting up
automatic backups and scheduling as well as dispaye matching to control which
virtual machines are backed up. It also contaiesottions for setting up throttling and
compression settings which can be set separateRuls and deltas. These options can
be mostly found in the General Options and VM S@edOptions of the phd text menu.



For full explanation of each option and its valges the Configuration section of this
manual.

Figure gui.4, esXpress v3.1 gui Configurator Summar Tab

Note the two ‘Help’ buttons for additional on-liegplanations of the options on this tab
and also the ‘'Vm Name Match Help’ button on thiswich displays additional help for
doing name matching for controlling backups.

Deletes/Folders Tab

The Deletes and Folders tab handles the optionsifaring esXpress backup target
(network and vmfs) auto-delete mode as well asgteork backup target folder name
options. The auto-delete options are also fourtieérAuto Delete Options menu of the
phd text menu and the folder options are foundhénBackup Options menu. For a full
explanation of these values see the Configuratetian of this manual.



Figure gui.5, esXpress v3.1 gui Configurator DelegéFolders Tab

Note the ‘Auto Delete Theory’ button on this tabddditional on-line help for how to
configure and run the esXpress auto-delete mode.

Special Options Tab

The special options tafigure gui.§ contains a number of licensed features that aonta
be enabled and configured in esXpress version Bel @re special one-up backups, local
VM configuration, template backups and snapshar@apshots Mode. The special and
template options can also be found in the Backuio@p menu of the phd text menu
system while the snapshot options can be founchapshots on Snapshots menu. For a
full explanation of all of these options see thenfiyuration Options section of this
manual.



Figure gui.6, esXpress v3.1 gui Configurator Spedi®ptions Tab

The snapshot on snapshot authorization passworat@pdtton is only available if you
are logged into the gui in either Write or Adminaeo To maintain this password use the
‘Update’ button. You can not maintain the fieldeditly.

Note the ‘Template Help’ and ‘Snapshot Help’ bustam this tab for additional on-line

for configuring and running esXpress v3.1 templaekups and snapshot on snapshots
mode.



Backup Targets Tab

Currently esXpress can handle up to 9 network bathkrgets as well as backing up to
vmfs. The backup targets tdig(re gui.? handles the configuration options for vmfs
and the 9 network targets. These options are alsadfin the Configure Backup Targets
menu in the phd text menu system. For a full exgtian of all of these options see the
Configuration section of this manual.

The main tab shows a summary view of the configtzeget options. To configure a
specific backup target click on its correspondingidn. For example to work with target
1 click the'# 1’ button. This will then open a special target cgmfation window figure
gui.8) to maintain the specific target’s values.

Figure gui.7 esXpress v3.1 gui Configurator Backufargets Tab

Copy/Target Button — This button provides an easy way to copy oftedlvalues from
one backup target to another. Upon clicking thédsuyou will be asked to select the
source (copy from) and destination (copy to ) targe

Note the ‘Help’ button on this tab which provideddional on-line help for configuring
esXpress backup targets

Specific Backup Target Configuration Window



This window enables the maintenance of a spec#akbp target. In this exampligure
gui.8) we are working with ‘Remote Backup Target #Hére you can maintain the
target friendly name, designate your target (ftpyssth security credentials and folder
along with designating is this target is for Back&tigestores or Both. For full explanation
of these values see the Configuration sectionisfrttanual.

Figure gui.8, esXpress v3.1 gui Configurator Backugarget Configuration Window

Target Window Buttons :

OK — This will save your changes for this backaiget and display them on the
backup target tab summary section. It is importamtote that to save your changes to the
host you still must click the save or save/exitdng on the left-hand side of the gui.

CLOSE - This will close the target window and igmany changes made.

CLEAR - Using this button will clear or return tioe default value all of the
target window options. Note to save this you sidéd to hit the ‘OK’ button.



Configure SMTP Tab

The configure SMTP taldigure gui.9 is where all of the email notification optiongar
maintained with the esXpress v3.1 gui Configuratiare you se up your smtp server and
security credentials as well as the email addresge® 5 ) which will receive esXpress
backup emails. These options can also be foungeiCbnfigure SMTP menu of the phd
text menu system. For a detailed explanation cfelgptions see the Configuration
section of this manual.

Figure gui.9, esXpress v3.1 gui Configurator Configre SMTP Tab

The SMTP authorization password update button lig @vailable if you are logged into
the gui in either Write or Admin mode. To maint#mns password use the ‘Update’
button. You can not maintain the field directly.

One important note here is the ‘Send Backup Repoif®1D’ check button. If you
enable this your backup reports will be automaticabnd to PHD. This can be very
helpful for phd in a support situation

Note the ‘SMTP Help’ button on this tab for addit@b on-line help for the configuring
esXpress for email notification and its reports.



Configure VBAs Tab

The configure VBASs tab (figure gui.10) is where ymoaintain the esXpress Virtual
Backup Appliances (VBA) which are the virtual maws which will execute your
backups. esXpress v3.1 can now handle up to 16 YB&gending on your license. Here
you setup how many VBAs are allowed to run, thevoek they will use and the network
configuration for each helper. These options can bk found in the Configure Virtual
Helpers menu of the phd text menu system. For gpimexplanation of these options
and values see the Configuration section of thisuah

Figure gui.10, esXpress v3.1 gui Configurator Confjure VBAs Tab

Note the ‘VBA Theory’ button on this tab for adufital on-line help for configuring
VBAs and the theory behind the esXpress Virtuaki3aéppliance.



FLB/Restores TAB

The FLB/Restore talfigure gui.1) has the maintenance options for the host level
options for three important features of esXpresd.vBhat is enabling and configuring

file level backups, background restores and simgpécation. All of these features are
licensed options of esXpress. The file level oiocan also be found in FLB
Configuration menu of the phd text menu system evtiie restore and replication options
can be found under Replication/Restore Options mieoua detailed explanation of
these options see the Configuration section ofrttasual.

Figure gui.11, esXpress v3.1 gui Configurator FLB/RBstores Tab

Note the various help buttons on this tab. The ‘Hltigory’ button provides additional
on-line information on how esXpress File Level Bgskwork and run The ‘Restore
Help’ has on-line assistance for the Simple Repilbiceand background restore
configuration options while the ‘Theory’ button pides additional information on how
the esXpress restore and replication process works.



Lic/Admin Tab

The Lic/Admin tab figure gui.13 is where you can maintain your esXpress v3.hbee
information as well as the gui helper read/writedadpasswords. The license
information can also be found in the Configure bise menu on the phd text menu
system.

Figure gui.12, esXpress V3.1 gui Configurator Lic/imin Tab

The GUI Write and Admin password update buttonsoatg available if you are logged
into the gui in either Write or Admin mode. To miaim these passwords use respective e
‘Update’ button next to each field. You can not ntain the field directly

Setting the gui password gives the ability for seasho can update the esXpress
configuration fields. If you have users that nemdaview the settings but should not
update them then you can just provide them thedResssword.



Setting Passwords in the esXpress 3.1 GUI

In esXpress 3.1 a number of passwords in the gunar shown in plain text. To maintain
them a password verification window is used amatisessed using an update button next
to the appropriate field. See the examplégare gui.13using the snapshot on snapshot
authorization password.

Figure gui.13, Password Update button for snapshauthorization password

The update button will open a password verificatandow where you must enter the
new password twice and then hit the ‘OK’ buttorcheck the two password and save
them to the gui. If the two passwords entered mtiteh a message will show saying the
password was acceptdeigure gui.14. Then it the ‘CLOSE’ button to close the window.

Figure gui.14, Password Update button for — PasswdrAccepted

If the two passwords did not match then an errcssage will be showrfigure gui.15.
You can then either correct the passwords by emgéhem twice again and then hit ‘OK’
or just Close the window to quit without setting thew password.

Figure gui.15, Password Update button for — PasswdrMismatch



Live esXpress backup logs and Host Process Monitor
Options

These two options from the GUI main menu providigewview of backup and host
information from with the GUI helper. The live bagklog option (figure gui.13) shows
the running esxpress log as well as the logs di eatividual backup helper (VBA). The
host process monitor option shows a live view gsxtmning on your host.

Both options provide a nice and simple way to namybur esXpress backup activity
from with the VI3 client using the gui helper witltdhaving to log into the service
console.

Note : For ESX 3.5 hosts the esXpress backup logs$iast Process Monitor functions
are temporarily disabled.

Figure gui.13, esXpress v3.1 gui Configurator Live8ackup Log



Figure gui.14, esXpress v3.1 gui Configurator Hosfop View

File Level Backups Configuration

With the release of v3.1 esXpress now provides [Eéleel Backups in addition to Image
Level backups. When running with FLBs the foldeos ylefined will be backed up and a
compressed archive created on the backup targedsfme. The backups are run in the
VBA at the same time the image backup is perforrmiée. FLB archive created is a
separate archive from the image backup makingrit asy to access and restore your
file level backups.

In esXpress there are a number of host levdigunation options discussed previously
in this manual. However the actual configurationtfee FLBs are done at the VM level
using the local configuration file (local.vmx.phdf).the local file there are a number of
variables to consider for configuring file leveldkaps for esXpress which are explained
below.

There currently are some limitations with FLBs gXeress 3.1. They will only work on
Linux partitions and Windows partitions. Solarisgmi work. On NTFS, only basic
partitions for now, and only the standard clusiee sf 4k. In future releases of esXpress
these issues will be fixed. There is a new VBAemp tested that will include a kernel
that can handle all of this plus more operatindesys, like Novell Currently FLB
backups are to NETWORK target only. There are NoR&wackup for FLB.

Note : File Level Backups (FLB) is a licensed prctcaf esXpress v3.1.

Local Configurations Options (From ReadMe)

FLB - File Level Backups
For each VM you need to define which VMDK, the PARIDN and the FOLDER to back up.



You can have as many #VM_FLB lines as you need.genéolder.
These are special variables and are different &thwthers in this file.
Having two # (pound signs) is commented out. Tovats, use one #
The VM_FLB must always have at least # (pound sigrijont, ALWAYS

VM_FLB= Yes/No/Only/Wait |
SCSI ID (or * for all) |
Partition (or * for all) |
Folder to Backup |
Max Size in MB (0=Use System Default) |
Archive Method (def/tgz/Izop/zip) |
Backup Target (0=Use Default, 1-9) |
Extra Options
VM_FLB=yes|scsi0:0|1}/home|99999|zip|3

The 1st field is the control field for the FLB

YES = This FLB line is enabled. Run this FLB.

NO = Ignore this FLB line.

ONLY = Only run FLB on this VMDK. Do not run FULbr INDEX backup EVER.
When using *' to match the scsi id, thif§ lae the same as enabling
VM_AUTO_FORCE_FLB because all disks wouldtal ** but for all the time.
With ONLY set for a VMDK, then ONLY FLB cagver be done for this VMDK.

WAIT = This FLB was requested, and it awaiting apgdto YES/NO/ONLY

The 2nd field is the SCSI ID of the disk to backup
This can also be set to *, to mean all disks.

The 3rd field is the PARTITION on the disk to bapk
This can also be set to *, to mean all partitions.

The 4th field is the FOLDER to backup.

Only list one folder here. Use multiple FLB lines multiple folders.
This is the folder name starting at this partitiirihis partition was
your /var folder, then to backup /var/log you wabjust use /log

This is the folder name starting at this partititithis partition was
your /var folder, then to backup /var/log you wbjust use /log

The 5th field is the maximum size of the Foldeb&xkup in Megabytes
If the Raw size of the Folder is bigger, theniit e skipped.
Setting to 0 will use the system default.

The 6th field is the archive method to use. Ogttiare TGZ, LZOP and ZIP
For this release, ZIP has limits. It will not héagery large files.
Set to 'def' to use system default archive method.

The 7th field is the backup target to use. Ifsitset to 0, then the system
default will be used. Can be set from 0, 1-9.

The 8th field is for Extra Options.
Options are separated by a semicolon, fields afpdion are separated by a comma.
Example: optl;opt2=x,y,z;0pt3

Current options are:
separate_subfolders = Will create a separatevargar subfolder.
Files in this current foldeitl not be backed up, only subfolders.

Current options are:
separate_subfolders = Will create a separateergi@r subfolder.
Files in this current foldeitl not be backed up, only subfolders.



You can use * for the SCSI ID or the Partitionpoth.
VM_FLB=yes|*|*|/lhome|0|def|0
VM_FLB=yes|scsi0:0]*)/My Documents|1024|zip|8

This line below is actually enabled, it has onfeaf (pound sign)
But because it is set to NO, the #VM_FLB will Isié ignored.
VM_FLB=no[*|*|/|0|def|0

Force This VM to FLB only. Only run File Level Bagps for this VM
Set this to yes to force this VM to backup FLByonl

This only applies to Auto Once a Day Backups ackBg All
VM_AUTO_FORCE_FLB="yes'

Force a VMDK to FLB ONLY mode on AUTO Backup only.
This only applies to Auto Once a Day Backups ork@acAll
You can define has many as you need
VM_AUTO_FORCE_FLB_SCSI='scsi0:0'

Automatic Backup Ordering

With esXpress you can configure the ordering ofMlveual Machines backed up during
the automatic and backup all runs or let esXpressrchine the order. The are two main
methods that can be used to set the backup orglag the VI3 client display name to

esXpress ordering text or by using the esXpresslL@onfiguration option (PRO/ENT).

esXpress Ordering Text in VI3 client

One method is to use the esXpress ordering textiodugh [09] in the display name of
the VM from with the VI3 client. The priority of dering goes from 1 to 9. That is any
VM with [01] in its display hame will be backed ipst followed by [02] VMs, [03]

VMs and so on.

Example : Host 1: ( display Names)
Server 1 [01]
Server 2 [02]
Server 3 [03]
Server 4 [01]

In this example Server 1 and Server 4 would be dxcip first followed by Servers 2 and
then Server 3.

Local Configuration

The esXpress location configuration file can aleabed to set backup orderifjidNote
Local Configuration is a licensed feature of esX§sr®RO and better )

The local configuration option that needs to bes®M_ORDER.



The values of VM_ORDER are in the format x.xxxxéample 1.5000 ). The virtual
machines with the lower values of VM_ORDER set Wwélbacked up first.
Checking backup order :

To check on the order of which your VMs will be kap up you can run the following
command :

phd-INDEX-all all -show &ee Figure order.)

Figure order.1 Output of phd command to show backuporder



How FTP Auto Deletes Work

If you haveFTP_DELETE_ENABLE set toYes then you have enabled the FTP Auto
Delete feature of esXpress. After a VMDK backup $iascessfully completed, the FTP

servers will be indexed. This is after each VMDIe fiso if a VM has 5 VMDK files, the

FTP servers will be checked after each VMDK hagsssfully backed up and any files
meeting the delete criteria will be deleted.

By checking and deleting for each VMDK file aftehas been successfully backed up
you do not need a huge amount of backup spacesfotke minimum backups online.
With the minimum days for Full and Deltas beingydy are assured you will always
have at least one backup online.

Once you start using esXpress and start backingouphosts, and you've got a few days
of Delta backups, you will get a better idea wioaset your Auto Delete values to. You
might find that you can keep one 1 Full backup armklta backups. We have customer
environments where they have FULL=2 and DELTA=45.

Remember this value is currently by host, and yanuanfigure each host with different
values.

** A note on backup speeds**

When esXpress gives you the backup speed (usugdhgssed in GB/Hour) it is the tota
average speed based upon the total backup tintin§ticom the moment the backup
program is called for a VMDK, including the timedadd the REDOs and check the FTP
server for access. Then the VMDK is actually badkednd sent to the FTP server. If you
have Auto Delete enabled then the FTP serversidexed and the backups are then
deleted (in the back ground) while the REDO logsa@mmitted back to the VMDK.

When you get the backup speed of a VM or the ovtatal the delay in time for
committing REDOs and Auto Deleting are added tatitthe and thus the average speed is
lower then it really is.




For Example:

AssumeFTP_KEEP_FULLS is set ta2 and esXpress just finished backing up a VMDK.
Now the FTP server is checked, and all the backup$ound that match this particular
VMDK name, host and backup mode (Full or Delta)e Tates for these are put into a
list in reverse order with the most recent first.

esXpress will skip the first two days because FTEPER_FULLS =2, and delete the rest
of the backups.

2006-06-21

2006-06-02

2006-05-16

2006-05-02

esXpress would then delete all backups for thequéar VMDK on the following days.
2006-05-16and2006-05-02

When FTP_KEEP_FULLSs3 it means to keep at mostid&akup days of this VMDK.
In the above example, onAP06-05-02vould be deleted.

The same applies for Delta backups.

If you restore backups to your FTP server, you tvggnt to use a different folder then
your nightly backup folder. If you restore thenthe currenEOLDER (see page 44)
that is configured for backups on the FTP Served,auto delete is enabled, then your
restored backups will be deleted when those samBK/illes are backed up.



Snapshots and esXpress

Snapshot Overview

When a snapshot is taken of a virtual machimebasically taking a point in time
picture of that particular VM. VMware snapshotsesghe virtual machines disk data,
configuration data and even the memory state &ctetl when taking the snapshot.

Once a snapshot is taken, you will see a numibeew files created on your disk which
contain all the changes to the virtual machineesthe snapshot was taken. These files
normally will be created where the .vmx file foet’M is located.

Snapshot Files : (using a VM called RedHat_VMihva single vmdk as an example )

RedHat_VM1-000001-delta.vmdk - The delta file isere all the disk changes since the
snapshot was taken are stored. It is like a regdil®. The “000001” number represents
the disk number.

RedHat_VM1-000001.vmdk — This is the disk desaooipfiile for the delta file.

RedHat_VM1_Snapshot34.vmsn — This vmsn file sttrestate of the Virtual Machine
when the snapshot was taken. The “34” in this exansphe snapshot number.

Another file to note when looking at snapshothesvmsd file. In this example it would
be called RedHat_VM1.vmsd. This file stores infotim@ about the snapshots for this
virtual machine.

Sample vmsd file :

snapshot.lastUID = "34"

snapshot.numSnapshots ="1" ( This means the VM has 1 snapshot )
snapshot.current = "34" C(rrent snapshot number is 34
snapshot0.uid = "34"

snapshot0.filename = "RedHat_VM1-Snapshot34.vmsnturrent snapshot filg
snapshot0.displayName = "test snap"

snapshot0.description = "test snap”

snapshotO.createTimeHigh = "279513"

snapshotO.createTimeLow = "1697685141"

snapshot0.numDisks = "1"

snapshot0.diskO.fileName = "RedHat_VM1.vmdk"

snapshot0.disk0.node = "scsi0:0"

snapshot.needConsolidate = "FALSE"

snapshot0.type = "1"



esXpress Backups and Snapshots

In order to take an image level backup of a \Ardachine esXpress needs to create a
snapshot. This is an important step as it ensakesthat the backup is a consistent, point
in time backup archive of the virtual machine. Ottt snapshot is created esXpress will
backup the frozen vmdk file or files and createlibekup archives. Once the backup is
completed, the snapshot will be removed causingctil®hges made while the backup
was occurring to be committed.

When creating and removing snapshots esXpressrg normal VMware supplied
commands to handle the snapshot management. Nashilogne differently than what
would be done manually when someone creates, seoedeletes snapshots from within
the VI3 client.

Disk Free Space and other Snapshot Considerations

Before running esXpress backups there are ale@fijgonsiderations to review in
relation to snapshots. One is the amount of freeepn your vmfs for your snapshot
files.

A number of considerations go into how much Bpace is needed to account for
snapshot growth during your backups. Some factordadvinclude the size of the VM,
the estimated time the backups will take and thewarhof expected activity that will
occur during the backup cycle. Remember, the smasitracking the changes occurring
in your Virtual Machine. So, if you're VM is not tiee during the backup cycle the
snapshot files won’t grow that large while a higmsaction rate in the virtual machine
during the backup may have a much larger snapsbuttig.

There has been a lot of discussion on what isphienal amount of free space to keep
on your vmfs partitions. A good rule of thumb isveeen 10 and 20% of free space to
account for overall virtual machine growth and $oapshot creation. Every environment
is different so testing and monitoring up frontasommended to determine your optimal
configuration.

EsXpress provides a key configuration option whibbuld be setup initially to ensure
you don’t have a space issue on your vmfs becausacups and snapshots. The option
is :

Available Free Space Before Aborting Backup- This is a value set in gigabytes (GBs).
When the amount of free space falls below the va@idere the esXpress backups will
abort. It is better to abort the backup than tavdpace on your vmfs. An error message
will be written to your log when this occurs.

If you do not have a lot of free space on youfs partition one possibility is to move
the vmx file to another vmfs where there is enosigéice for snapshots. To do this you
need to shut the Virtual Machine down move the VEIXI then re-point the disks to the
correct location.



Troubleshooting Snapshots

From the esXpress FAQ Section on the web page//atgpw.esxpress.com/faq.php :

#
# $ ! % !
$ "& 0o* ! )(
$ % & ' Y '
) " & ' *$++ 1L &
# ! % # &
#
+ |
!
& #
1 / #0
& (I I #
$ ! !
! $! /
1 $% !
2$ "3 3 3 ' 2#
" #
41 ' &" & 5 2 2
| #6 & | |
- # !
& # " " 78 |
" ! #
&-& ' #
#0 1*2 ,
& ! "#00, (I ' " /#
! #
! #
#
34 1* $
334
1'$ $ $
* ( &
97 Il 4 # 97 & & !



Appendix A — FAQ

Q: Can | restore my esXpress backup on my Linux baséoer?

A: Yes, the delta backup file is actually a Linuxgnam, you can run it on any Linux host. Becausthisf
you do not need our esXpress software to do regoiat only can you rebuild the VMDK file on your
Linux machine, but you can use the VMDK directhfttwW/Mware Server (or GSX) on that Linux machine.
With a helper machine you can mount backup codid8MbDKs and easily recover files or data.

Q: Can | restore my esXpress backups in Windows?

A: Yes, (See Previous Question) With the CYGWIN emwinent installed on your Windows server you
can execute the backup file just like it was Lirand restore your backups. This includes encrypfibis
way on your Windows FTP server you can restore @ Mackup, and use it directly in Windows with
VMware Server

Q: When | try to run the 'phd' menu or go to a difféarmenu item, nothing happens, the screen judtdias
A: You probably are using a terminal program (sucRuatty) and have your window too small. The menu
requires a minimum screen size equal to the cor{86l& 24 characters).

Q: How do | know what my maximum FTP speed is?

A: You can test your FTP speed from tGeConfiguration Menu. Select Optidr for the FTP server
configuration menu. Then select optif Do FTP Speed Test. This test will send a 200 filegf

NULLS to the FTP server. It will give you the maxim speed you can achieve through FTP. This speed is
based on the console NIC, the network, the ftpesefMC and write speed. If this speed test is msitive,

if you are achieving less then a couple of megcars#, then you have a problem. Check your FTP serve

is it out of space? Is your NIC duplex ok? Are gmiting switch errors?

Q: My NIC is only 100MB, would using Gigabit be better
A: Yes, you will get faster backup speeds on a gigdle

Q: When | check my FTP server logs, it says it's aplpading at 4-5 megabyte a second. Why?

A: Let’s start with Full backups. If a Full backuphising created, the entire VMDK file is being
compressed/encrypted and FTP'd to the FTP sefibe VMDK is being read at 10 m/s and we're
compressing it 2:1, then we are only FTP'ing at/$. ifihe better the compression, the less datadsse
Delta backups are different. First the VMDK is pied, and the Delta blocks are computed, then #rey
extracted and FTP'd to the FTP server. So thegdirase of a Delta backup produces no network ¢rafé
only the extraction of the Delta blocks which aoenpressed/encrypted then FTP'd. Again, the total
network speed should be around 5 m/s.

Q: When | run the FTP Test it does not work, but the Speed test is successful. Why?

A: The FTP test and FTP Speed are 2 different FTRadstthat are both used to make backups. Try using
the IP Address instead of the DNS name for the é@iver.

Make sure the FTP user has full permissions orfffi@ path, on the FTP server. It needs to mkdirtewri
rename, dir, delete, full control.

Make sure you enter a path for the FTP Folderolf kpave it blank, it will not work.

If you are using ®omain\Userfor the FTP user, you must enter it@erhain\\User, but only one\" will

show after hitting enter. (Because Linux is eatimgfirst \).

Q: What happens if | add a new VMDK file to a VM, fdrmake it bigger by using 'vmkfstools -X'.

If | create a new VM on a host, what happens?

A: In all those cases, esXpress would make a Fukugaof each VMDK file. Then the 2nd backup of
each VMDK would again be an INDEX backup, takindydbelta blocks.

Q: I have a small (20GB) VMDK file that is produciagdot of Delta blocks. What can | do to improve
this?

A: This virtual drive probably needs to have defrag.rMou could have one severely fragmented file that
is causing a lot of delta blocks. After you comelgour defrag, run a new Full backup on it, this/waur
next nightly ONCE A DAY backup will be an INDEX.



Q: Why don't you store your esXpress backup optiortkénvMX file of each VM?

A: We investigated storing options in the vmx filbagk when they used to be cfg files) and even thdug
worked great, we found some problems. Other thartiypsendor software that will move virtual mactgne
or do fail-over DO NOT transpose all of the vmx figaration options. If we could not count on the
variables in the in the VMX being there, then weldmot use it.

Q: luse lIS for my FTP server, and when | backup EMIDK files everything works fine, but when |
backup large ones, it seems to finish OK, but tieedways an ERROR.

A: lIS is not a robust FTP server. When you senceléitgs (bigger then 28GB) we've seen IIS pretend t
complete the backup, but the file never gets bigigan 28GB. We've also seen it just timeout orftihe
transmission, even though it is actively writinglahe backup file is growing in size (on the FTR/gg).
There are many third-party FTP servers availabié&\fmmdows.

Q: Why can't | name my backups anything | want?
A: The name of the file is important to esXpress the VMDK filename and a date stamp. The VMDK
name and the date stamp are how the phd menu knbiek Full belongs to which INDEX backup.

Backups are named logically, they are WW¢HBA - VMDK NAME . delta - Timestamp of the Delta -
Timestamp of the Full

A Delta Backup0006-timeclocks.vmdk.delta-2006.05.02-1601-060502

Encrypted Full0006-timeclocks.vmdk.gpg-060502

Un-Encrypted Full0006-timeclocks.vmdk.gz-060502

Q: I'just restored my backups from tape, and when T @&t& FTP server database | get no VMDKs listed
in the restore menu. What's up?

A: The name of the folder the files are in, is impottto esXpress. The Folder name must be
200?.*[INDEX|FULL}. This means it must start wittd@?. and end with INDEX or FULL. Create a folder
like: 2006.05.10-host.FULLand put the backups in it.

Q: l'just ran an INDEX backup, then | messed up my Wiy can't | restore the INDEX backup right back
on top of my existing VMDK file. Since the INDEX#p is only 35 meg, this should be really quick.

A: This would be a nice, if it was possible. Whendt®backup is put back together with a Full, thé F
backup has to be the correct Full for that INDED.fAnd there would be no way of knowing what bleck
changed in the current VMDK. Quicker and easier josestore and create a new VMDK from backup.
When the Delta backup is being put back togetherilli verify the integrity of the Full backup andake

sure it is the correct file or else it will abortchfail.

Q: I'm using anonymous FTP and when esXpress is domérsy the backup file, it fails and says it got a
FTP error?

A: Anonymous mode will not work for esXpress unless gaable all the things you shouldn't for
anonymous mode. It needs to be able to see theipdibls that it creates and be able to createefsld
After sending the file, esXpress makes sure thatigts on the FTP server to be successful. Additig,
the restore function needs to be able to getifitengs off the FTP server.

Q: I had a problem with a VM backup when esXpress toeremove the snapshot and had to kill the PID.
Now | get an error ‘(ERROR: vmware says no snapshdtyYMX appears to have one for ...’

A: From the VI3 snapshot manager add a snapsho¢ tgléh Then click ‘Delete All Snapshots’. This
should remove the just added snapshot and redudvertor on the missing snapshot.

FAQ — Backing up RDMs with esXpress

Q: Can | backup a VM with RDMs?
A: The short answer is, "Yes" and "No".

The long answer is...

1. To do hot backups, esXpress needs to be ableate a snapshot of the VM before backing it np. |



VI3, if a VM has ANY vmdk's that have a physical d@oRDM (pRDM), it disables snapshots for the
entire VM. Therefore, esXpress cannot make a hcituqaof the VM. It can back it up when it is powere
off. See details in: Can | backup a VM with physicende RDMs (pRDMs)?

2. A VM with virtual mode RDMs (VRDM) can be backed when it is powered on or powered off (i.e.
hot or cold) because a snapshot can be made oRiID®.

NOTE: At the moment, in both cases, esXpress cinrestore the RDMs as regular vmdk (flat) files.

Q: Can | backup a VM with physical mode RDMs (pRDM39? | would like to backup a SQL cluster
node that has a VMs with a VMDK configured as the gstem disk and others as RDMs to our SAN
where the databases sit. When | tried to back it upit failed | suspect because the VM has RDMs
configured?

A: To backup a hot VM, esXpress needs to be abtedate a snapshot of the VM before backing it up.
esXpress cannot make hot backups of a VM with pRDBBtsause VMware disables snapshots for VMs
that have pRDMs. It can back it up when it is padeoff (i.e. cold). Without the ability to make a
snhapshot, this is the only way to preserve the stbthe VM and the pRDM. You have a couple of apsi
here:

1. You can power down the machine first (cold) #reh start a manual backup. By default, esXpresdse
to make snapshots. In this case, edit the VM looafig file
(/vmfs/volumes/storage/vmname/phd/vmname.vmx.pbdy®@T make a snapshot by setting:
VM_NO_SNAP=YES

2. To do automatic backups, if you have vmtoolsaithesd in the VM, you can have esXpress ask vmtools
to power down the VM for you. You can do this bytied) the VM local config file and setting:

VM_COLD_BACKUP=YES
When your backup is finished, your VM will be powdrback up.

NOTE: VM level configuration files are a licenseshfure (LE and above).
Also, at the moment, esXpress can only restor&ils as regular vmdk (flat) files.

Q: Can | backup a VM with virtual mode RDMs (VRDMs)?
A: Yes. A VM with virtual mode RDMs (VRDM) can bebked up when it is powered on or powered off
(i.e. hot or cold) because a snapshot can be nfatie gRDM.

NOTE: At the moment, esXpress can only restoréRid®ls as regular vmdk (flat) files.



Appendix B — esXpress 3.1 README File

esXpress v3.1 release README

copyright 2007, PHD Technologies, Inc., www.p2v, v@yw.esxpress.com
by ron mckelvey, June 2007

This file is /home/phd/bin/README.txt

THIS IS A POINT RELEASE
WWW.esxpress.com or backup.p2v.net

MAKE SURE YOU

*khkkkhhkkkhkk *khkkk *kkk * *khkkk *

Go to the Configuration Menu and go through all@ions,

Backup Target Options, FTP Configuration Optiorid,T® Options, FLB (File
Level Backup) Option, Snapshot on Snapshot anddi&@ptions. For the Helper
Options, you MUST set a VMFS and a Virtual Netw8&nkitch to use.

ON RPM PACKAGES

*hkkkkkkkhkkkhkkkhhkkkhhkhhhkkkhhkhhhkkhkhhkhhhkkhhx *hkkkkkkkkhkkkkhhkkkhkkkhhkkx

Using RPM packages are the easiest and best wasttdl software on the
ESX platform. It is the method that VMware itseffas.

To install esXpress on your host, 2 packages apaned.
The first is the VBA package, it is around 70 megize.
The second is the esXpress package, usually aboegdn size.

IF THIS IS AN UPGRADE

*hkkkhhkkkhkk *kkkkk *kkk * *khkkk *

--If you have esXpress installed, you need to regriband re-install it
If you have the GUI running, make sure you exit @f it first.
To remove the esxpress package run:
rpm -e esxpress

This v3.1 release requires a new esXpress VBAgigs, if you are already
using version 3.0.

If you already have v3.1 installed, you just ne&edeplace the esxpress,
package and not the VBA rpm.

You need to copy the .rpm files to your VI3 host.

Then as the 'root’' user you need to remove ter @sXpress and install
the new packages. esXpress needs to be remoueéd-amstalled, not -U
rpm -e esxpress

rpm -e esxpressVBA

rpm -i esxpressVBA-3.1-1.esx.i386.rpm
rpm -i esxpress-3.1-17.esx.i386.rpm

Then run: phd import

Make sure you ran 'phd import'

IF THIS IS A NEW INSTALL

*hkkkhhkkkhkk *kkkkk *kkk * *khkkk *

--You need to copy both .rpm files to your VI3 host
Then as the 'root' user you need to install lkesiKpress rpm files. One is
the VBA appliance, and the other is the backuggmams.



rpm -i esxpressVBA-3.1-1.esx.i386.rpm
rpm -i esxpress-3.1-17.esx.i386.rpm

--Before starting the esXpress GUI, you need tdigare a VMFS for the VBA
helpers to use, along with a default Virtual Netkfor them also.
Type the command 'phd’ from service console.
The PHD Text Menu will be shown.

All actions in esXpress can always be done thindhg service console or a
putty session (ssh) along with the GUI.

At the main 'phd' menu are all the options you da. Our initial goal is
to configure the minimum, and start up the esxpi@UlI.

1. At the main menu, hit 'U' for Setup Quick Menu

2. You are now at the Quick Menu. If you do nobw how to navigate and
use the phd text menus, then hit 'enter'ad the help on menus.

3. Choose option 'H' Configure Helper OptionstéH@e need to set the
VMEFS that the esXpress VBA Helpers will live.o

4. At the top is the VMFS_For_Helpers, hit 'Ehtdren 'Enter' again.
You are now shown a list of available VMFS oGke the VMFS you want
esXpress to use for its virtual helpers. Ld&adce is perferred.
When the VBASs are running, they require 3GBhea

5. Choose 'OK' or 'ESC' or 'Cancel' and you ghbelasked to save your
changes. Choose Yes.

6. Now your back at the Quick Menu.

7. Choose (O) Network Options for VBAs.

8. The very first line is Network_For_Helpersegs 'Enter' twice to
bring up a list of found VM Network hames. ©ke the one the VBASs
should use. Even the GUI does not requiretaorg, the VBA still
needs a valid network.

9. Choose 'OK' or 'ESC' or 'Cancel' and you ghbelasked to save your
changes. Choose Yes.

10. Now your back at the Quick Menu.

11. Choose (G) Start the esXpress GUI Helper. i@anfith Yes.

12. Make sure the GUI is starting correctly, cleo@E) to Tail the esXpress

log.

**|f you do not get shown a list of available VI8E-this might be due to a
limitation of esXpress. Make sure none of your MdNames have a single
quote. Example: ISO's, change into: ISOs

Other characters might cause issues also.

Use your VI3 client and look at this host, a néM should appear. Its name
should be '_esXpress: GUI Helper'. Open a consdleis VM to access

the esXpress v3 GUI. Once on the main GUI mehagse configuration to
configure esXpress v3.

Go through the GUI and look at all the pagesptioms. The GUI has
extensive help built in. (All suggestions are seehed!)

To actually run backups you need to properly iuré a backup target or

use VMFS space for backups. A Backup Target eaa BTP server, SSH server,
or even a SMB server if you want to backup actbesetwork, or choose a
VMFS to backup to.

When configuring FTP, SSH, or SMB the accounusthtdave admin access to the
share, all rights (to make and delete files adefrs). You should use



a backup folder such as ‘/backups' instead of/ju$he user and

password you use should not have any funny ctexeasuch as back
slashes, @'s, %'s or quotes. We have seen batid'dl' causing issues too.
Make sure you test with backups and restores.

If you are using Windows, and want to use FTPkersure you use FileZilla.
Google FileZilla, it is on sourceforge. We usedécommend other Windows
FTP servers, but in our larger environments, tidynot work. While

Filezilla has no problem handling 25 hours andr'80of backups.

If you are using SSH, this means a Linux or UNyBe ssh account, not sftp.
Access to certain shell commands are necessagg¥press SSH backups to
work. This includes the dd and the Is commande@lith permissions to
create, rename, delete files and folders.

When backing up to VMFS, you must have enougleespacreate a VMDK of the

same size as the VMDK that is being backed up B0 meg. Even if you are
doing a Delta backup of a VMDK that is 40 gige MMFS backup must be
created at 40 gig + 300 meg. Then after the ackinished, the backup

is extracted from the VMDK and the VMDK is remalve

Let's backup one VM, and see if it works.

1. Go back to the esXpress GUI, back to the mranu, and choose Live Log
Viewer. if you are using ESX 3.5, then the Yogwer is currently diabled.
2. Choose a VM to test with. It can be a real \@vlyou can create a dummy

VM to test with.

3. In the text based 'phd' menu, choose optitto'Gackup one VM and hit
enter, choose a VM and start the backup. Yasuohoose option 'T' to
tail the backup log and watch the progress.

or In the GUI, or actually the VI3 client, yourcssue a backup command
to a VM. Choose the VM you want to backup nand append ‘[xnow]' to
the display name of the VM. That is open squmacket, xnow, then
close square bracket. This command is not saisgitve, we just show
it in lower/upper case to understand the condreasier.

Changing the name sounds a little severest But you are only
temporary changing the DisplayName. Once #¥peess back-end accepts
the command, it will rename the VM back.

4. If you are in the esXpress GUI, you can fahmephd daemon to wake up
sooner by pressing the clear lock button winilne live log viewer.

5. The backup of this VM should start, you shosde if it works or not.

a. The VM selected will have its snapshotsdaaéd.

b. A snapshot will be added to the VM.

c. A VBA helper will be created, and the VMD#m your VM will be
attached to it.

d. The VBA then is powered up, and your VMDBkbiacked up in the VBA,
which means all the disk I/0 and CPU israthe virtual space.
NOT IN THE CONSOLE.

e. After the backup it complete, the VBA isigtown.

f. The snapshot is removed from your VM.

6. If it is successful, do it again. This timdelta backup should run.

7. Do run a backup with [XTEST] mode. Add '[xiegt a VM name and a
fake backup will be run. Instead of doing akugp, some benchmarch
tests will be run against the VM, in an attémepget the MAX network,
disk, CPU and write speeds. This will alsd tegour backup target
can accept a backup file greater then 4GBzie s

*khkkkhhkkkhkk *kkkkk *kkk * *khkkk *
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By default once esXpress v3.1 is installed andigared, it will attempt

to backup every VM on that host, every night.esslyou tell it not too.

All VMs are included automatically. THEY HAVE TBE EXCLUDED NOT TO BE
BACKED UP. If you create a new VM, and do notlexle it, it will be

backed up on the next automatic cycle. (DependssXpress configuration
options)

IF YOU INSTALLED ESXPRESS, IT WILL AUTOMATICALLYTRY AND BACKUP ALL YOUR
VMs TONIGHT AT 00:01 HOURS. PLEASE TURN OFF BACHKS IF THIS IS NOT DESIRED.

xxxxxxxxxxxx *k% *k%k * *%

IMPORTANT: READ THIS

*hkkkhhkkkhkk *kkkkk *kkk * *khkkk *
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Getting Better VBA Performance:

--By default esXpress is using gzip for compressiur you can also use
Izop instead, which can be twice as fast as gzip.

--The default Number of CPUs in the VBA is set foMaking it 2 will help
performance in the VBA. In ESX 3.5 only 1 CPU ¢ used.

--esXpress will use all the CPU that you give ifithgut any limits, each
CPU in a VBA will use 100% if allowed.

--Set How Aggressive esXpress will run. Set thigenmdORE and the VBAs will
run more backup threads. This will use more CPtiks only applies to
Delta Backups and when the VBA as 2 or more CPUs.

--Make sure you have given your VI3 COS (the Liionsole part of VI3/ESX)
more then the minimum memory of 272 meg. The Viénzack-end for VI3 is
now Java based, and it runs much better witl8@@emeg (or at least
512 meg) of COS Memory. Also increase the CPUesfa the console. By
default VMware will give it 400 mhz.

* When snapshot actions are done, they are dgnleebVVMware hostd process
that lives in the console. The act of addingeonoving a snhapshot is
all done in the console.

* When you are backing up a VM, it will have aapshot file, that is
growing in size as the VM writes to its disktex the backup is
compelte, the snapshot needs to be commitddtbahe VMDK. This is all
done in the console.

* Please give the console as much Memory and @Pybu can. Changing this
will make all the difference. Also make surteapatching you check the
memeory settings again.

--Do the phdcat speed tests on your /vmfs/voluragget some baseline disk
speeds. (search for phdcat on support.esxpressgpport board)

--After you know what your max disk speeds are, ghauld enable throttling
in esXpress. If you do not enable throttling, Wi#As will try to run as
fast as they can. They will grab all the disk that is available. On
some SANSs, having 4 hosts, with 4 VBAs eachtrgihg to read as fast as
they can, and the SANs cannot handle it. Betteniable throttling and
let esXpress time-slice the disk I/0O.

xxxxxxxxxxxx * *k% * * * *k%k * * *%
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WARNING!!

--esXpress is designed to use the VMware platfaritstfull realization of
its features. Because of this, improperly insthlbr badly designed
systems will cause esXpress to fail. But the@arfs will bring to light
any limitations in your virtual infrastructure.aly customers do not
realize they have a problem until they instak@®ss. Please test on one
host, then two, before rolling it out everywhere.

--As of version 3.0-15, esXpress is now more aggvesn the VBA.



esXpress will use the all the processor thaiviergto it. esXpress will
use 100% of all the CPU that is given to it.dfngive the VBAs 2 CPUs
then they will run at 100% each. Use resourcdspmocontrol and limit
the amount of CPU that the VBAs will use.

xxxxxxxxxxxx * *k% * * * *k%k * *

In our esXpress 2 product, the complete processagdone in the console
space, even with the console limitation, esXpresa Bewer hosts are
achieving backup speeds of 200+ GB/Hour. By runiiintje console space,
esXpress had to have limits, such as one backayirte, single cpu, using
FTP as the only available transport.

With VMware stressing that processing has to beadaut of the console
space we at PHD have taken a new direction in lodwatkup VMDK files.
http://www.vmware.com/vmtn/resources/516

With esXpress v3.1 all the limits are gone! PHIhisoducing our VBA
Technology with the latest release of esXpressA3/BA' is a Virtual
Backup Appliance. All processing in esXpress vBas/ done completely in
the virtual space, using our VBA Helper.

FEATURES

--esXpress v3.1 will create FULL and DELTA backudsour VMDK files.
Only esXpress offers Delta Backups for VMDK files

--File Level Backups are included with EnterpriBefine specific folders
in a VMDK, and esXpress will zip them up and fhém on a Backup Target.

--Simple Replication is included with esXpresdHtst A backups up to a
FTP Target, others Hosts B and C can check farbeckup archives and
restore them automatically. Thus allowing standipficated VMs at no
additional cost.

--Only esXpress backups are completely restoralifeowt having our software.

A Full is nothing more then a gzip copy of thiativmdk file.
A Delta backup is actually self restorable. Ifiysh the_delta.phd’ a
restore menu you will be presented with the restptions. This even
works in Windows with CYGWIN installed.

--No processing of disk, network or heavy CPU ia tlonsole.

All' I/O happens in the virtual space. In our &€l VBA Process.

--Run as many backups on each host as you watgaohef just one.

--If you have a 4 CPU Host server, you can settite backups to use up to
five VBA helpers. Max Helpers = # of CPU's + 1

--Completely scalable horizontally and vertically.

--Different compression methods and level are atéal for Full and Delta
backups. They are configured separately. Can beatone at a VM level.

--In this release is only FTP/SSH/SMB and/or bactauWMFS is supported.
(SSH is supported, not SFTP.)

--Support for Snapshot on Snapshot Backups, inctugeparate Targets.

--Real Encryption using AES256 for your Full andtaddackups. Encryption
is done with gnugpg, the open source versiorgpf p

--The ability to Throttle your backup speeds toitimpact to the Host.

--Some extra backup target options are availahleh as separate top level
folders for DELTA or FULL, or make the date anatliolder split.

--Backup targets will now roll over to the nextfailure. If FTP #1 gets a
FTP failure, then FTP #2 will be tried, and so on

--Integration with the VI3 client and VC. Get bagkstatus and feedback;
also issue backup commands.

--Resource Groups. Put your esXpress VBA Helpetkérresource group then
you can control their 'resources’ by using VMw#e give each VBA at least
100 mhz each.

--No Single point of failure.



--Each host is still autonomous in that it is resgible for backing up all
the VMs on it.
--Updated Backup Status in the VM notes (configlepb
--Backup Target management. Separate auto delétmsfor Network vs VMFS
--Skip a Delta backup if the VMDK has not changetts the last backup.
--The ability to backup VMs in parallel mode. IV has multiple VMDKs,
then run multiple VBAs at once to back them upanallel.
--As of version 3.1 of esXpress, up to 16 VBAs supported. This requires
a BIG license code.
--After each backup run you will still get an enegilreport.
That is one per Host that is running esXpress.
--A RETRY backup option is enabled by default. Aféebackup run, the failed
backups will be tried again.
--Detailed reporting of what backup archives ewisere, and how much space
is being used. Also includes report of Snapskage on the VMFS.

SOME ESXPRESS v3 BACKUP THEORY.

--Suppose a 25 host environment using all 4-wayeser

--Using esXpress 2, you were able to backup 25 ¥Mmce, that is one per
host in the console of each ESX Host. If youngsi proxy to backup your
VMs, then you are limited to the number of backthe proxy can run at once.
(If your proxy host has 4 CPUs, then you can4udrackups at a time max to
achieve full speed.)

--Now with esXpress v3.1, you have configured yoosts to run 3 VBA's each,
and now you are getting 75 VMs backups at ondhenvirtual space, not
just the 25 VMs being backed up in the console.

--No extra hardware is required to perform the oot the VMDK files, all
work is done by the VBA helper. (With the exceptbf your backup targets)

VI3 CLIENT INTEGRATION:
--When VMs are being backed up, a new VBA helpédrtva created for each.
--The name of this helper, is the name of the VM e VMDK that it is

be backed up.

Example: esXpress: 'W2K3 VM1, disk # 1/1: 'W2KBI1.vmdk', #13443a

--As the backup of the VM progresses, the Notdd fiethe VBA will be
updated to reflect the current backup stats tatds
Example:
_esXpress: Creating Index Map, 2%, 100 mb of 4886t 25 meg/sec, elapsed seconds: 3
_esXpress: Creating Index Map, 73%, 3025 mb 8640b at 47 meg/sec, elapsed seconds: 63

--When a backup of a VM is started, its Notes fisldpdated to reflect that
a backup is starting. This is configurable.
Example: _esXpress: 2006-09-07 13:18 - RUNNING&CBUP

--When the backup is complete, the finished stafule backup is updated
in the Notes of the VM. This is configurable.
Example:
_esXpress: 2006-09-07 14:13 - OK - 1/1/1 dighs3%) 33m/4g/4g, 01:50s, 37mb/s (130gb/hr)
_esXpress: 2006-09-07 13:00 - OK - 2/2/2 digh<€)%) 0m/2g/2g, 01:56s, 17mb/s (59gb/hr)

ISSUING COMMANDS:
--You can issue backup commands to esXpress byfyioglithe VM
display name. Commands are in the form of:
'‘Open Square bracket', 'x', ‘command’, 'Close ®dguacket'. ex: [XCOMMAND]

--Just like in esXpress 2, you can control if a \g®ts backed up hourly or



not at all by inserting text into the displaynaaiehe VM.
[x0] Do not backup

[x1] through [x9]

[x1] Backup this VM one extra time a day

[x9] Backup this VM nine extra times a day

--With esXpress v3.1, you can also issue backumtamls by adding text to the
VM displayname. The PHD_DAEMON has to be enalfidedhis feature to work.
By default it is enabled when you install the pe6s v3.1 rpm.

This background daemon uses almost no resouta@sy looks for tasks,
and issue the commands to startup and run a VBA.

--If you were to add [xNOW] (commands are casseénsitive, examples are
shown in uppercase) to the displayname of a \Wdl ,pghd daemon would see
the '[xnow]', when it does, the daemon will nereethe VM, and remove the
'[XNOW]' from the displayname, then issue the-pKBEX command to backup
this VM. It could take up to a minute before titel daemon picks up the
displayname change.

ESXPRESS COMMANDS FROM VI3 OR VC:

--To bring up and run the esXpress GUI Helper.
Go to any VM on the host and add: [xGUI] or [xJrsB [XCONFIG] and the
GUI Helper VM will be started.

--To Delta Backup a VM now:
These keywords will issue the phd-INDEX command)elta backup the VM.
The '--force' is used, so powered off VMs willtecked up also.
Example: [XINDEX] or [XDELTA] or [XNOW] or [BACKUP]

--To Special Backup a VM now:
These keywords will issue the phd-INDEX command)elta backup the VM.
The '--force' is used, so powered off VMs willecked up also.
Example: [XSPECIAL] or [XONE]
For a Special FULL Backup, use: [XSPECIALFULL][@ONEFULL]

--To FULL Backup a VM Now:
This keyword '[xFULL]" will issue the phd-FULL eomand, to Full backup the
VM. The '--force' is used, so powered off VMdlWwe backed up also.
Example: [xFULL]

--Backup ALL VMs Now:
When backing up all VMs, the normal backup alésuare used, the '--force'
command is not used with the following keywortise
Delta backup all VMs: [xALL]
Full backup all VMs: [XALLFULL] or [XFULLALL]

--Wipe Indexs, so next backup is a FULL.
[XWIPE] to wipe the indexs of the one VM
[XWIPEALL] or [XALLWIPE] to wipe the indexs of &MMs on the host.

--To clear the notes field of one VM of esXpredaimation, use [XCLEAR], [XNOTES]
To clear the notes field of ALL VMs, use [XCLEARA], [XALLCLEAR], [XALLNOTES]

PLEASE READ THE RESTORE.txt FILE ALSO.

ESXPRESS ROADMAP
--We would like to list and tell you about all tdevelopment we are doing,
but in todays world market, that's not a goodide



--Our goal (the development team) is to put outoattly point release to
include bug fixes, but mostly feature enhancement
--On speaking of bugs, since esXpress v2 for E®¥a2 released May 2006,
there have only been 5 different versions, wihyvminor changes.
--esXpress v3 for VI3 was released December 2086jon 3.1 was Jan 2008.
--On all these releases to the public, none of thewe any show-stopper bugs
in them. There is no version of the day at PHDHh®logies.
--We believe in a quality QA process.
--All ideas and suggestions from customers andoustemers are always welcomed.

thank you
PHD Technologies Inc
WWW.p2v.net or www.esxpress.com



Appendix C — 3.1 on-line GUI Help Files

Backup Mode and Frequency Options Readme

Backup Frequency (Daily/Weekly)
Set the default backup frequency mode. Automatikiyes can run either on a daily basis or a weekly
basis.
Daily - Run the Backup of All VMs every day. The baclalpwill run at the scheduled time.
Weekly - Run the Backup of All VMs every week. The backuiph run at
the scheduled time and on the cbiPay of Week. This date is selected in
the Day of Week (for Fulls or Wegkbption.If you have backups set for
Monday, and the server is not paglesn, there will be no backups until the
next Monday.

Backup Mode (Delta/Full/FLB/Test)
Select the type of backup to run, when esXpresalisd.
This applies to all backups, automatic and manual.

Delta- Make a Delta backup by default. When set to&glou also

need to select how often to make a RelvBackup.

Full - Always make a FULL backup when backing up a VWDf you set to
FULL, currently all backups made wié BULL only backups!

FLB - When backing up a VM, only a FLB backup onlfelimage level
Full and Delta backups will not be ronly FLB. If a VM has no FLB
defined, then it will not be backed tfp/ou set to FLB, currently
all backups made will be FLB only!

Test - Run in Test mode. Go through the motions of mgld backup,
but do not actually do it. Also sediop Test Backup_Level in General
Options.

Full Mode (Monthly/Weekly/First/None)

When you set Backup Mode to make Delta backupsngad to decide when to make new Full backups.
Monthly - Make a new Full backup on a monthly basis opexi#ic date of the month. 1-28.
Weekly - Make a new Full backup once a week, on a sipettify Mon-Sun.

First - Make a new Full backup once a Month, onRinst Mon-Sun day of the month.
Second - Make a new Full backup once a Month, on theo8ddMon-Sun day of the month.
Third - Make a new Full backup on a Month, on therdMon-Sun day of the month.
Forth - Make a new Full backup on a Month, on thetr&ton-Sun day of the month.
None - Do not make a new Full backup. Full backwikbe created
when they need to be. (When negedled threshold percentage is reached, or
you set the MAX_DAYS option.)

Day of Month (For_Fulls)
When you set Backup Mode to make Delta backups/andset Full Mode to Monthly, you have selected

to make a new Full backup once a Month on a spedéte defined by this option. Valid dates are 280
This value only applies to Full Mode = Monthly.

Day of Week (for Fulls or Weekly)
When you have the Backup Frequency set to Weeklyneed to set which day of the week, to make

backups on. If you set Full mode to weekly, then geed to choose the day of the week for the nés: fu
Valid days are Mon through Sun.

Update VM Notes Field in VI3 (Before/After/No)
When esXpress runs a backup, it will update thesiof your VM being backed up to reflect this. Wiaen
backup is started, the notes will say a backupbleas started. After a backup finishes, the noibder
updated to show if the backup was a success oluaefa

Before- The esXpress notes will be put before your niotékse annotation field of the VMX.

After - The esXpress notes will be put after your saatethe annotation field of the VMX.



No - The notes will not be updated by esXpress.

Enabling this option can be very helpful in proviglia quick view of backup statuses right from \irtu
Infrastructure 3 Client. If you decide you do rigelthe esXpress notes in your VMS, remember you ca
disable this feature and you can then use the cardrpdNOTESALL] to clear out the esXpress notes from
your VMs.

Commit Remaining esXpress Snapshots (Yes/No)

When esXpress goes to backup a VM, the snapstmthacked. If any esXpress snapshots are foung, the
will be removed by default. If you disable (No)ghiption, then remaining esXpress snapshots wilbeo
deleted before a backup is started. This may calmsekup to fail.

Advanced Backup Options Help ReadMe

The advanced backup options enable you to furthetral how you backups function. There are options
for setting delta thresholds and when to force Relbackups. Each option is explained in more itleta

Auto Backup Powered Off VMs (Yes/No)

When the Automatic or Backup All VMs process is,r'MMs that are powered on are not selected for
backup by default. If enabled (Yes), then powerd/ds will also be backed up. A snapshot will kb
applied before the backup, and removed afterwdrus.default here is No.

THRESHOLDS

Enable Delta Threshold (Yes/No)

When the Backup Mode is set to Delta backups, ymiigured how often and when to make a new Full
backup. This option will allow you to make a newllBackup when the percent of delta blocks exceeds
pre-set limit. When set to Yes, the delta thredlp@rcentage is checked and enforced.

Delta Threshold Percent (Make Full if >)

If you enabled the Backup Threshold, then you rieesit a delta threshold percent. For exampleufset
this percent to 30%, and the backup has more tl@n&elta blocks out of all total blocks, then alFul
backup is made instead. The current delta is noemiaut a Full is made instead. The threshold pe¢age
options are a key feature of the esxpress DelthAri@ogy Engine providing the ability to control whe
Fulls are taken in relation to the percentage ofwin of your individual guests.

Backup Duplicate VMDK Names

By default esXpress will skip any virtual machiweth a duplicate VMDK name. This is do to a bug in
VI3.01. If you want to force the backup of a VM Wwitluplicate vmdks enable this option. It is
recommended to not use this option and instea@ciotine duplicate names.

MINIMUM FREE SPACE

Minimum FREE SPACE required on the VM VMFS (3 GB+)

When esXpress goes to backup a VM, some free spaeguired on the VMFS where the VMX file for
the VM lives. By default VMware will put the snapmtin the same folder as the VMX, this also appices
all disks in the VM. This option is the minimum aomt of space required to be free on a VMFS for
esXpress to backup a VM. The value is set in gitgh

If you have set the snapshot pathing parametetisérWVMX to store your snapshots on a different VMFS
location, esXpress will not understand that, anitl heck space where the VMX is. Unregister andeno
the VMX to the other location and reregister it othere.

Abort Backup If Less Then X GB FREE on VM VMFS (1 GB+)
If while a VM is being backed up, and if the frggmese on the VMFS, where the VMX lives, falls below
this value, then the running backup will be abarfehis is a very important option to set correttbcause



if you run out of space for a snapshot, the VM Vaittk up, and you could have possible snapshot
corruption.

FORCE FULL BACKUPS

Enable Max Days For New FULL (Yes/No)

esXpress Delta Backups are based on a Full ba8aifn restore a Delta archive, you must also haee t
Full archive. With current scheduling options sitpossible that you could miss a Full backup cycle.
Suppose this sample scenario occurs. You havehasirset to do Full backups on the First Fridathef
month. On that day, the power is down. Come Sungtaty power everything back up, and you are still
running Deltas, because Friday was your Full dadjaas missed due to the power outage. This waaild b
OK, but your backup routine is to delete last merfthlls, and now you do not have them any more.

When you enable this option (Yes), anytime a Deltkup is made, the number of calendar days are
checked from the last Full backup. If it exceedsNtax Days, then a new Full backup will be madés T&h
an important fail-safe option providing the ability ensure Full backups are not missed and yourrmewe
into a restore situation where you don't have thiedrchive.

Maximum Days Before Making New FULL (1-999)
This is the maximum number of calendar days thHatlebackup can be aged before a new Full will be
made. This is in calendar days.

Use Manual Firewall Rules (Yes/No=Open Holes in Fawall)
Even though esXpress uses VBAs and all backup psotgis done in the virtual machines, some things
still happen in the console space. By default eeXpwill open outbound holes in the host firewdien
needed. These holes are not closed, but are #mapotarily, until the host is rebooted or the fiadivis
restarted.
Yes -Run in Secure Mode. esXpress will not open ang$ol the
host firewall, you must do this manyafi the VI3 configuration.
No -Do not run in Secure Mode, open holes in the faléwhen needed.
This is the default option.

esXpress needs to communicate from the consoke flw reasons.
* If you opted to send mail from the console,eeds to be able to
communicate with the SMTP server.
* Currently the restore process is in the conssdeto do a restore,
the Net backup targets need to be indexedimsddulled through FTP or SSH.
* And if you enabled Trim mode, it again needsnidex the Net targets
and connect to do the actual deletes.

OTHER ADVANCED OPTIONS

Treat VMS with existing SNAPSHOTS as Error (Yes/No)
When esXpress backs up a VM, it decides if it w&oad backup, or a Warning, or an ERROR. By
default, VMs with snapshots are not backed up, aaedreated as a WARNING (in the emails).
Yes- Treat VMs with existing snapshots as a WARNINGgmails) in the
Daily Backup Log / Email.
No -Do not treat them as WARNINGS (errors). Will nause a WARNING
in the email8Be Careful when setting this option to No, as ydung
longer receive the emails as WARNINGh@uld loose track of a VM that is not
being backed up due to an existing smaipsrror.

Treat Indep Mode Disk Warnings as an Error (Yes/No)
When esXpress backs up a VM, it will add a snapshiitfirst. When a VM has an Independent Mode
disk, a snapshot is not applied to it. esXpreskstill backup the other disks and skip the indesam
disks. This is useful for RDMs.

Yes -When encountering an Independent Mode disk, ireatan WARNING (in emails).

No - Do not treat an independent mode disk as an guasirnote it and move along.



Automatic Backup Options Help ReadMe

Run esXpress Daemon (Yes/No)

esXpress has a tiny daemon running in the backgrdtsiname is phd_daemon. This daemon is required
for certain functions of esXpress to properly wofkhe daemon does not run the daily backup thhieis

cron job phd_backup.

The daemon is responsible for doing the followiagks:
* Committing left-over snapshots from VMotionedckaps, or backups
that did not clean up nicely. When you use dréxt in the VI3 client
to issue commands to esXpress, the daemoe préitess what checks,
finds and runs these commands.
* The restore queue is run by the daemon. It $esréor backup jobs and runs them.

It is strongly recommended you keep this valuéos¥es unless you have a specific situation on kost
where you can't have the phd daemon running. Kkample maybe a troubleshooting situation.

Enable Automatic Backup (Yes/No)

This option controls if automatic backup operatians run. This applies to automatic daily and hourl
backups, and Trim mode deletes. When set to NOptilde backup cronjob will exit when called and no
automatic backups will run. If the daemon is gtitlbled, you can still launch jobs with the Vit.

Automatic Backup Start Time (00-23)

This is the time of day to start running the autbendaily backups. The automatic backups run thhoug
cron.hourly, which is called every hour. Every hatren the esXpress phd_backup script is called, it
checks to see if the current time is equal to eatgr then the start time. If so, then the daitkba index-
all is called.

Automatic Backup Start Delay in Hours (0-9)

You should configure all your hosts to start backapthe same time. For some sites this can bentmt
of a load on your environment, especially on yoackup targets. The Start Delay Option is a way to
address this issue so you don't have to staggeStareTime on your different hosts. <i>Only usis th
option if you having load issues in your environméinot take the default of O ( No Delay )</i>

When esXpress runs a Backup All, the backup arshéllehave the same timestamp of when the backup
started, even though they do not all run at thet 8tae. By using the delay, all the archives drita¢ hosts
will have the same time stamp. This is importatduse when a VM gets VMotioned to another host, th
date-stamp is checked on the last time that VM lveacked up. If it matches the current backup ruen th
the VM is marked as backed up. If the timestamoisthe same, then the VM is backed up again.

Do Not Start Automatic Backup After (00-23)

When Automatic Backups are checked to run, theeotitime must be equal to or greater then the Start
Time, and Less then this value, the Do Not StatéAfime. Suppose your host had a problem, arigein
morning you came in and rebooted it. You do nattwau backups starting then and affect your
production workloads.

If backups are currently running, backups will metase running at this time, but an email will betse
notifying you that the backups are still runningpisitime has only to do with starting of the backuip
and when you start notifying you.

Retry Failed Backups

When the Automatic Backup All runs, you can havetty failed backups after it has completed. Yan c
also manually run a RETY Backup All. You can dsstfiom the VI3 client with the control text
[XRETRY] or [XRETRYFULL]. A RETRY is when any backup has been marked as=kill be tried
again. If the VM has multiple disks, then all diskl be backed up again.

No- Do not retry the failed backups when runningadbtomatic Daily Backup All.



Yes esXpress will run the retry of failed backupsathe Daily Backup All, regardless of
the time.

Before - If the current time is before the NOT_AFTER tintteen failed backups will be tried
again. This applies to the Daily Bag All. If selected, esXpress will always retry
a failed backup during the Daily Bag All if the current time is less then
the 'Do Not Start Automatic Backufiek value.

Always - esXpress will always retry failed backups onBfaly Backup All, and then you
manually run a BACKUP ALL from thd3 client or from the phd menu. Anytime all
VMs are backed up, the failed VM4 e tried again.

When the Retry is run from the Automatic or thekBacAll command, the same Date/Time stamp for the
backups is used. This means, if your VM has 2 digidsdisk 1 backed up OK, and disk 2 failed, @ th
retry both disks will be backed up again, and thekup for disk 1 will be over written with the Retr
backup.

Allow [X] Command from VI3 (Yes/No/SingleVM)
When the phd_daemon is enabled, you can issue codata esXpress from within the VI3 client by
updating the VM display name. These commands cekupaone VM, or all the VMs. These commands
are a nice feature, but sometimes you need tahese off.

Yes - All the [x] commands are enabled.

No - None of the [x] commands are enabled.

SingleVM - Only commands that affect a single VM will béoaled.

The commands like [XALL] Wilot be processed.

Once the esXpress back-end daemon runs the [X] emmhibis removed from the VM Display Nan#nd
these commands are NOT CASE SENSITIVE. xNOW = xnow.

Example of some [x] Commands that can be used.

XFULL], [xFullAll]

Make a Full Backup of the VM now. [xfullall] willreate a full backup of all VMs.

[XNOW], [XINDEX], [XDELTA], [XBACKUP], [XALL]<

Make a Delta Backup of the VM now. To Delta Bacldld. VMs, use[xALL]

[FLB]

Make a File Level Backup (FLB) only of the VM now.

[GUI] [XCFG] [XCONFIG]

Start up the esXpress GUI Helper.

[XSPECIAL] [xONE]

Make a special backup of the VM now.

[XWIPE], [XWIPEALL] [XALLWIPE]

This will Wipe the index of the VM. This will forcthe Next backup to be a FULL. To do all VMs use th
[XALL].

[xnotes], [xallnotes]

To clear the Notes Fields of esXpress test for avde{xnotes]. To clear the notes field of ALL VMs, use
[XAlINotes].

[XRETRY] [XRETRYFULL]

Will manually retry a failed backup.

THROTTLING OPTIONS

Enable Backup Speed Throttle (Yes/No/By Time)
esXpress backups have a novel feature, which aj@udgo slow down the speed of the VBA while
running your backups. Normally software has optimnsiake it run faster, but esXpress also givetheu
option of applying a speed limit, a throttle, towldown the backup speed. Since esXpress run¥Ba
just like any other VM on the host, the CPU researcan be limited by the VI3 Resource Pools, bereth
is no easy way to limit disk 1/O.
Yes- Run with the Throttle enabled. This applies tdl Backups, and the
Indexing phase of Delta Backups.
No- Do not use the Throttle. Let the VBAs run ag testhey can.
By Time -Only use the throttle between the specified tiriéss way you can
have any backups that run duwogking hours, to be set at a speed limit,
not to affecting the environment.



Why enable throttling?

ESX does not provide any disk slicing. Whichever ghMbs the disk first it holds it until it releadbs

disk I/O. In larger environments with many backbeen run from VMs on the same disk throttling stoul
level out the 1/0 speeds and actually may imprineeaverall backup performance for the entire
environment.

Maximum Disk I/O Speed (MB per second)

If you enabled the Throttle, then you need to seta speed. This is in megabytes per second. ulfsgd

to 30, then each VBA will not process data anydagten 30 megabytes per second. For Free (13)&nd
(18) versions there is a max throttle limit autoicedty set.

Throttle Only Between Hours Starting (00-23)

This is the start time for throttling backups. Bapk started after this time, but before the entimg will
be throttled. This time is only checked when theldo@ is started. If a backup is already runningl gne
throttle time comes into play, it will apply to thext VMDK backup started.

Throttle Only Between Hours Ending (00-23)

This is the end time for throttling backups. Backgparted before this time, but after the startimg will
be throttled. This time is only checked when theldo@ is started. If a backup is already runnimgl the
throttle time comes into play, it will apply to thext VMDK backup started.

COMPRESSION OPTIONS

Full Compression (gzip / 6gzip / 9gzip / 1zop / n@z)
Set the type of compression to use for Full Backups

Delta Compression (gzip / 6gzip / 9gzip / Izop / a@)
Set the type of compression for Delta Backups.

When esXpress makes a backup archive, it usesrgtry standard compression methods. The Full
backup from esXpress is nothing more then the malgf MDK file that has been compressed. Nothing
extra. You can always restore a Full backup by Birapcompressing the Full backup.

gzip - The default option for esXpress, which is gdip

6gzip- This is gzip -6, the normal compression levet tidp uses.

9gzip- Thus is gzip -9, this is the maximum amountahpression.

Izop - This is for Izop compression instead.

nozip - If you want no compression.

When choosing your compression level and typeate this into consideration. esXpress by defadsu
gzip (-1) to compress. It gives the best speedzesteade off. Plus it is standard on every Lirund ESX
server. It is also easily obtainable for Windowsdhéh you choose 9gzip over gzip (-1), the fileslban
smaller, but it will take twice as long to compre$you choose to use lzop, it can be twice has éa gzip
(-1), but the files will be 15 percent larger oreeage.

VM Display Name Matching Help Button Readme

For Automatic andBackup ALL VMs, you can include/exclude VMs
by a match of th®isplayName.This anegrep match.
In the examples, single quotes (') are shown, #neyot part of the text.

Use . (dot) for any character.
Touse T or '(",enteritas "\[' or \('
This applies to most special characters.

Using an egrep match



To check for a match, esXpress calls egrep andymasmatch string. Here is
the actual code that is called. What you entehénMATCH field is replaced
in the following statement.

echo " $NAME " | egrep -i "(<b>${ONLY_BACKUP_MATCH/b>)"

If your MATCH string is '<b>master</b>', then thenemand run would be:
echo " $NAME " | egrep -i "(<b>master</b>)"

This is an egrep expression, the '-i' makes theekamse insensitive and this
also means that some characters have special ngeanin

Characters. \+ *~${[]} () and just about most other characters mean
something special to egrep. Use a backslash tpeshe special characters.
The period will match any character. Use periodslate of spaces.

In the example below, in the detail, us to mean match any one character.
The pipe'|' symbol is used for ator' MATCH string (in the bold examples).

SIMPLE MATCHES:

Gold
Only match machines with <b>gold</b> in the disptayne.

Master|Do.Not.Backup
Match VMs with eithemaster or do?not?backupin the display name.

2005-..-..
Match VMs that hav@005-??-?7n the name.

2006-[0-9][0-9]-[0-9][0-9]
Match VMs that hav2006-nn-nnwhere n=0-9

\.\.master\.\.
Match VMs that havemaster..in the display hame.

..master..
Match VMs that hav@?master??in the display name.

Auto Delete Theory Button ReadMe

esXpress has the ability to delete backups fronBdekup Target(s) according to the
retention policy you configure. You can configuifetent retention policies for VMFS
and NET backup targets separately.

Auto deletes are a licensed feature of esXpress.
There are two different modes of operation anddfae also enabled separately.

Method 1, Delete before/after each VMDK backup. This istecolted by the
NET/VMFS AUTO DELETE OptioiY,es/No/Test

Method 2, Trim Mode, where the Host will check and deléliesffrom the targets
every hour. This is enabled byyEINABLE TRIM MODE check box,
and uses the NET/VMFS AUTO DELE®Rtion,Yes/No/Test



If TRIM mode is enabled, then normal deletes wiit happen. It is one or the other.

When deletes are run, the Backup Targets needitalb&ed, and then the backup files are
then deleted. This act of indexing the targetsazarse a lot of I/O. If you have a large

amount of VMDK files, (in the hundreds+, which cduhean thousands of files on the Backup
Targets) then it is better to have one host (guB)in Trim Mode (Method 2) instead

of having each VBA run its own delete process.

Example: If you have 10 hosts, with 4 VBAs each, the act@fVBAs trying to index the
Backup Targets will take more 1/O then the backingsnselves. Better to have 1 or 2 hosts
running inTrim Mode. This is a limitation of your FTP server or otterckup target.

Trim mode follows the NET and VMFS AUTO DELETE flafpr Yes/No/Test.
Once enabled, every hour the Backup Targets wilhdexed and files will be deleted based
on the number of DAYs to keep for Fulls and Deltas.

Target Auto-Delete Options

Method 1 Deletes will be attempted before ffURGE FULLS Before Backupis enabled)
and after a VMDK is backed up. RdBackups will also be deleted before a backup
if you havalso Purge Deltasis enabled. Assuming that
ENABLE NET/VMFS AUTO DELETE s set forYes/No/Test.

The optionDelete Matching Deltas with Fullwill delete Delta Backups that match the Full
backup that is currently being deleted.

TheNumber of Daysto keep is not calendar days, but unique daystobhbackups on the
Backup Targets. IFull Days=2, then Two days of Full Backups will be kept be backup
targets not 2 backups. This same rule applies ta®Backups.

Sample:Keep 1 Full and 14 Deltas, but do FULLs once attmon
Set Full Days=1 and Delta Days=14.
Enabl®elete Matching This will keep 1 FULL and anytime a FULL is deddt
the matching delta backups will leéetkd too.
With Days=14, only 14 days of deléh be kept.

Sample: Keep 2 FULLs and the Deltas that match, but do E&Jane a week.
Set Full Days=2 and Delta Days=14.
Enabl®elete Matching This will keep 2 FULLs and anytime a FULL is deld,
the matching delta backups will leéetkd too.
With Days=14, it's just there asa&ch-all.

Minimum Calendar Days for Fulls Option - set sepelyafor Network and VMFS targets
- Applies toFull Backups Only and will override the Unique Days
Delete Settings
- For example is you set this option to 14 dégstno Full Backups made
less the 14 days will be deleted.
- This option provides additional flexibility drow long you want to keep
your Fulls on a Backup Target.

To Auto Delete from a Backup Target, it must hawe Auto-Delete option enabled in the
Backup Target Configuration and Roll-Over must &k except when using Local CFG
Targets, only those targets defined will have theitkups deleted from.

The same rules apply to One-Up Special Backups.

If you enablePurge Fulls Before Backup FULL backups will be deleted from the Backup
Targetsbefore the FULL backup runs for that VMDK. Purge Days = FULL DAYS -1



If DAYS=1, then Purge will run with ZERO days, adelete all other Full backups.
If DAYS=3, then Purge will run with TWO days.

When EnabledAlso Purge Deltaswill Purge Delta Backups using the same rules as th
FULL Backup Purge before a backup for a VMDK ist&d.



Template Help Button ReadMe

TEMPLATE BACKUP THEORY

Templates are a Licensed feature of esXpress.

When backing up Templates, no snapshot will be ddol¢he Template VM if they are not registereéas
VM on the host running the template backups. Reggst Templates will be backed up like a normal VM,
this includes the adding/removing of a backup shaps

The name of a Template Backup are prepended with _oh the backup targets.
TEMPLATE CONFIGURATION OPTIONS :

Auto Backup Registered Templates:
When enabled, templates that are currently regidtas a VM on this host will be backed up like anmel
VM. If not enabled, then will be skipped.

Auto Backup All Found Templates:
At the end of the daily backup all run, if this impt is enabled, all Templates found on the VMFS h&l
backed up. The entire VMFS will be searched fortwfites. If any are found, this host will back theup.

Template Backup Target:

Use this target for the Template backups. You eanhss to use the system default backup targetgw
can set a specific target for the Templates.

Setting to 0 (zero) will use the system defaults;hmose 1-9

When doing a Delta backup of a Template, the SKIP_STCHANGED will be automatically enabled.
If a Template has not changed since the last batkeurrent Delta backup will be skipped.



Snapshot Help Button ReadMe

SnapShot on SnapShots Backups
SNAPSHOT ON SHAPSHOTS OPTIONS:

Enabled Snapshot on Snapshots
You must enable the snap on snap module. It is I@Fdefault.

Commit Consolidate Helper Snapshot:

If esXpress comes across any leftover <b>Consealitl@per</b> snapshots, should it commit them?
When enabled esXpress will try to commit them. Siinmes they get left behind when the VMware snap
manager has a problem removing snapshots.

Default Target:

Use this target first for the Snap on Snap back¥pa.can set this to use the system default bathgets,
or you can set it to start at a specific targetSoaps on Snaps.

Setting todef(zero) will use the system defaults, or choosectateO.

This target will be tried first by esXpress, ifgharget fails, then the system default targetsheilused.

Connection Authentication Method

When using the vcbSnapshot command (required fapsson snaps) you MUST create a local user on the
localhost (through the VI3 client) or use a VC used a VC host. You can use the
/etc/vmware/backuptools.conto store this information or esXpress can stor y#ost/User/Password
required for the vcbhSnapshot command.

ChoosessXpressto have esXpress store the User and Password.

This is stored in plain text.

ChooseVCB to store the User and Password in the /etc/vmWvac&lptools.conf file. This is stored in
plain text.

Validate Against:

When you have define the User and Password toyasdhave to tell esXpress where to validate this
against. This can be the localhost if you are usitgral user, or you can use a VC Host. If youusiag
Virtual Center, please enter the IP (or FQDN) @& YC Server.

Snapshot Authorization User

The snapshot user needs to be able to searche cneadify, add/remove snapshots. But currently drily
used for removing snapshots, when using snapsapssi&ven if this user is configured wrong, esXgres
will still add a snapshot to a VM and back it upthe end leaving leftover 'esXpress' snapshotsilllt
send an ERROR message when this happens.

Authorization Password:
This is the password to use for the user defined@lRemember if you use a local user, make sui@ei
not expire or force a password change.

SNAP ON SNAP THEORY

esXpress now provides support for backing up VM wkisting Snapshots.

This means that if a VM already has a snapshot, &s&press will add a new one, back it up, therorem
the esXpress snapshot. This will only backup theett view of the VM.

It will not backup all the snapshots.

To enable snaps on snaps, the VMware console cothrizgvcbSnapshot</b> must be used. This is not
the VCB mounter, but a command program that is lgeghpn each host. esXpress will only use the
command to remove the snapshot, not to add it.



When archives are created on the Backup Targstghfalder will created that is the same name as the
snhapshot under the normal VM_NAME Folder. Snapsiates will be _ss_Snapshot_Name_Here. They
are prepended withss_

With Snaps on Snaps enabled, esXpress will berado¢ aggressive to make sure you get a backap. If
VM has snap problems, esXpress will still add a seapshot and continue to backup the VM. We do this
because it is better to have a nightly backup, tbsa your snapshots and have nothing.

Backup Target Help Button ReadMe

esXpress v3 release TARGETS readme

copyright 2007, PHD Technologies, Inc., www.p2v, vetvw.esxpress.com
by ron mckelvey, Feb 2007

This file is /home/phd/bin/TARGETS.txt

B R B S T B R B R R R T B B
esXpress v3 gives you the option of nine backugetst More targets will be
added in the future.

CONFIGURATION OPTIONS PER BACKUP / RESTORE TARGET:
Name - You can assign a nickname to each backgpttar

Transport Type (SSH/FTP) - Currently supported badkansports are FTP and
SSH. Between FTP and SSH, the faster is Bll#gys. If you are using
FTP and going to a windows server, make sateuge FileZilla, as IS is
not so great.

Network Port - Set the network port. When you cleo8SH or FTP the port will be
changed for you, unless you made it sometbirgg then the normal 21 or 22.

Target Type (Backup/Restore/Both) - Each backugetazan be one of three types.

Both - The Target is Both a Restore and ekBp Target

Backup - This target will be used for backugbyoFor normal backups, you
must have a Target set to Backup.

This Target will not be indexed festores.

Restore - To restore an esXpress backup, thtoRetargets are indexed,
and any esXpress backups found (@ctuversion 2) are loaded
into a database, that you can brdtwsmigh the phd menu.

If you have no target set to Resttiten you cannot restore
backups. If you cannot find your bagkvhen restoring, remember
to re-index the Backup Targets.

Roll-Over (Yes/No)
When normal backups run, be it nightly or a-apeonly Targets that have
enabled Roll-Over are used. You must have &@adarget configured for
Roll-Over if you want to do backups.

As the once a day backup runs, each VM is lzhoke When a VBA is started
it will look for a Backup Target to use. It Wilycle through target 1 to

target 9. The ones set for Backup and Roll-Quitibe tried for backup.

If the backup fails to the selected targetnttiee next Roll-Over target

will be selected.



Local CFG options will override and use thealomonfigured Targets instead
of the Roll-Over targets.

Auto Delete
After a VMDK is backed up successfully (or breflp the Backup Targets with
Auto Delete are indexed, and the matching emesleleted. The backups are
matched by VM name and UUID, then the VMDK S ID and Name.

Target Server
This is the Fully Qualified Domain Name (FQD®)the IP Address is the
backup target. Using the IP address is alwayeh as DNS can never
cause you a problem.

User Name
This is the username for the SSH or FTP seridseng Domain\User is OK,
but funny characters in the User Name, sudQuases, Dollar Signs and
other symbols can cause problems.

User Password
This is the password for the SSH or FTP seniaenot use characters
like ‘@' or '$3$' in the passwords.

Backup Folder
This is the backup folder to use on the NE§earOnce connected to the
FTP or SSH service, a change directory we b®peed to this backup path.
This path must exist on the backup serverijlitnet be created.

When backups are made, normal FTP is used, bigstares a URL is built to read

the backups from the Backup Targets.

This URL is ftp://user:pass@site/folder/backup.phd

You can see how certain characters will cause prolin the URL.

R R R R R
TARGET THEORY

When setting up the Backup and Restore Targetse tre many different ways to
get the result you need.

EXAMPLE 1, Simple Config:

Target #1, Configure to your Backup/Restore share.
Target #2, Make it a dupe of the Target #1, thig e@Xpress will always try
the Target #2 if there is a Failuresome reason.

EXAMPLE 2, More complex, a backup server with 2 mibpoints for backup space.

Target #1, Configure Host #1 to backup to Targetwtiich is mount point #1.
Also make Target #1 a Backup Target Only
Such as: /backups/1

Target #2, Configure as a dupe to Target #1

Target #4, Configure Target #4 to be a Restore éfaiithis way you can see all
the backups from all the mount points.
Such as: /backups

Now on another Host, you would configure the Backofder to the other mount
point.
Target #1, Configure Host #2 to backup to Targetwtich is mount point #2.



Also make Target #1 a Backup Target Only
Such as: /backups/2
Target #2, Configure as a dupe to Target #1
Target #4, Configure Target #4 to be a Restoreéfaiithis way you can see all
the backups from all the mount points.
Such as: /backups

You can send backups to different Backup Targetifberent Backup Hosts,
even the Fulls can be one place, and the Deltasother. As long as esXpress
can index the Restore Target, the backups cansheree.

SMTP Help Button ReadMe

ESXPRESS EMAIL NOTIFICATIONS

esXpress includes the ability to send detailedistegports after the daily backup run, or afteniiial
one-up backups. This also includes reports bas¢heoarchives on the Backup Targets.

The email options for which reports to send andmtieesend them are explained below. These are the
checkbox options in the GUI.

Send Email From Console instead of using a VBA

esXpress can send its emails from the consoleedtfitist or by using a VBA. When set to 'Yes' a VBA
Helper will be built and turned on just to sendeamail. If no helpers are currently available (bessathey
are all running) the email process will wait umtile is available.

Q: Why send emails from a VBA?
A: Because your console cannot see the network $bIFP server is on, or because of security pdlicie

In the Helper Options, then for Email Helpers dre options to configure when using a VBA to seral th
emails. You can even use a different Virtual Net@nstead of the backup network) to send the email
from the VBA.

Sending from the console is easiest but sometirmepassible. If you choose to send the emails fiioen
console an outbound hole in the Host firewall il opened to the SMTP server. (Unless you are mgnni
esXpress in Secure Mode)

Attach backup Log as a PDF Report instead of plaitext

When esXpress sends the Status or Backup Targat e have the option of including it as a PEHY
is the default) file. These reports can be vergland using a PDF makes them easier to manageoktre
summary is still included in the body of the enzddng with the attached PDF report.

Include Host Name in Email Subject

When the esXpress emails are sent, you can cosfiferFrom and To variables for the email. In addit
you can also include the host name in the emaijesti This is not the complete hostname, but tmdy
first part of it. When set to "Yes', the email sdbjwill include the host name 'Host1'.

Example: esXpress: Hostl, Backup Report

Send Nothing to Backup Email

Everyday the esXpress cronjob runs and selectgittgeto backup. Sometimes you might not have any
VMs to backup. When this happens, esXpress wiltlsenemail with the subject 'Nothing to Backupeto
you know. By default this is 'Yes', and this neteEmail will be sent when there is nothing seletoeoe
backed up. Set to 'No' if you do not want to reedhis email notification.



Enable Status Report after Backup All

After the daily backup run or after running the Bag All command, esXpress will send an email wita t
backup status and backup report. These are thdsctimati tell you if the backup was ALL GOOD,
WARNING or ERROR status. This status is part oféh®ail SUBJECT line.

Yes- The default for this is 'Yes', to send the eratitus reports.

No - When set to 'No' you will not get this email fligttion.

Error — Do not send the status email if it is ‘All Good’

This email includes the Daily Backup Status Repdgrich is the summary showing which VMDKs and
VMs were backed up and when, along with their statu

If there were any messages in the esxpress baclupviar/log/esxpress.log) that contain 'WARN:'rthe
they are included after the summary. The same epfi any messages with 'ERROR:" in them. These
WARN and ERROR messages are included in a sepseetion in the body of the email for easy viewing.
If the log contains 'ERROR:' then the email subjg@RROR. If no error but the log contains 'WARN:'
then the email subject is WARNING. If neither, the subject is ALL GOOD.

In addition to the summaries the complete backgpdancluded too. This log can be very long ds itery
detailed. (When you have a support issue thisdagsually key to solving the problem.) This log &en
included in the email as text (formatted html) tiaehed as a PDF.

Send Status Email for One-Up Backups (from Consol@nly)

Enabling this option allows email notificationskie send after individual VM backups. This appl@amty
backup not run automatically, or not run as pathefBackup All command. This applies to backups ru
from '[XNOW]' r as a one-up from the phd menu.

Yes- Send an email with the backup report from armviddal backup

No - Do not send individual email notifications aftedividual backups.

These One-Up emails are currently only send froenctinsole. A VBA will not be used for this. (This
might change in the future). This option can deanabled per VM and to different email addressése
Local VM Configuration file.

RESTORE QUEUE EMAILS

When you are doing restores through the Backgr@®awkup Queue, you will get an email notification at
the end of the restore process. You only get thailean restores run through the queue. You will gett
an email for restores that you do in the foreground

This report is the summary of who and when theoregbb was submitted and the complete output from
the restore process. This is the same as whatg@when running a restore in the foreground.

The restore subject will reflect the success ofréfstore job:
RESTORE, OK filename.vmdk
RESTORE, ERROR filename.vmdk

If you (a person) submitted the restore to the gemknd restore queue, the subject will be RESTARE.
the restore was from Replication or a Mass Redtme subject will be REPLICATION.

Send Status Email on ERROR Backup

This is similar to the previous option for One-Upail notifications. When enabled a VM backup status
email (like in the previous option) will be sentif¥M backup has an ERROR status.

Yes- Send One-Up emails if a VM backup gets an ERROR.

No - Do not force sending a One-Up email on errors.

If this is enabled, and the Backup All is runniggu will get an email notification for any VM thtdils a
backup with an ERROR status. This allows you tovkmearly in the backup run about a failure so yan ¢
fix it before the entire run fails.

Enable Backup Target Report after Backup All



After the daily backup runs or after running thecBap All command, esXpress will send an email it
stats from the Backup Targets. This is based obale&up archives found on the backup targets when
selected for restore. The Backup Target repotnsfrom the same database that you use when

doing a restore. If the backup archives are notveha the restore menus then they will not be ideldiin
this report.

Yes- Send the Backup Target report after a Backup All

No - Do not send the Backup Target report. This ésdéfault.

Normally you would only set one host or two forstieport. Enable this option on the slowest host yo
have, this way you get the Backup Target repoeraf the backups are basically done for the day.

The subject for this report is: '‘Backup Target R€po

This report package is made up of six basic reports

. Archive Summary per Backup Target.

. Summary report by each Date, sorted by Date évebiog.

. Delta backups that do not have a matching Fadkbp.

. Summary report for each VM by VMDK. Sorted by WAME / VMDK File.
. Summary report for each VM, sorted by VM NAME.

. Summary report for each VMDK, sorted by the VMD&me.

OO WNPE

Then report 5 and 6 are also included sorted by Baskup Date descending
and by Largest Used Size descending.

ADDITIONAL ESXPRESS EMAIL NOTIFICATIONS
In addition to the mentioned email reports theeestill a few more to be discussed.

Notice, Backups still running

When you configure automatic backups to run youfigare a time to start the backup and a 'Not After'
time. This 'Not After' time also triggers an emaitification if the backups are still running afthis time.
This backup includes a 'ps -ef' showing the ph@gsses still running along with the esXpress batgp
Check the end of the backup log, is the backupadlgtstill running?

Notice, PAUSE Lock set, Daily Backups Cannot Start

When the Daily Backup jobs goes to run, it will chéo see if there is a system PAUSE (esXpres&) loc
set. If the PAUSE lock is set, then you will geteamail notification warning you that the Daily Bagds
cannot run because you have the PAUSE lock set.

Notice, ABORT/STOP Lock set, Daily Backups Cannot tart

When the Daily Backup jobs goes to run, it will ckéo see if there is a system STOP or ABORT
(esXpress) lock set. If either lock is set, then ywill get an email notification warning you thtae Daily
Backups cannot run because you have the ABORT/So¢set.



VBA Theory Button ReadMe

About VBAs ( Virtual Backup Appliance )
VBA OPTIONS

Helper VMFS Location:

A defaultVMFS must be defined, this VMFS must have space avaifab the VBASs.
These Helpers must live orvarsion 3 VMFS,

Each will require at least 3 GB then they are ragnirheir VMDKSs are deleted when idle.

A Local VMFS is always better then a SAN (no semasting SAN space)
Special Characters in the VMFS name will cause lprob.
Such as having one named ISQO's. Use ISOs instead.

Maximum Running Backup VBA Helpers:

This is the maximum number of VBAS to run at anyegi time. The GUI does not get included in this
count. The max number of VBA helpers a host canisuhe number of Host CPUs+1. A 2-way host will
run a max of 3 VBAs. Up to 16 VBASs are supportgcebXpress v3.1.

Maximum Automatic Backup VBA Helpers:
You define the Number of VBA Auto Helpers to runoate.
Auto Helpers applies when running a Backup Alller Daily Once-A-Day Backup.

Run Helpers in Parallel:

You can run your VMDK backups in Parallel, whichans if a VM has multiple disks, esXpress will back
them up at the same time. It enables the abilityackup multiple VMDKSs using multiple VBAs at ondé.
Parallel is No, then the VMDKSs will be backed upeat a time per VM.

Number of VBA CPUs
The default here is 1 CPU. If you give the VBA m@ieUs, it will use them. Do not give multiple CPids
the VBA if your host cannot support each VBA usihgr 4 CPUs.

Helper Attitude:

When you give the VBA multiple CPUs, setting thttatle to <b>More</b> will cause the backups to run
multi-threaded in the VBAs. Right now this only &pp to making Delta index maps, but multi-threaded
Fulls are coming.

VBA NETWORK OPTIONS

For each VBA helper you need to define the netveettkings. Since a VBA is just a VM and if you wémt

do network backups, then they need to have an fresd. This address can be assigned by DHCP or hard
coded. If you have a separate network for email, gan assign different network settings for the Ema
Helper.

When VBA Helpers are chosen to be used, any avaiteddper might be called. If you have 4 VBAs set a
your max to run, that does not mean Helper 1 utiphly 4 at once. Helpers are used if they haeé th
network configured. If they have a DHCP enable&tatic with an IP set, then they will be used. ®lak
sure you disable DHCP and set no static if youatonant a particular VBA Helper to run.

VBA THEORY

esXpress uses VBAs, Virtual Backup Appliances tdquen backups of other Virtual Machines. Because
esXpress is a VBA you can run one VBA per CPU host. If you have a 4-way host, then you should be
able to run 4 VBA backups.



A VBA is atiny VM that is created and controlled the backend esXpress processes. When a request is
made for a backup, the esXpress backend will afthpshot to the VM, then associate the disk to be
backed up to the VBA, then the VBA is powered ulpe Hisk is backed up, then the VM is powered off,
and the snapshot is removed from the VM.

Since the VBAs are VMs, they need a VMFS (v3) tstean, and a Virtual Network to use (if NET
backups are enabled). All of the I/O involved whaeking up the VM is done totally within the VM,
including backing up to VMFS.

Once a VBA is created esXpress will try and keepdgistered. If creating or starting a VBA failsetVBA
VM will be unregistered from the host, and thercreated. When a VBA helper has popped out of a
resource pool this is the reason. There was ae issking it, and it was removed and recreated.

You cannot manually 'Power On' a VBA, they are clatgby controlled by the esXpress backend. Big it
always safe to power-off or remove the VBAs wheadesl.

By default the VBAs use 256 meg of memory, and UCFhe VBA will have up to 5 drives associated
with it at any given time. When a VBA is Idle, ordywWMX file should exist on the host. The drives tloe
VBA are created on demand when a backup is reciieste

FLB Theory Button ReadMe

File Level Backup (FLB) Options

Enable file level backups (FLB) plug-in:

The FLB option must be enabled here (or in the i@yaration, (F)LB Configuration menu in phd text
mode) or FLB backups will not run. This option lwady enables the FLB Module. The FLB Module is a
licensed feature of esXpress.

When Running VMDK backup also run FLB backup if configured:

When the image level (Delta/Full) backup is being,rshould esXpress also try to run FLB. This will
attempt to call the FLB module for each VMDK beimacked up. If nothing is defined for a VMDK, then
it is not a problem. This allows you to turn off B-for most VMDKSs except for the ones which haverbee
defined as ONLY FLB, or if calling FLB manually frothe phd text menu or by using <b>[xFLB]</b>

File Level Backup Target:
This is the target to use when running FLB. itusrently set for only one target. The roll-overgeis are
coming soon. You must define a target to use.

Secondary and Tertiary Backup Targets:
Coming Soon.

FLB Archive Format:

You pick the default FLB archive type. Current ops include ZIP, TGZ and TAR.LZO. For this release,
ZIP will not handle large files. TGZ or LZOP wiiandle all files. This setting can be over-ridderegper
FLB VMDK basis.

Zip File Password:
Coming Soon.

Do Not Backup if Folder Size is Greater Then:

You can set a file size limit on the FLB backupdil. This is set in megabytes. If you set thisG8&} then
if a FLB Folder has more then 4Gb of data, the BaBkup of this folder will be skipped, and notechas
ERROR.

FLB (File Level Backups) Theory



In this release, the INDEX/FULL backup will procdsst, then the FLB will run afterwards. If you e
given the VBAs more then one CPU, then they will multi-threaded, at the same time.

You can run FLB only, normal image level (Deltalrblackups, or both for a given VMDK.

Not all file systems are currently supported. N8 most Linux should work, with the exception of
Novell related file systems.

The FLB configuration is done for each VM in the CAL CONFIG file.

A new variable called #VM_FLB= is defined.

NOTE: The setting of #/M_FLB is different from ale other variables in
the local config file of a VM. More detail in theokal Config file

Current config of #/M_FLB is defined as:

#VM_FLB= (yes/no/only)|scsi ID|Partition|Folder|Mgixe|(zip/tgz/lzop)|Target|Options
#VM_FLB=yes|scsi0:0|1[/My Documents|1024|zip|8
#VM_FLB=yes|*|*|/My Documents|0|def|O0

QUICK START FOR FLB (File Level Backups)

Enable FLB Options in phd text menu. (C)onfigurafi¢F)LB Config.
Edit local config for a VM. (M)aint Menu, (E)dit laal CFG.

At the bottom should be new options ##VM_FLB=

Read instructions in local config file.

Run a test FLB backup only of this test VM. In ¥i& client, add
[XFLB] to the VM name. The back-end will then d&laB only backup.

To backup one VM for FLB only from the console, yoeed to use the phd
command line for now: phd-INDEX vmname --flb

Watch the esXpress backup log in the phd menuil B3&kup Log

An archive file should be created on your backugreshSure you
can read it, and it contains what you think it ddou

KNOWN ISSUES
esXpress will not delete FLB backup archives (caphin
When using ZIP, large files get skipped and noedot

Restore and Replication Options Help ReadMe

Enable Background Restore (Yes/No)
This option must be enabled in order to run badkgdorestores. The phd_daemon
must also be enabledote background restores are a licensed featuesipress.

How Many Concurrent BG Restores to Run (1-4)
Set the maximum amount of background restoresatteaallowed to run at one time.
EsXpress allows up to 4 background restore jobs.

Index Entire VMFS when loading Restore DB ( Yes/NQ

When esXpress indexes the vmfs it is doing a durrdis and put the results
in a its database. This provides the names ofxistir files.If you

are having issues try disabling this option. Fogbishares like nfs
mounted in vmfs it can cause problems.

Force Check of VMFS for Backup Archives (Yes/No)



Enabling this option will check the vmfs for backachives when looking
to restore.

Enable AutoReplication (Yes/No)
Setting this option to Yes will enable auto regiica or simple replication.
Note replication is a licensed feature of esXpress.

Start Replication at Time (0-23)
Defines which hour of the day, midnight (0) throughPM (23) that the esXpress
replication process will start.

Run Replication Every X Hours (1/2/4/8/12/24)
This option determines how often the esXpresscaftin process will run.
Possible values in hours are :

1 - will replicate every hour

2 - will replicate every 2 hours

4 - will replicate every 4 hours

8 - will replicate every 8 hours ( 3 times gda

12 - will replicate every 12 hours ( twice a day

24 - will replicate every 24 hours (once a day )

Default VMFS when loading VM Names

This option is looked at when esXpress loads #ieofi vmdks in the auto.vmdk file
used when setting up replication. Here you setthieect vmfs to load them to.
For additional informatioron the auto.vmdk file and esXpress replicationtbee
Restore Guide Manual



Technical Support

For customers and partnevith an active support agreement, you can use the esXpuopport web board

or http://support.esxpress.camemail support@esxpress.cdior information about software
patches, technical documentation, and support pnogyr

Note — A valid support agreement is necessarydeived new esXpress release and software updates.

For customersvithoutan active support agreement, please dottp://support.esxpress.com

Support Offerings :
Basic Support—7 AMto 7 PM EST

Gold Support — 24 X 7, 365 days a year support

Support Sales, Renewals, and Licensing

For information on new sales, licensing and supporewals you can ema@hles@esxpress.cam
info@esxpress.com

For additional information about PHD products aed/ges, go to:
http://www.phdconsultingllc.com

To license and register this product, gohtbp://www.esxpress.com



