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This document provides an overview of the changes made to PHD Virtual Backup for the version 5.4.2 release, as well
as system requirements, known issues, and licensing information. In addition, information about each product update is
included in the Updates section.

This document contains the following sections:
e Updates on page 2
e Known Issues on page 4

e System Requirements on page 6

To get the latest version of PHD Virtual Backup:
¢ New customers: visit PHD Virtual's web site (www.phdyvirtual.com) to register and download the latest version.

¢ Existing customers: Packages are available for download from the PHD Virtual Web site that contain the latest
updates.

For installation and configuration information, refer to the latest documentation included with the installation package or
on the PHD Virtual web site.
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PHD Virtual Backup for Citrix XenServer v5.4.2 Release Notes

Updates

v5.4.2 - May 3, 2012

Version 5.4.2 includes no changes for PHD Virtual Backup for Citrix XenServer.

v5.4.1 - April 23, 2012

Enhancements

Virtual Storage Pool functionality lets you attach multiple virtual disks to a PHD VBA to create attached disk backup
data stores greater than 2 TB. To take advantage of this new feature, deploy a new PHD VBA and select Attached
Virtual Disk as the backup storage type. Then add as many virtual disks to the PHD VBA virtual machine as needed
to create the backup data store size desired. Note, existing (pre-5.4.1) attached disks cannot be used as partofa
Virtual Storage Pool. After a Virtual Storage Pool has been created it cannot be modified. If you need to increase the
size of a backup data store after its been created you can either deploy a new PHD VBA and create a larger backup
data store initially or contact support for assistance.

Added Delete and Post Processing Queue Depth totals to the email reports for increased visibility when
troubleshooting issues related to PHD VBA performance.

Disabled jobs now display job status as disabled instead of inactive.
Enhanced the process used to synchronize license information across multiple PHD VBAs.

Additional performance enhancements.

Fixes

Fixed a problem where replication jobs would fail with error, "ERROR - Exception while calculating datastore
usage: 'uuid'." When encountered, the replication job will now continue and only report error for the affected VM.

Fixed a known issue where licenses could fail to synchronize across PHD VBAs.

Fixed an issue where an intermittent problem loading backups within the PHD Console could cause the entire
Backup Catalog to fail to load.

Backups run at midnight of the current day will now show in the correct Backup Data Connector folder. They will no
longer be included in the Yesterday folder.

You will no longer be prevented from editing or creating new replication jobs based on the amount of size available
in the target destination. A free space message/warning is now displayed instead.

Fixed an issue where the PHD Console displayed incorrect Last Updated time for Replicas when the local machine
was set to certain timezones.
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Fixed an issue that caused the PHD Virtual Backup configuration information to become corrupt (PHD Console
error: "Appliance returned an error: internal server error: No section: 'PHDVB"™ during a maintenance reboot of the
PHD VBA.

Fixed a logging error that could prevent some daily jobs from running.
Fixed a problem that could cause an entire job to fail when a single VM encountered a compromised meta file.

License file names that contained extensions in all caps will now be recognized by the PHD Console.

v5.4.0 - February, 9 2012

Enhancements

With the new Disable job option, you no longer need to delete jobs or adjust schedules to prevent them from
running, temporarily.

Overall logging was improved and now includes additional, updated status and error messages. As a result, the
Debug Logging option (on the PHD Console, Configuration > Support tab) is now disabled by default.

Manage and view product license information from a single, central location, including expiration dates and the
number of licensed hosts, using the new License Manager area of the PHD Console. With the License Manager, it
is now much easier to apply and update licenses on all of your PHD Virtual Backup Appliances at once as well as
manage which hosts are backed up or used as replication targets.

To avoid scenarios where backup storage could reach capacity if unchecked, the default Retention Type for newly
deployed PHD VBAs is now set to Typical (keep the 5 most recent backups as well as backups from the last 7 days,
4 weeks, 12 months, and 5 years).

Additional improvements were made to the overall responsiveness of the PHD Console. With these changes, PHD
Console Dashboard timeoutissues were resolved and PHD VBA and replica information will now be displayed
much faster.

Fixes

Fixed an issue where data streams (worker threads) could hang when the Trim process included a large number of
files for delete.

Editing daily replication jobs will no longer cause the replication job to run when the wizard is closed.
Fixed a problem where XenServer VMs that included specific configuration values were excluded from backup.

Fixed an issue where replication could be skipped based on incorrectly calculated free space thresholds (threshold
calculations did not account for pre-existing replicas)

Fixed an issue where email addresses that contained longer domain address (for example, user@domain.local)
would fail validation when entered as From or Recipient addresses for on the Email tab of the PHD Console.
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Known Issues

General

e When editing network settings using the PHD VBA's text-based network configuration interface (CTRL-N), both DNS

options are required. If you do not have an alternate DNS, enter the primary DNS address again to save your
settings. (DCK-934)

When the PHD Console computer's regional format is set to allow time formats that use a dot (for example lItalian
time formats allow HH.mm), creating jobs with a specified start time may not work correctly (a 500 error is displayed
and incorrect times may be reported in the PHD Console). To workaround this issue, you can change the computer
time format to use a colon (HH:mm). Note that you may also need to change the region to one that allows the
selection of a time format with colon (for example, English (US). (DCK-723)

Non-ASCII characters are not currently supported. Backing up and restoring VMs that include non-ASCII characters
in the VM name, disk name, or text fields (Description, etc.) can cause the VBA to hang or crash. (DCK-508)

When using EqualLogic storage with StorageLink, you may experience random disconnects during the backup.
Additionally, the backup may fail and the VM that is being backed up may become unavailable. A hoffix is available
from Citrix for XenServer version 5.6 and this issue is fixed in XenServer version 5.6 FP1.

PHD Console

When selecting multiple backups in the Backup Catalog, the Restore button is not active. To restore multiple VM
backups, you can select a single backup to open the wizard, then select any additional backups. (DCK-1578)

PHD Console does not refresh after a PHD VBA's IP address has changed. Close then open the PHD Console to
reestablish the connection to the PHD VBA using the new IP address. (DCK-909)

iSCSI mounted backups may fail to delete in the PHD Virtual Backup Console even though they are not connected
to an initiator. If a machine is connected to a PHD backup via its iSCSl initiator and that machine is restarted, you
may not be able to delete the iSCSI mounts from the PHD Management Console File Recovery catalog. Restart the
VBA and the mounts will be automatically deleted from the File Recovery catalog. (DCK-557)

PHD Virtual Backup Console does not detect iSCSI Initiator when using Windows 2003, 64-bit. Make sure the iSCSI
Initiator is installed then use the Windows Start menu to run the program and manually mount any iSCSI targets that
you've created using the iISCSI Initiator. (DCK-450)

The System Alert Viewer displays backup times based on the time zone of the machine on which the PHD Console
is installed. If the PHD VBA uses a different time zone, the backup time shown in the Backup Catalog will not match
what is displayed in the Alert Viewer. Verify the time zone of the PHD Console before looking for backups included
in the alert reports. Any backups with an alert will have an alerticon displayed next to the backup name.
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Restore

With an unavailable host, the Restore wizard fails to retrieve any datastore information. (DCK-2027)

Some virtual machine attributes are not included with restored virtual machines. For a complete list, refer to the User
Guide.

If a selected network becomes unavailable before a restore job is run, VMs may be restored without a network
interface card. Make sure any networks selected for use with each restored VM are valid. (DCK-1946)

When the Restore wizard is opened, all VM backups are expanded - if you had selected a VM before opening the
wizard, you may need to scroll to find the selected VM. (DCK-1916)

Archived backups do not display an archive icon in the Restore wizard Select VMs list. This is a cosmetic issue that
does not affect functionality. (DCK-1710)

Replication

With an unavailable host, the Replication wizard fails to retrieve any datastore information. (DCK-2027)

If a selected network becomes unavailable before an initial replication job is run, replicas may be created without a
network interface card. Make sure any networks selected for use with each replica are valid. (DCK-1946)

If an error is encountered when adding a backup storage location for replication, an error is correctly displayed in
the PHD Console, but the location is still added to the list of available data stores. Attempting to use this location for
replication will not work correctly. To resolve the issue, you can remove it from the listand add it again. (DCK-1874)

After refreshing the list of VMs available for replication, if a specific backup is not displayed, you can force an update
by either 1) remove, then add the backup storage location as a replication store, or 2) change the contents of the
backup catalog by running another backup or deleting a backup. After trying either workaround, refresh the list
again and the missing backup should be displayed. (DCK-1871)

When editing a Replication job, the replica VM suffix, network, and storage values may not be preserved. If this is
the case, you can modify the values again using the wizard. (DCK-1832, DCK-1839)

When a source virtual disk size has changed, the next replication job will report an error. To replicate the updated
disk you will need to remove the replica then run the job again. ( DCK-1544)

PHD Exporter

Exporting backups of VMs that include USB attached storage fails to create the OVF. A fix will be included in a future
release. (DCK-2040)

When using any paths that include special characters, OVF creation may fail. Paths to backup storage that contain
special characters are not currently supported. (DCK-2034, DCK-2028)

If you cannot edit a previously added backup store (Save fails with an "inaccessible" error), remove the backup
store then add a new store with the updated backup location information. ( DCK-1940)
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System Requirements

The following requirements must be met to install and use PHD Virtual Backup.

Table 1 - PHD Virtual Backup System Requirements

PHD Virtual Backup Appliance Citrix XenServer 5.5 Update 2,5.6,5.6 FP 1,5.6 SP2,6.0,6.0.2

8 GB free space is required for the VBA's virtual disk. Additional free space is
required if an attached virtual disk is used to store backups.

PHD Virtual Backup Plug-in XenCenter5.5,5.6,6.0

(for integrated menus) Note: The plug-in is supported on XenCenter 5.5 when running on 32-bit
Windows platforms, only. Running the plug-in on XenCenter 5.5 on 64-bit
Windows platforms is not currently supported. XenCenter 5.5 requires
Powershell installed on the Windows machine where PHD Virtual Backup
will be installed. Additionally, the XenServer PowerShell Snap-In is

required.
PHD Virtual Backup Console Windows XP, Windows Server 2003, Windows 7, Windows Server 2008,
Windows Server 2008 R2, or Windows Vista, with .NET Framework version 2.0
SP2 installed.
Backup Storage Refer to the Backup Storage topic in the Installation Guide for details and best

practices about backup storage.

Networking To initially configure a PHD VBA, it must receive an IP address either through
DHCP or by assigning it a static address. To assign a static address, refer to the
product documentation.

HTTPS access is required for communication between the PHD VBA and
Console as well as with each XenServer host.

File Level Recovery To recover files from backups when using Windows, the Microsoft iISCSI Software
Initiator must be installed and running. If you are using Linux or Unix, install an
Initiator for your operating system.

VM Replication VM Replication may require additional PHD VBAs - at least one deployed ata
primary site and possibly another deployed at a secondary (disaster recovery)
site - depending on your environment and replication requirements.

PHD Virtual Backup Exporter Windows Server 2003 (32 bit) or Windows Server 2008 R2 with .NET Framework
version 2.0 SP2 or later installed.
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PHD Virtual Backup Licensing

Each PHD Virtual Backup Appliance is deployed with a trial license, by default, which allows you to backup from, and
replicate to, any hosts in your environment. Although multiple appliances can be deployed within a single environment,
PHD Virtual Backup is licensed on a per-host basis. This means that after the trial period expires, you will need to select
the hosts you will be backing up from and replicating to using the License Manager area of the PHD Console. In
addition, you will need to apply a valid license to each deployed PHD VBA.

Figure 1 - License Manager area of the PHD Console
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PHD Virtual Backup is licensed on a per-host basis, Use the table below ko select the hosts vou will be backing up or replicating to, by assigning a license to each, In addition,
a valid license must be applied ko each PHD Virkual Backup Appliance.

License Details

License 1D Edition # of Licensed Hosts Product Expiration Support Expiration
1-E-00000000-00014590 Enterprise loutaf 5 Perpetual Thursday, January 31, 2013
1-P-00000000-00014591 Professional loukaof 5 Perpetual Thursday, January 17, 2013

Auko-Select Hosts Apply to all Appliances [ Update Licznse ] [ Remove License

License Managemenk

Hosts | appliances

Assign a license to each hast an which you will perform backups or replication. ¥ou can select as many hosts as you are licensed for - refer to the
Licensed hosts information in the kable above,

Host Marne Edition
192,168.10.108 Entetprise -
192.168.10.113 Professional -

Save

The following steps explain how to upload and apply a new product license. Additional details about using the License
Manager options are included in the User Guide and online help.
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To upload and apply a new product license
1. Open the PHD Virtual Backup Console to the License Manager area.
2. Inthe License Details area, click Add License.
3. Inthe dialog that opens, select your new license file and click Open.
4

Next, in the License Management area, identify the hosts you will be using for backup and replication by
assigning a license edition to each in the Hosts tab. You can enable as many hosts as your license supports, as
displayed in the License Details table, # of Licensed Hosts column.

License Managermenk

Hosts | Appliances

Assign a license to each host on which you will perfarm backups or replication, ¥You can select as many hosts as vou are licensed for - refer to the
Licensed hosts information in the table above,

Host Name Edition
192,168,10,108 Enterprise -
192.168.10.113 |-

Mone
Professional

5. Click the Appliances tab and apply the new license edition to each deployed PHD VBA.

License Managernent

Appliances

Apply alicense to each PHD Virtual Backup Appliance

PHD WE& Mame IP Address Wersion Edition
PHOVEA 192.166.40.251 5.4.0

|~

6. Click Save. The license information is applied.
In addition to the License Manager, license information for each individual PHD VBA is displayed at the bottom of the
General tab in the PHD Virtual Backup Console's Configuration area.

Figure 2 - PHD VBA License Information displayed on the General tab
Trial License: PHD Yirtual, Inc.
i Product Expiration: Wednesday, January 25, 2012 Edit

Support Expiration: Wednesday, January 25, 2012

e Product expiration is the date when the PHD Virtual Backup trial license expires. This does not apply to purchased
licenses. After the product expiration date, you must update the license to use the product.

e Support expiration is the date when your support subscription expires. A current support subscription is required to
receive support from PHD Virtual and to install product upgrades.
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Legal Notices

PHD Virtual Backup for Citrix XenServer Release Notes

Copyright © 2005-2012 PHD Virtual Technologies, Inc. All rights reserved worldwide. PHD Virtual Technologies, Inc.
software products are protected by one or more U.S. Patent Numbers 8,135,748; patents pending.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated into
any language in any form by any means, without written permission from PHD Virtual Technologies, Inc. (“PHD”). The
information contained in this document represents the current view of PHD on the issue discussed as of the date of
publication and is subject to change without notice. PHD shall not be liable for technical or editorial errors or omissions
contained herein. PHD makes no warranties, express or implied, in this document. PHD may have patents, patent
applications, trademark, copyright, or other intellectual property rights covering the subject matter of this document. All
other trademarks mentioned herein are the property of their respective owners. Except as expressly provided in any
written license agreement from PHD, the furnishing of this document does not give you any license to these patents,
trademarks, copyrights, or other intellectual property.

Important! Please read the End User Software License Agreement before using the accompanying software
program(s).

Linux is a registered trademark of Linus Torvalds.
Windows is a registered trademark of Microsoft Corporation.

Citrix, Xen, XenServer, XenDesktop, XenMotion, and XenCenter are either trademarks or registered trademarks of Citrix
Systems, Inc.

All other trademarks and copyrights referred to are the property of their respective owners.
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Support, Sales, Renewals, and Licensing

For information on new sales, licensing and support renewals you can email sales@phdvirtual.com or
info@phdvirtual.com.

For additional information about PHD Virtual's products and services, go to: http://www.phdvirtual.com.
To license and register this product, go to: http://www.phdvirtual.com.

For customers and partners with an active support agreement, you can use the support web board or
http://phdvirtual.com or email support@phdyvirtual.com for information about software patches, technical documentation,
and support programs.

Note: A valid support agreement is necessary to receive new release and software updates.
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