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Description

Changing some configuration options (Email, Retention, Debug, BDC, NTP) no longer requires a PHD
VBA restart. Updates to these steps were made where appropriate.

"What's New" on page 9: Updated for v5.2.
"Dashboard" on page 24: Added information for additional System Alerts.
"Storage" on page 44: Added note about using storage with multiple PHD VBAs. (7/20/2011)

"Mounting iSCSI Targets on Other Devices" on page 34: Added details for mounting iISCSI targets on
multiple Windows platforms.

"Network" on page 46: Added information for using multiple network adapters with a PHD VBA (to access
backup storage on another network).

"Using the Backup Wizard" on page 58: 'Verify backup' is now set to None by default.

"Using Multiple Network Adapters" on page 89: Added new section.

"Updating PHD Virtual Backup" on page 92: Added information for updating incompatible PHD VBAs.
"Backup Alerts" on page 99: Updated information about alerts.

"TCP/IP Ports" on page 101: Added new section describing the ports used by PHD Virtual Backup.

"Errors and Warnings" on page 102: Updated section with additional information.
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PHD Virtual Backup for Citrix XenServer User Guide

Chapter 1 - Welcome

PHD Virtual™ Backup for Citrix XenServer® provides reliable backup and recovery for all of the virtual machines (VMs) in your
XenServer environment. With PHD Virtual Backup, you can manage backup and recovery right from within XenCenter using
simple, integrated menus. Using the PHD Virtual Backup Console and wizards, you can you create and manage custom backup
and restore jobs to meet all of your data protection requirements - without interrupting workflow and without directly accessing
Xen Domain Zero (Dom0).

PHD Virtual Backup is built on the next generation of PHD’s award winning VBA™ (Virtual Backup Appliance) architecture.
Purpose-built for virtualization, the PHD VBA architecture enables backup and recovery to be deployed as a virtualized
workload directly on the XenServer platform. This approach enables high-performance data protection that seamlessly scales
for large and distributed deployments. With PHD Virtual Backup, there is no need to deploy and manage separate physical
servers, additional software, scripts, or agents. After you've deployed and configured the PHD Virtual Backup Appliance and
plug-in, you're ready to begin protecting your virtual environment, right away.

Topics in this chapter include:

What' s NeW. | . 9
AboUt This GUITE. ... 10
Benefits of PHD Virtual BaCKUp. . . ... e e 11
How PHD Virtual Backup WOrKS. . . .. e e e e e e e e e e 12
Frequently Asked QUeSHiONS. . ... il 16
Best PractiCes. .. .l 18
Getting Help. . o 19
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What's New

PHD Virtual Backup v5.2

An additional network interface can be used for each PHD VBA, allowing added flexibility when accessing backup storage
locations on other networks.

A PHD VBA restartis no longer required for some configuration changes, streamlining the configuration process and the
overall PHD Console experience.

The delete process was improved with version 5.2. Manual and automatic (trim) deletes take much less time to complete,
especially when a large number of files must be processed.

Earlier versions of the PHD VBA can now be updated from the latest version of the PHD Console right from the PHD
Console's Dashboard.

Restores now have priority over backups - allowing you to recover your data without the need to wait for backups in
progress to finish.

Improvements were made to improve the overall stability and speed of backup and restore processing.

Refer to the Release Notes for additional details about each PHD Virtual Backup update.
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About This Guide

This guide is designed to introduce you to PHD Virtual Backup for Citrix XenServer and to:
e lllustrate the steps necessary to perform the available product functions, including virtual machine backups and restores.
e Describe the PHD Virtual Backup Appliance configuration options.

e Explain whatto do when troubleshooting certain scenarios.

Note: This guide contains information tailored to using PHD Virtual Backup for Citrix XenServer - if you are using
PHD Virtual Backup on another hypervisor, refer to the specific User Guide for that hypervisor.

In addition to this guide, an Installation Guide is available that can assist you with the installation of the product, including the

PHD Console and Plug-in and the deployment of the PHD Virtual Backup Appliance. The Installation Guide is available on the
PHD Virtual Web site as well as in the installation package.

Table 1 - Terms used in this guide

Term or acronym Definition

PHD Virtual Backup Plug-in The integrated component of PHD Virtual Backup found within XenCenter and installed via
the PHD Virtual Backup MSI.

PHD Virtual Backup Console The graphical interface used to configure PHD VBA settings and to configure and run
backups and restores. Installed via the PHD Virtual Backup MSI along with the plug-in.

VBA™ Virtual Backup Appliance. A small virtual machine used to backup and restore other VMs.
The PHD Virtual Backup Appliance is a VBA.

PHD Virtual Backup Appliance The VBA thatis deployed and used to perform backups and restores of virtual machines.

PHDVB PHD Virtual Backup
PHD VBA The PHD Virtual Backup Appliance (also, sometimes referred to as 'the appliance').
PHD Console The PHD Virtual Backup Console.
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Benefits of PHD Virtual Backup

The First Citrix Ready Solution for Virtual Backup and Recovery

PHD Virtual Backup is built upon the next generation of PHD Virtual's VBA architecture and version 5.2 extends the Citrix
XenServer virtualization backup and recovery solution with new capabilities. PHD Virtual Backup provides:

XenCenter management integration. With the plug-in for XenCenter, PHD Virtual Backup provides "single pane of glass"
management of your virtual machine backup and restore right from the XenCenter management console.

Reduced storage requirements and optimized network backup with TrueDedupe ™. Source-side deduplication and
compression occur before the data leaves the host, reducing the network impact and providing an ideal solution for backup
over distributed networks and WAN environments.

TrueRestore™ allows you to restore VM backups with confidence. Data integrity is checked during both the backup and
restore processes, ensuring the restored data matches the original.

Flexible backup storage options. You can send your backup data to locally attached storage or external storage locations
such as NFS or CIFS shares.

Job scheduling and container backups. Create backup jobs based on containers (hosts, pools, folders, tags) so that any
VM added to that container later will automatically be backed up based on the job settings. Also, VMs within each container
can be excluded from the job, if needed.

File Level Restore for any operating system. Restore individual files and folders without the need to restore the entire VM.

Support for tape backup solutions via the Backup Data Connector. Quick and easy integration with tape backup solutions,
providing the ability to sweep VM backups to tape.

Scalable and fault-tolerant deployment. Distributed architecture minimizes a single point of failure. Multiple VBAs can be
configured to support backup across large and distributed environments.

Backup retention and archiving. Define and configure flexible retention policies for storing VM backups. Trim options can
automatically remove old backups based on customizable policies. Archiving provides the ability to mark specific backups
for archive to exclude them from being deleted by the retention policy.

11
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How PHD Virtual Backup Works

PHD Virtual Backup uses jobs to perform backups, restores, and backup storage maintenance (manual and automatic deletes).
When a job is created, the PHD Virtual Backup Appliance (VBA) performs the requested action right away or based on a
defined schedule.

When deployed to a XenServer resource pool, the PHD Virtual Backup Appliance performs the backup and restore processing
for all of the VMs within that pool (as long as they are using shared storage).

The next few sections present a conceptual overview of how PHD Virtual Backup works and the components used.
e "Backups"on page 13
e "Restores" on page 14

e "PHD Virtual Backup Components" on page 15

12
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Backups

When a backup is run, the PHD VBA first reads the Next, the virtual disks created with the snapshot are attached to

target VM metadata and creates a snapshot. the PHD VBA as new virtual disks and the snapshotis
removed.

.

The data is then deduplicated, verified, and Finally, the virtual disks are detached from the PHD VBA and

compressed and sent to the defined backup storage removed.

location.

S .

IS

E

13



PHD Virtual Backup for Citrix XenServer User Guide

Restores

When a virtual machine restore job is created, the appliance searches the storage location for the matching VM metadata,
networking information, and data blocks. All of the data is then uncompressed, verified, and written to the restore location.

PHD Virtual Backup can be used to restore entire VMs or you can restore individual files with an iSCSI connection. See
"Restoring Files" on page 77 for details. Individual backups can also be restored from exported backup files either manually or

using the Backup Data Connector.

Restore Notes

e When a restore job is created, the VM backup selected is restored using the PHD Virtual Backup Appliance used to perform
the backup (the VBA that has access to the storage location on which the backup resides).

e Restoring VMs to the same location where the original VM is located will resultin VMs with duplicate names in XenCenter.

14
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PHD Virtual Backup Components

PHD Virtual Backup Appliance - The Virtual Backup Appliance (VBA) which performs the backup and restore processing
and presents the target for backup storage. The appliance VM can be configured to use locally attached storage or an
external data store. For more information, see "The PHD Virtual Backup Appliance" on page 20

PHD Virtual Backup Console - Installed with the Plug-in, the PHD Virtual Backup Console displays the status of running
jobs, maintains a job history, and is used to create and manage backup and restore jobs. The console can be opened from
within XenCenter or from the Windows Start Menu. For more information, see " The PHD Virtual Backup Console" on page
23.

PHD Virtual Backup Plug-in - Installed with the Console, the plug-in provides access to PHD Virtual Backup right from
within XenCenter, through simple, integrated menus.

Backup Wizard - The wizard which guides you through the steps of creating and editing backup jobs. See "Using the
Backup Wizard" on page 58 for a detailed description of each step of the wizard.

Restore Wizard - The wizard which guides you through the process of restoring a VM. See "Using the Restore Wizard" on
page 65 for detailed information about each step of the wizard.

15
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Frequently Asked Questions

This section contains frequently asked questions about PHD Virtual Backup.

How many appliances do | need?

The number of PHD Virtual Backup Appliances you will need is determined by how your virtual machine environmentis
configured. Appliances must be able to access the storage where virtual machine disks are located in order to perform the
backup. If you have some VMs on local storage and others on shared, you will need to deploy at least one appliance that can
access the local storage on the individual host. For more information, refer to the Installation Guide.

How many backups can | store per appliance?

The number of backups you can store per appliance depends on the size of the target storage you are using. Due to
deduplication and compression, typically, to store one month of backups per VM, you need to allocate only enough backup
storage equal to the total size of your VM data. For example, if you have 500 GB of VMs, allocate 500 GB of space to store one
month of backups for each VM. Visit the PHD Virtual web site for additional information, including a whitepaper on planning for
deduplicated backup storage.

How is the PHD Virtual Backup Appliance deployed?

The appliance is deployed via an XVA - XenServer's virtual appliance format. Refer to the Installation Guide for details.

Why does my deduplication ratio display as inf:1?

When a deduplicated backup is performed, only new blocks of data are written to the storage location for each backup. Since
this ratio is calculated while the backup is in progress, before any new data is written, the deduplication ratio is essentially
infinite for the current virtual disk backup and is therefore displayed as a ratio of inf (infinite) to 1. When new data is encountered
and written to disk, the deduplication ratio is updated.

How do | configure my backup retention policy?

The retention policy (how long to keep backups for each virtual machine) is configured using the PHD Virtual Backup Console,
Configuration page. For details, see "Retention" on page 50.

What happens if my appliance is restarted during a backup?

The running backup job will be canceled and when the appliance restarts, any leftover snapshots or data will be cleaned up
and removed. If the job was a scheduled backup job, and the appliance restarts within one hour of the job's start time, the job
will start again, automatically, when the PHD VBA finishes restarting.

Can | edit a job while it is running?

Yes — scheduled jobs can be edited while in progress but any changes will not take place until the next time the job runs.

Can I restore Exchange mailboxes or database objects?

PHD Virtual Backup is application-aware - using the File Recovery feature, you can mount an individual virtual disk where an
Exchange mailbox or database was stored then access that data using your existing software. For example, to recover a
database, you could create an iSCSI target from the backed up disk that contained the database then mount that targeton a
machine where SQL Server was installed. Then you could use SQL Server to attach the backed up database by simply
browsing the attached disk.

16
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Can | back up the same VM multiple times per day?

Because PHD Virtual Backup uses backup jobs, you can create any number of customized jobs to protect your virtual machines.
For example, you could create a job that backs up all of your VMs each night, then create another job that runs in the afternoon
for specific VMs that have shorter RPO requirements.

Can I replicate VMs from one host to another?

You can restore individual VM backups to any host that the appliance performing the restore has access to. A specific
replication feature is planned for a future release.

How do | export my backups to tape?

Using the Backup Data Connector, you can enable an SMB/CIFS share on the appliance to access all of your backup data in
uncompressed format. For details, see "Connector" on page 53.

Can |l order my backups?

Using Backup Jobs, you can define a schedule for specific VMs that should run first each night. For example, create a job that
backs up critical VMs beginning at 8 PM. You could then create a second backup job that includes the next tier of VMs to begin
at 10 PM, and so on. In this way, you can ensure that your most critical machines have priority and are protected each night.

17
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Best Practices

To help ensure optimal performance when running PHD Virtual Backup in your environment, review the best practices included
in this section.
CIFS/SMB Shares

When using a CIFS share as backup storage, the CIFS service account must have full permissions (read/write/delete) for the
share used as the backup target. Also, antivirus software should not be configured to analyze or scan the PHD VBA CIFS
storage repository.

NFS Shares

When using an NFS share as backup storage, the PHD VBA requires direct write access to the NFS export. During backup, the
PHD VBA will directly mount and copy files to the NFS share. Itis important to configure the export to allow this behavior.

Antivirus software

Running antivirus software on a backup target can resultin file locking or deletions and may cause additional issues with
writing and deleting backups. PHD Virtual recommends excluding backup targets from antivirus software scans, including the
network shares and directories used for backup targets.

Disk Defragmenter

Defragmenting virtual disks can impede the overall performance of PHD Virtual Backup, resulting in lower deduplication rates,
which in turn produces larger backup files written to storage and longer backup durations. To ensure consistent backup
performance, PHD recommends running disk defragmentation programs only when necessary.

Running defragmentation on any disks used as backup storage is not recommended.

18
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Getting Help

In addition to the Release Notes, Installation Guide, and Users Guide, PHD Virtual Backup includes context-sensitive, online

help which can be accessed by clicking the help button within any of the wizards or the PHD Console or by selecting PHD
Virtual Backup Help from within the XenCenter Help menu.

Window | Help

Help Conkents

!

9 Zontext Help F1

Wiew Application Log Files

Logs
Check for Updates
#enServer on the Web =] nse
PHD Virkual Backup Help N | |CIUd‘Dr
W
Abouk wenCenter

#enCenter Plugins online
=] ‘5_.!- :[

The PHD Virtual Web site also contains additional information about PHD Virtual Backup and its benefits.

Video Tutorials

Along with product guides and a searchable HTML library, video tutorials are available on the PHD Virtual Web site
(www.phdvirtual.com) that demonstrate how to install and use PHD Virtual Backup.
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Chapter 2 - The PHD Virtual Backup Appliance

The PHD Virtual Backup Appliance (PHD VBA) performs all of the backup and restore processing including source-side
deduplication and compression. After itis deployed, the PHD VBA must be configured to use a backup storage location (an
attached virtual disk, CIFS share or NFS share).

Figure 1 - The PHD Virtual Backup Appliance in XenCenter

= ﬁ XenCenter
= Iﬁ. Xend8DocPool
= g XenQAl7

% LinuwM
% ER
% TestvM
Sy Testm3
6 Ubuntud10-32b
%5 Windows 7 (32-bit)

When creating backup jobs, you select which PHD Virtual Backup Appliance to use to perform the job. The PHD VBA you select
also determines where the backup data is stored, based on the configured storage location.
Configuring the PHD VBA

All configuration for the PHD VBA is done using the PHD Virtual Backup Console. See " The PHD Virtual Backup Console" on
page 23 for details.

PHD VBA status and log information can also be seen by selecting the PHD VBA virtual machine within XenCenter then clicking
the Console tab. See "The PHD VBA Console" on page 22.
How many VBAs do | need?

e You will need to deploy at least one PHD Virtual Backup Appliance per resource pool. Each PHD VBA can perform
backups and restores for VMs within the same resource pool. If you have more than one resource pool, you will need to
deploy an additional PHD VBA to each pool. Depending on your environment, you may choose to use multiple PHD VBAs
within each pool, though only one per pool is required.

If you need to deploy additional PHD VBAs, refer to the Installation Guide.

20
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Figure 2 - PHD Virtual Backup VBA in a XenServer Resource Pool with shared storage

Note:

If a PHD Virtual Backup Appliance is restarted while a backup or restore job is in progress, the job will be
canceled. When the PHD VBA starts up again, a system job runs and cleans up any snapshots leftover from
the job that was in progress. If the job in progress was a scheduled daily or weekly backup and the PHD
VBA is started within one hour of the scheduled start time, the job will automatically start again. If the job
in progress was a backup Now or backup Once job, or if the PHD VBA is started more than one hour after
the scheduled start time, then the job will need to be started manually.

21
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The PHD VBA Console

Viewing the PHD VBA virtual machine console within XenCenter (in XenCenter, select the appliance, then click the Console
tab) displays the number of licensed worker threads (each worker thread can perform a single backup or restore process for a
virtual disk image), the available free space on the backup storage location, the latest log information, and thread status. The
number of threads used during each backup and restore job can be adjusted using the Configuration area of PHD Virtual
Backup Console.

The following figure shows a sample appliance console as it begins a new backup and simultaneously restores another VM.

Figure 3 - The PHD Virtual Backup Appliance console in XenCenter

Uorker Queue Depth: O Utility Queue Depth: O
Uorker Threads: 4 Utility Threads: 3

Store: 1 GB used, 9 GB free Deduplication Ratio: 57:1
PHDUB rfppliance Log:

09:29:05 Worker—-4 r Debian Etch 4.0: Allocated new disk 0
09:29:06 Worker—4 r Debian Etch 4.0: Linked new disk @ to PHDUB
09:29:08 Worker—4 r Debian Etch 4.0: Attached new disk 0 to PHDUB
09:29:08 Worker-41 r Debian Etch 4.0: Restoring disk 0: 0+ of 4 GB

FHDUB Worker Thread Status:

Uorker—4: r Debian Etch 4.0: Restoring disk 0: 5 of 4 GB

Tip:  You can type Ctrl-N within the console to access appliance networking options.
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Chapter 3 - The PHD Virtual Backup Console

The PHD Virtual Backup Console allows you to manage all of your backup and restore jobs and configure your PHD Virtual

Backup Appliances.

When the Console is opened, the Dashboard displays all of the available appliances (for information on deploying additional

appliances, refer to the Installation Guide or online help).

. PHD Virtual Backup Console - 192.168.40.50

Note:

Dashboard

|- Backup Catalog

L1 File Recovery

[#]  Jobs

%50 Configuration

Backup Appliances

Lists your currently available appliances. Select an appliance to display more information

Es

Appliance IF Address Free Storage Total F
= PHOVEA 192.168.40.251 6.7 GE 13.1G
= PHOVBA _difs 192.168.40, 252 24.6 GB 266 GE

Powered off PHD Virtual Backup Appliances are not displayed. To view or manage all of your deployed

appliances, make sure they are powered on.

To access the PHD Virtual Backup Console

User Guide

The Console opens automatically after creating a job with the Backup Wizard or Restore Wizard or it can be accessed from
the PHD Virtual Backup menu within XenCenter, see "To start the PHD Virtual Backup Console" on page 74

The Console can also be opened as a stand-alone application from the Windows Start Menu.

The PHD Virtual Backup Console areas are described in the following sections:

"Dashboard" on page 24
"Backup Catalog" on page 27
"File Recovery" on page 30
"Jobs" on page 36

"Configuration" on page 41

23
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Dashboard

The PHD Virtual Backup Console's Dashboard shows all of the deployed PHD Virtual Backup Appliances. Selecting any
appliance displays multiple pie charts which represent the available storage and deduplication information. The System Alerts
area displays all of the messages and alerts for each appliance.

Backup Appliances

Lisks wour currently available appliances, Select an appliance to display more information,

~

Appliance IP Address Free Storage Total Backup Data Used Storage Dedupe Ratio
= PHOWEA 1 192.1658.42 .45 86.8 GB 466.9 GB 9.3GB S0
| YrHoves 92, 168,42, 5.3 GB

Storage Deduplication

M Used space: 483.8 MB (3%) W Used space: 483.8 MB
Free space: 15.3 GB (97%) Saved space: 1.5 GB
'-‘

Systern Alerts

Displays appliance messages and alerts,

Appliance Meszage Recommended Action
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Backup Appliances List

User Guide

This area of the Dashboard displays all available appliances as well as each appliance's IP address and storage information.
Pie charts display a graphical representation of the available free space and deduplication. The following table describes each

column in the Backup Appliances area of the console.

Table 2 - Backup Appliances list column descriptions

Column Description

Appliance PHD Virtual Backup Appliance name.

IP Address IP address of the PHD Virtual Backup Appliance.
Free Storage Amount of free storage space available.

Total Backup Data

The total amount of source data backed up by the PHD Virtual Backup Appliance (before

deduplication and compression).

Used Storage

The amount of actual storage space consumed by the backup data in the storage repository after

deduplication and compression (if enabled). In addition to the backups, this value includes a
small amount of PHD Virtual Backup system data.

Dedupe Ratio Ratio of total backup data to used storage.

Note:

CIFS shares: Since Windows Explorer is not aware of hard links (used with deduplication) CIFS share

directories will not display used space accurately when directory properties are viewed. To see the actual

disk usage for a CIFS share directory you can download the Disk Usage utility from the Microsoft Web site
and use the -u option when displaying disk details.

System Alerts

The System Alerts area provides informational messages and alerts about each available PHD VBA. The following table
provides additional information about some of the alerts and messages you may encounter.

Table 3 - System Alert descriptions

Alert Message

Appliance has no network address.

Appliance has no backup storage currently mounted.

Hypervisor credentials have not been configured.

Description

The PHD Virtual Backup Appliance does not have an IP
address configured. You can manually change the
network settings by opening the appliance VM's console
in XenCenter and typing CTRL-N.

No backup storage is mounted for the appliance. Click
the Storage tab to configure the storage target.

Use the General tab to configure the Hypervisor
credentials for the appliance.

25


http://technet.microsoft.com/en-us/sysinternals/bb896651
http://technet.microsoft.com/en-us/sysinternals/bb896651

Chapter 3 - The PHD Virtual Backup Console

Alert Message

Appliance does not have enough free backup
storage.

Appliance is running low on free backup storage.

The product license on the appliance has expired.

The support license on the appliance has expired.

Appliance not compatible: [version]

The post-backup process is encountering a storage
error.

Description

The storage location used to store backups is running
out of free space and no new backup files can be
stored. Increase the amount of space allocated to your
target storage location.

The storage location used to store backups is running
out of free space. Increase the amount of space
allocated to your target storage location.

PHD Virtual Backup requires a valid license to perform
backups. Update your license file using the General tab.

A valid Support license is required to receive support
and upgrades from PHD Virtual. Update your license file
using the General tab.

The PHD VBA found by the PHD Console is an older
version and is not compatible with the current PHD
Console version. Click the link "Upgrade this appliance"
to apply the latest PHD VBA update file (.phd) from the
installation or update package.

When a job completes, additional tasks take place after
the job processing has finished. For example, after a
backup is finished writing to storage, a file-linking
process takes place. If an error is encountered during
post-processing, an alertis logged and an email is sent
(if configured). The System Alerts Viewer contains
additional information about the errors encountered as
well as possible solutions, click View alerts to open the
viewer window. The Backup Catalog also displays an
alerticon /1 nextto any backups that encountered a

post-processing error.
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Backup Catalog

The Backup Catalog displays a consolidated view of all backups from each PHD VBA you have configured. From here, you can
view and sort backups, select backups to restore, export backups to a file, archive, or manually delete backups by VM, Date, or
the PHD Virtual Backup Appliance used.

'. PHD Virtual Backup Conscle - Xen36DocPool

B pashboard M Backup Catalog

04 Restore | @ Export = g= FLR = Ar
Backup Catalog
m-
. @71 . SysLogger
L] File Recavery =7, . SysLogger [30e6e0ci-62a2-21f9-
-7 @ 10/5/2010 3:13 PM
B 1 L2 Syslonger: 1GB

Backups displayed in the catalog show the date and time of the backup, as seen in the image above. If a VM was powered on
during the backup, the host on which the VM was running during the backup is also displayed (VMs that were powered off at the
time the backup was taken display only the date and time).

Note: A backup marked with an alerticon 4. indicates an error was encountered. See "Backup Alerts" on page
99 for details.

Duplicate VM names

If the Backup Catalog contains VMs with identical names, a UUID will be appended to one of the VM names, as seen in the
following image.

EI|:| .| Linuxs [b0a2a772-0f56-c7f3-53bf-012be 7hedes 7]

- [C] @ 7/26/2010 10:01 AM
EI|:| | Linuxs

[ [@ 7/26/2010 10:01 AM

------ [ @ 7/26/2010 5:54 AM

o[ @ 7/25/2010 11:49 PM
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Table 4 - Backup Catalog Toolbar Buttons

Button icon
";E Restore

== Export

= FLR

,‘*Archive

x Delete

= Refresh
£ View by

& Expand Al

Description
Opens the Restore Wizard. For details, see "Using the Restore Wizard" on page 65.

Opens the Export dialog from which you can export the selected disks as VMDK,
VHD, or Raw formatted files.

Opens the File Recovery wizard. For details, see "File Recovery" on page 30 .

Lets you set selected backup files as archived, which means they cannot be deleted
by the trim process or manual deletes. For details, see "Backup Retention and
Archiving" on page 81.

Deletes the selected backup files. Note that backups marked as archived will not be
deleted.

Refreshes the catalog.

Changes the catalog view to display backups by Virtual Machine, Date, or Appliance.

Expands or collapses the entire backup catalog tree view.

The next few sections describe some of the functions that can be performed from the Backup Catalog area of the Console with
links to additional details and steps.

Restoring Virtual Machines

1. Find the VM backup you want to restore using the Backup Catalog. You can sort the backups by VM name, Date, or PHD
Virtual Backup Appliance.

2. Select the Backup file, then click 'b;;-;’?a Restore.

3. The Restore Wizard opens. Follow the steps in the wizard to complete the restore. See "Using the Restore Wizard" on
page 65 for details.

Deleting backups

1. Using the Backup Catalog, find the VM backup you want to delete. You can sort the backups by VM name, Date, or PHD
Virtual Backup Appliance.

2. Select the Backup file, then click iDelete.

3. ADelete job is created and the backup is removed from the catalog. View the Jobs page to see the progress of the job.
See "Jobs" on page 36 for details.

Deleting all backups for a specific date

1. Within the Backup Catalog, click =~/ View by and select Date.

28



PHD Virtual Backup for Citrix XenServer User Guide

esh (=] View by = |[E) Expand All
Virtual Machine

v | Date
CETIN
ppliarice

2. Find and select the date that contains the backups you want to remove and click X Delete.

Exporting Backups

Individual virtual disk backups can be exported as VMDK, Virtual Hard Disks (VHD) or Raw files. This may be useful when
saving backup files to tape or when creating new VMs on different hosts. Additionally, Windows 7 and Windows Server 2008 R2
machines have the ability to mount .vhd files as native disks or boot off of these disk images. For more information about using
VHD files with Windows, refer to Microsoft's knowledge base, online.

When using the VMDK export option, both the descriptor file and the data file (the flat file) are created for each VM disk you
export. For example, an exported disk for the virtual machine examplevm will require the descriptor file, examplevm.vmdk and
the data file, examplevm-flat.vymdk. The files can be renamed after export, if necessary.

1. To export a backup to a file, select the backup in the Backup Catalog and click == Export.

2. Selectthe type offile to export to (VMDK, VHD, or Raw) and the virtual disk to export and click OK.

3. Enter a name and location for the file then click Save.

Tip:  You can also right-click an individual disk in the Backup Catalog and select Export.

Backup Catalog Notes

e Ifyou renamed a VM after backing it up, all of the future backups for that VM will be included under the new VM name in the
Backup Catalog. Any backups that were taken with the VM's original name will be noted in the catalog. For example, if you
backed up TestVM1, changed the name to NewVM1, then ran another backup, you would find an entry only for NewVM1 in
the Backup Catalog. Under the NewVM1 backup tree, you would then find each backup, including the backup that was
taken with the VM's previous name. This backup would be noted as:

1/24/2011 2:30 PM on 'Server1' as 'TestVM1'
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File Recovery

Instead of restoring an entire backup, you can use PHD Virtual Backup's File Recovery feature to restore individual files, folders,
and application objects. By creating an iSCSI target from a backup file, you can mount and browse the backed up virtual

machine disks to find the files you want to recover. File Recovery can be performed on any operating system that has an iSCSI
initiator available.

Note: To mountiSCSI targets on a Windows machine you will need the Microsoft iSCSI Software Initiator, which is
installed, by default with Windows Vista, Windows 7, and Windows 2008 Server. For earlier versions of
Windows, the Initiator can be downloaded from the Microsoft web site. To mountiSCSI targets on Linux or
Unix machines you must install an iSCSI Software Initiator for your specific operating system, for example,
on an Ubuntu machine, you can install the Linux Open-iSCSI Initiator.

The File Recovery area of the PHD Console displays all of the iSCSI targets that have been created. From here, you can create
new iSCSI targets, mount existing targets, or find the credentials needed to mount a target on another device.

Table 5 - File Recovery Toolbar Buttons

Button Icon Description

=/ Create Opens the File Recovery wizard which guides you through the process of creating
a new iSCSI target from an existing backup. When created, you can mount the
iSCSI target to recover files and folders.

= Mount Mounts an existing iSCSI target locally.

I Copy Copies an existing iSCSI target's credentials to the Windows clipboard.

4 Delete Deletes a selected iSCSI target. Note that the target must not be connected in
order to be removed - you can disconnect targets using the iSCSl initiator.

' Refresh Refreshes the list of iSCSI targets.

& Collapse / Expand Collapses or expands the list of iSCSI targets.

o Open iSCSI Initiator Opens the iSCSI Initiator.

o Open Computer Management Opens the Windows Computer Management dialog.

The next few sections describe how to use the PHD Virtual Backup File Recovery feature in detail.
e "Restoring Files" on page 31.
e "Restoring Files from a Linux or Unix VM on Windows " on page 33.
e "Mounting iISCSI Targets on Other Devices" on page 34.
e "Deleting iSCSI targets" on page 35.
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Restoring Files
Restoring files and folders from your backups is as simple as creating and mounting an iSCSI target. Follow the steps below to
create, mount, and browse files on an iSCSI target created from an existing backup.
To restore individual files
1. Open the PHD Virtual Backup Console and click Backup Catalog.

2. Selectthe checkbox for the backup that contains the file or files you would like to recover.

100 Restore | Export ~ p= FLR & Archive -

-] L L

-] Linusvmzr

-] Mewvh3

-] . Smal

-] winzkarz

=[] . . windows ¥P SP3 (32-bit)

3/10/2011 3:58 PM on '192,163,.10,108
e — scsili0: 2 GE
|:| II'1|:|,I'2|:|11 357 PMon '192, 165,10, 108"

3. Click E= FLR. The File Recovery wizard opens.

4. Follow the steps in the wizard to create an iSCSI target for the selected backup. You can use the wizard to create custom
target credentials and to mount the target locally after the wizard completes (to mountiSCSI targets, an iSCSI Software
Initiator for your operating system must be installed).

5. When the wizard completes, the target is available within the File Recovery area. The following image displays an iSCSI
target created from a backup of a Windows VM.

B File Recovery

= Create * Mount Copy 2 Delete | g Refresh &) Collapse All Tools -

=~ = PHDVBA
= | Windows XP SP3 (32-bit)
E-[E 10/5/2010 3:11PM
Elﬁ ign. 2010-09. com.phdvirtual: f8%e 7d 75-217d-4066-b00c-85de4d 75 2ad 2

Appliance: 192, 168.40,250

ISCSI IQM: ign. 2010-09, com. phdvirtual: f80e 7d76-217d-4066-b00c-5 5de-
Username: YoAFaFrr

Password: “$9MxIAI="&

6. Ifyou selected to mount the target locally (ifitis a Windows VM backup) the target is added as a new drive on your local
computer. Open Windows Explorer to view the newly added drive. Note that mounting may take a few moments - you can
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open the iISCSI Software Initiator to make sure the target is connected. Additionally, you can view Computer Management,
Storage, Disk Management to make sure itis mounted.

When mounted, a target created from a Windows VM backup should appear in Windows Explorer as a new hard drive.

4 Hard Disk Drives (3)

Local Disk (C:) Local Disk (E:)
T — = T ——
52.0 GB free of 63.9 GB "ty 16.8 GB free of 23.8 GB

System Reserved (F1)

) —
L"==;V’ 71.8 MB free of 99.9 MB

Note: Ifthe targetdisk does not appearin Windows Explorer, open Computer Management > Disk
Management and find the newly mounted disk. Make sure itis set to Online. Additionally, you may
need to import the disk if it displays as "foreign." This may happen ifitis a dynamic disk created with a
version of Windows different than the version running on the computer you are using to mount the
target. Use the right-click menu options to import or configure the disks as necessary. Changing the

attributes of a mounted disk will not affect your backup data.

&
= [fyou did not select to mount the target during the wizard, you can still mount it locally by clicking = Mount.

Note: Ifthe iSCSI Service is not running, you will encounter an error when attempting to mount the
backup. Make sure the service is running before attempting to mount any targets.

= To mount the target on another device, use the iSCSI Software Initiator and the target credentials. See "Mounting
iSCSI Targets on Other Devices" on page 34 for details.

7. Using Windows Explorer, you can now browse the new drive to find the files to restore.

Related topics
If you need to mount an iSCSI target created from a Linux or Unix VM on Windows, see "Restoring Files from a Linux or

Unix VM on Windows " on page 33.
e To mountan iSCSI target on another device, see "Mounting iSCSI Targets on Other Devices" on page 34.

e To delete an iSCSl target, see "Deleting iSCSI targets" on page 35.
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Restoring Files from a Linux or Unix VM on Windows

If you need to restore files from a Linux or Unix VM, but you only have access to a Windows machine to do the restore, you can
use a third-party tool to view the mounted iSCSI target and browse the disk.

Note: In order to view the contents of the disk, the third-party tool must support the filesystem used by the Linux or
Unix operating system. View your operating system documentation for filesystem details.

To restore files from a Linux or Unix VM backup on a Windows machine

In order to restore files from an iSCSI target created from a Linux or Unix backup you will need to use a third-party tool, for
example Ext2explore or explore2fs, to view the mounted disks from a Windows computer.

1. Follow the steps above to create the iSCSI target and mount the disk, making sure itis available and online within the Disk
Management interface.

2. Use afile system explorer tool to view the contents of the mounted disk. The following image shows one example of a
third-party tool, Ext2explore, used to browse a mounted Linux disk on Windows.

1\ Bt2explore [F=1 EoR )
File Tools Help
LI =
boot cdrom home

@@@@@

initrd.img lib lost+found  media

@@@@@@

proc root shin selinux

qgqdg

var vmlinuz

UIE

I &

Related topics
e To mountan iSCSI target on a Windows machine, see "Restoring Files" on page 31.

e To mountan iSCSI target on another device, see "Mounting iSCSI Targets on Other Devices" on page 34.
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Mounting iSCSI Targets on Other Devices

After creating an iSCSI target, you can either mount the target locally from the machine where the PHD Console is installed, or
you can copy the target's credentials and mount the target on another device.

To mount an iSCSI target on another device

Mount the iSCSI target using its credentials found in the File Recovery area. You can mount the target on any Windows
machine that has the Microsoft iSCSI Software Initiator installed. To mountiSCSI targets on a Linux or Unix machine you must
install an iISCSI Software Initiator for your operating system, for example, on an Ubuntu machine, you can install the Linux
Open-iSCSiI Initiator.

1. Open the Windows iSCSI Software Initiator.

2. Ifthe service is not running, click Yes to startit.

3. Follow the specific steps for your operating system, below.
Windows 7, Windows Vista, and Windows Server 2008 R2:

a. Use the Targets tab and in the Target dialog, enter the IP address of the PHD VBA where the iSCSI target was
created.

b. Selectthe IQN from the list of Discovered targets (click Refresh if needed) and click Connect.
c. Inthe dialog that opens, click Advanced and select Enable CHAP log on.
d. Enter the username and password of the iSCSI targetin the Name and Target secret text boxes and click OK.
e. Click OK again.
Windows 2003, Windows XP, Windows Server 2008:
a. Use the Discovery tab and in the Target Portals area, click Add.
b. Enterthe IP address of the PHD VBA where the iSCSI target was created.
c. Click the Targets tab and select the IQN of the iISCSI target from the list, and click Log On....
d. Inthe dialog that opens, click Advanced... and select CHAP logon information.

e. Enter the username and password of the iSCSI target in the User name and Target secret text boxes and click
OK.

f. Click OK again.

4. The targetis mounted and available from within Windows Explorer as a new drive.

Related topics

e Ifyou need to mount an iSCSI target created from a Linux or Unix VM, see "Restoring Files from a Linux or Unix VM on
Windows " on page 33.
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Deleting iSCSI targets

If you need to delete an iSCSI target, you must first disconnect or log off the target using the iSCSI Initiator.

To delete iSCSI targets

Note: To delete iSCSI targets, they must first be disconnected/logged off and notin use on any device (there must
be no open files or directories).

1. To disconnect/log off a target:

a. Windows 7 and Windows Vista: To disconnect a target, open the Microsoft iSCSI Software Initiator, select the
target and click disconnect.

b. Windows 2003, Windows XP, and Windows 2008: To log off a target, open the Microsoft iSCSI Software Initiator,
click the Targets tab and select the target you want to delete. Click Details, then select the target identifier and click
Log Off.

2. Open the PHD Console to the File Recovery page, select the iSCSI target, then Click X Delete.
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Jobs

The Jobs area lets you create new jobs, manage existing jobs, and monitor jobs in progress with two main tabs, Current and
History. The Current tab displays scheduled and running jobs. When a running job is complete, itis moved to the History tab

for archiving. Scheduled jobs remain in the Current tab with an Inactive status.

Jobs e
|5 Backup 124 Restore Edit | Start [l Pause B Cancel 3§ Delete | / Hide Details |-] View Log =] Optiens =
Current History
-
Job Mame Appliance Type Status Progress Current Speed  Time Remaining
@ Badkwp Exchange Server PHDVBA Badwp Mow Running
% Daily Backup PHDVBA Badkup Daily Inactive
© Weekly Template Backup  PHDVBA Backup Weekly Inactive
Job Detail Value Task Name Type Status Dedupe Ratio
Schedule [T Exchange_Server Virtual Machine Completed 211:1
j Type Now ‘—! SysLogger Disk 1 GB Completed 2111
[ Windows Server 2.., Virtual Machine % inf: 1
Other
™ Created 11/10/2010 2:53 PM
T MNext Run
™ started 11/10/2010 2:53 FPM
™ Duration 00:00:29
] Average Speed 35.3MB/s
° | Dedupe Ratio 21111
° | Data written 4.9MB
Details | Tasks
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The Jobs toolbar contains the options you will use to create, edit, and manage backup and restore jobs. Jobs toolbar options
are described in the following table.

Table 6 - Jobs Toolbar Buttons

Button Icon Description

|l Backup Opens the Backup Wizard which guides you through the process of creating
backup jobs. See "Using the Backup Wizard" on page 58 for details.

lh;g Restore Opens the Restore Wizard which guides yqu through the process of r.estoring
stored backups. See "Using the Restore Wizard" on page 65 for details.

7 Edit Edits the selected job.
¥ Start Start an Inactive job or resume a paused job.
il pause Pause a job thatis currently running. Note that average speed is not adjusted for

paused jobs.

H cancel Cancels a job that is currently running. A cleanup process removes any unneeded
snapshots or partial backup files.

X Delete Deletes a current job.

J o) Show Details Opens the Details pane which displays additional information about the selected
job.

] View Log Open the Log Viewer for the selected job. The Log Viewer contains the detailed
log messages for the job in progress and when the job is complete.

| Options Select Show system jobs to show or hide PHD Virtual Backup System jobs
(Appliance Startup, Trim, and Orphan jobs).
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Job Details

The Job Details windows in both the Current and History tabs display additional information about each job. Detail information
is based on the type of job and the options selected during the backup wizard. Details can be displayed for a job by either
double-clicking the job or using the Jobs toolbar.

To display Job Details

1. Within the Current or History tab, click to highlight a job, then click }?’Show Details.
2. The Details pane opens, displaying the information about the selected job.

Table 7 - Job Details

Job Details Parameter Description

Type The type of job. See Job Types, below, for details about each job type.

Start The start date for the job.

Window The window in which the job is scheduled to run, for example, 8:00 PM
to 5:00 AM each night.

Recurrence When the job is set to recur. For details on recurrence, see "Scheduling
Backups" on page 72.

Created The date and time the job was created.

Next Run When the scheduled job will run next.

Started The date and time the job was queued.

Duration The total time the job took to run.

Average Speed The total data processed by the job divided by the job duration.

DeDupe Ratio The ratio of the total job data (all VMs, etc) to the actual data written to

the backup store.

Data Written The size of the actual data written to the backup store.

Note: CIFS shares and displayed storage: Since Windows Explorer is not aware of hard links (used with
deduplication) CIFS share directories will not display used space accurately when viewing folder
properties. To see the actual disk usage for a CIFS share directory you can download the Disk Usage utility
from the Microsoft web site and use the -u option when displaying disk details.
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Job Speeds, Deduplication, and Data Written

The average job speed displayed in the console is calculated by dividing the total time the job ran by the total data processed.
Therefore, if you had a single backup job for a 20 GB Windows XP VM that took 4 minutes to run, you would see an average
speed of about 83 MB per second (20,000 MB /240 seconds = 83.3333 MB/s).

The DeDupe (or deduplication) ratio for each job is determined by calculating the ratio of the total job data for all VMs in the
backup job to the actual data written to the backup storage. For example, our Windows XP example backup job included 20 GB
of total data. After deduplication and compression, only 100 MB of data was written to the backup store when the backup ran,
resulting in a ratio of 200:1. The 100 MB is then reported as the Data Written in the Job Details for our example job. Note that
Data Written reports only the actual amount of data written to the backup store - it does notinclude the total data of all VMs in the
job.

Job Types
PHD Virtual Backup Job types include:
e Backup Now
e Backup Daily
e Backup Once
e Backup Weekly
o Restore Now
e Delete Now
System Jobs include:

e Startup - The job that runs when the appliance first starts. This job cleans up any unfinished processes as well as
synchronizes the backup catalog with the backup storage.

e Orphan Weekly- A weekly job that runs each Sunday at 7 AM to reclaim storage space used by unique and unreferenced
blocks created during a backup that did not complete (failed backup, canceled backup, appliance shutdown, etc.).

o Delete trim - The system job that removes older backups based on your archive retention policy settings. See "Retention”
on page 50 for details on setting your retention policy.
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Job History

The Jobs page also contains a History tab that lets you see all of the jobs that have completed. Clicking Show Details a@ will
display the detailed information about the completed jobs.

History information is retained for 90 days (it may be available for up to 120 days).

Job Mame Appliance Tvpe Result Duratian Started Finished I
bose] _ Backup Daily W Sl oo G |E
' Backup XenQal7? PHDVYEA Backup Daily &9 Success 00:03:04 1/11/2011 8:46 &M 1/11/2011 8:51 &M
' Backup ¥enS6DacPool PHOYBA-S571  Backup W... b Warn 00:05:06 1/7/2011 £:00 PM 1/7{2011 8:05 PM
' Backup XenQal? PHDVEA Backup Daily &2 Success 000321 1/7/2011 &:00 P 1/7/2011 803 PM
' Backup XenQal? PHDVEA Backup Daily &2 Success 00:03:07 1/6/2011 :00 P 1f&f2011 8§03 PM
' Backup ¥enQal? PHDVES Backup Daily &2 Success 00:0Z:49 1/5/2011 &:00 PM 1/5/2011 §02 PM
$-| Backup ¥enal? PHOWEA Backup Daily a Success 00:02:56 1/5/2011 8:16 AM 1/5/2011 8:19 AM
4 n 3
Job Dekail Yalue Task Mame Tvpe Status Dedupe Ratio
Schedule [T Exchange Server Virtual Machine Completed infi1
:| Type Dailly —! SysLogger Disk 1 GE Completed infi1
ek 1/5/2011 [T Lirwm Virtual Machine Completed 153:1
(B Windaw &:00 PM — Disk Disk 1 GE Completed 155:1
[ LinzvM4-snaps Virtual Machine Completed infi1
ﬁther — SysLogger Disk 1 GB Completed inf:1
Created 1/5§2011 8116 AM [T Windows Server 2., Virtual Machine Completed inf:1
- | Average Speed 67.9 MBYs —n Disk & GE Completed inf:1
- | Dedupe Ratio 1688:1
- | Data Writken 6.7 MB
Details Tasks
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Configuration

The Configuration page of the PHD Virtual Backup Console contains all of the options to configure your PHD Virtual Backup
Appliances.

Tip: To access the console, you can right click any VM and select PHD Virtual Backup > Console.

Each PHD VBA must be configured separately; the menu at the top of the Configuration page indicates which PHD VBA's
settings are displayed, as seen in the following image.

Select the appliance to configure: | PHDVBA v]

You can reload the values for any changed configuration area before saving them by clicking the refresh button & to the right
of the appliance selection menu.

Note: The Hypervisor Credentials on the General tab and the Backup storage selection on the Storage tab are
the only configuration options that are required to run backups. All of the additional settings are optional.

The Configuration page contains multiple tabs, described in the following sections:
e "General" on page 42
e "Storage" on page 44
e "Network" on page 46
e "Email" on page 48
e "Retention" on page 50
e "Connector" on page 53

e "Support"on page 55
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General

The General tab contains appliance options including the time zone, Data Streams, Hypervisor Credentials, and License
information for the currently selected PHD Virtual Appliance.

Select the appliance o confiqure: IF'HD'-.-'B.C'. v] l@]

@eneral Skarage I Metwark | Ernail Retention | Conneckar I Suppork

Appliance options

Select time zone [.ﬁ.merica ']
Select region [New_‘furk ']
MNTP Server 1 nkp.ubuntu, com

MNTP Zetver 2

Data Streams U 4

Hypervisor credentials

Pool Master 192,165.10.117
2.q., server.example, com or IP address

User Mame rook
Passward TIIIII L

Praofessional License: PHD Yirkual

Produck Expiration:  Friday, Movember 18, 2011

= Update
Support Expiration:  Friday, MNovember 18, 2011

| Save

Appliance options

e The time zone and region defined here affect when each job will run. Scheduled jobs will run according to the time in the
configured time zone, which may not be the same time zone as your desktop or host server.

e NTP servers are used to synchronize the time on multiple computers. You can configure up to two NTP servers here to
synchronize each PHD Virtual Backup Appliance.

e Data Streams perform the individual job processes on the appliance. The Data Streams slider lets you set the number of
processes that will operate concurrently while a job is in progress. For example, when set to four, up to four virtual disks
can be processed at once during a backup job. In some cases, with older or slower hardware, you may need to reduce the
number of threads to avoid saturating host server resources. If you are experiencing performance issues, you can reduce
the number of streams used by the appliance at one time by moving this slider to the left.
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Hypervisor Credentials

Hypervisor Credentials are used by the PHD Virtual Backup Appliance to perform the steps required to backup and restore
virtual machines.

Enter the Management IP address of the Pool Master XenServer along with the root account credentials when configuring each
appliance. If you are using a single host, use the IP address or host name of that host, instead.

Note: Ifthe XenServer Pool Master changes, each PHD Virtual Backup Appliance must be updated with the new
Pool Master credentials in order to run backups and restores.

License

PHD Virtual Backup is installed with a trial license. To avoid any interruption in your ability to run backups, you will need to
upload a new license before the trial period expires.

To update your PHD Virtual Backup license, click Update in the License area to apply the new license file. New licenses must
be applied to each PHD Virtual Backup Appliance you have deployed. Use the menu at the top of the Configuration window to
select each appliance to update.

e The Product expiration date displays when PHD Virtual Backup expires. After the product expiration date, you can no
longer run backups, but you can still restore your backed up files.

e The Support expiration date determines when your support license expires. A valid support license is required to install
product upgrades.
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Storage

The storage tab is used to define where your backups are sent. Backups can be sent to an attached virtual disk, a CIFS share,
or an NFS share.

The storage currently in use is shown in the Backup storage area.

Select the appliance to configure: [PHD\..'EA v]
Gene@ Storage | Metwork | Email Retention I

Backup storage

Connector | Support

Storage Type [.ﬁ.tlﬁ::hed Virtual Disk - ]

& Using attached disk 10 GB

Advanced options

Enable compresssion for new backups

Warning level % free (10.00 +| Warns at 1 GB of free storage

Stop level % free 3.00 = Stops at 307.2 MB of free storage

Reset to Defaults

Save

To run backups, storage must be defined when the appliance is first deployed and configured. If you need to change your
storage location later, you can do so using the Storage tab.

Note: Backup storage cannot be shared by multiple PHD VBAs - each VBA must use its own unique storage

location.

To change the backup storage location

1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Storage tab.

3. From the Storage Type menu, select the type of storage to use. If you select to use an NFS or CIFS share you must also
enter the share location and credentials the appliance should use.
4. Click Save.
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Advanced storage options
Advanced options include compression and settings for storage level warnings.

e Enable compression for new backups - enabled by default, this option instructs PHD Virtual Backup to use compression
when creating backups. If you have a reason to store backup data uncompressed, you can disable this option. For

example, if you have a large amount of storage available and need to increase backup speeds, you can disable this option
to skip the compression.

e Warning level % free - use this option to set the threshold at which you would like to display a warning that your backup
storage is running low on available free space.

e Stop level % free - use this option to force PHD Virtual Backup to stop running backups when the free storage capacity
reaches this threshold.

Note: CIFS and NFS shares may have additional free space thresholds defined that, when exceeded, could
potentially prevent new backups from completing. Check with your local administrator for details.
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Network

Use the Network tab to define a PHD Virtual Backup Appliance's network settings. By default, the appliance will attempt to
obtain an IP address automatically after itis deployed.

Select the appliance ta configure: [PHD';-'BA-SH-WF v]

aeneral | Skarage | Mebwark. | Ernail | Fetention Connectar | Suppork

Adapter | Skorage Adapter

MAC Address: 00:50:56:94:00:40

@ Obtain an IF address autoratically

(71 Use the following IP address

Marne Servers

@ Obtain NS address automatically

() Use the Following DNS addresses

If necessary, you can configure a second network adapter to be used by the PHD VBA. This may be useful if your storage
location exists on a network that is unreachable by your VM management network (where the PHD Virtual Backup Appliance
resides). To use multiple network adapters you first need to add a second adapter to the PHD VBA virtual machine then use the
PHD Console to configure the second adapter. See "Using Multiple Network Adapters" on page 89 for details.

Note: If you are experiencing network problems you can manually assign network settings by selecting the VBA
within XenCenter then clicking the Console tab and typing Ctrl-N. Note that this method allows you to
configure settings for the first network adapter, only. If configured, the settings for the second adapter will be
reset to obtain an IP address automatically.

The next few sections describe how to use the Network tab to configure the network settings for your PHD VBAs.
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Using DHCP

By default, each PHD VBA will attempt to acquire an IP address automatically using DHCP. If you had seta PHD VBA to use a
static address, but would like to switch to using DHCP, follow the steps below.

To obtain the appliance IP address automatically

1.

2
3.
4

Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure menu at the top of the page.

Click the Network tab and select Obtain an IP address automatically.

. When obtaining an address automatically, you also have the option to obtain DNS information automatically by selecting

Obtain DNS address automatically, or you can specify your DNS settings. When complete, click Save.

Using Static IP Addresses

PHD VBAs can be configured to use static IP addresses using the Network tab of the PHD Console's Configuration area.

To assign static appliance network settings

1.

2
3
4.
5

Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure menu.
Click the Network tab and select Use the following IP address.

Enter your IP address, Subnet mask, and Gateway.

. When manually assigning networking information, you must also define your DNS settings. Enter a preferred and alternate

DNS address, then click Save.
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Email

Use the Email tab to configure PHD Virtual Backup to send email alerts and reports. If you choose to not send alerts from the
appliance, you can still use XenCenter to receive alerts (see your XenServer documentation for instructions on setting up email
alerting). By default, warning and error alerts are sent to XenCenter by the appliance and will be displayed in the System Alerts
dialog.

You can select to send email alerts for Critical errors, Errors, or All, which includes backup and restore job results, system alerts,
and errors. Warnings, though logged within XenCenter, are not sent as separate email alerts.

Select the appliance to configure: [PHD\..'EA v]

I
| Generar | Storage I Metwork Email Retention I Connector | Suppart

~ Do not email alerts from the appliance

i@ Email alerts using thefollowing information

Server Name smtp.example.com Port 587

Security Maone i

Server requires credentials

User name PHD

Password seennes

From Email Address  phdvb@phdvb.com

Alert Level [.ﬁ.ll ']

Recipients:
phd@phdvb.com Add

Remove

To enable alerts
1. Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure menu.

Click the Email tab then select Email alerts using the following information:

P wN

Enter the IP address or FQDN of the email server you would like to use to send email alerts.
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10.

If your email server requires security, select the type from the Security menu.

= None - do not use security.

m STARTTLS - use STARTTLS security when sending email alerts.

= SMTP over SSL - use SMTP over SSL when sending email alerts.
If the server requires authentication, select the checkbox and enter a username and password.
Enter a From Email Address (this is the address the PHD Virtual Backup emails will come from).
Select the Alert Level

= All-send all email alerts, including backup and restore job results and all system level errors (warnings are not sent
as email alerts though they are included in the backup and restore reports).

m Errors - send an email alert only for errors (Error and Critical Error).
m Critical- send an email alert only for critical errors.

Click Add to add the email addresses that will receive the email alerts. When added, the addresses will be displayed
within the Recipients dialog box. To remove any email addresses, select the address in the Recipients dialog and click
Remove.

When you are finished configuring email alerts, click Save.

To disable email alerts

1.
2.
3.

Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure menu.

Click the Email tab and select Do not email alerts from the appliance then click Save.
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Retention

Use the Retention tab to define your backup retention policy.

Select the appliance to canfigure: [PHD\..'EA v]
I~
Generak | Storage I Metwork Email Retention Connector | Support
Retention
Retention setting Typical -
Recent backups to keep 5

And keep the most recent backup from each of the last:

Days 7
Weeks 4
Months 12
Years 3

Save

By default, PHD Virtual Backup will keep all backups for each VM. Using the Retention options, you can select how many
backups you want to keep for each virtual machine to meet your individual compliance and storage requirements. When a
retention policy is set, a job runs (Delete trim) and performs the retention processing at the top of each hour and after every
backup completes.

You can select to use pre-defined settings, or you can set specific values for each setting. The available Retention Settings are:
e Keep All - Retain all backups for all VMs. This is the default setting.

e Typical - Retain the 5 most recent backups as well as the most recent backup from each of the last 7 days, 4 weeks, 12
months, and 5 years.

e Custom - You define the values for each retention setting.
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Retention Notes
e Days start at 00:00:00 and include the current day.
e Weeks start on Monday and include the current week.
e Months are based on the calendar month and include the current month.
e Years are based on the calendar year and include the current year.
e Retention adjusts for Daylight Savings Time.

e Backup files marked as Archive will never be deleted.

To define backup retention settings

1. Open the PHD Virtual Backup Console and click Configuration.

2. Selectthe appliance you want to configure from the Select the appliance to configure menu.
3. Click the Retention tab then use the Retention setting menu to select your retention policy.
4

. When finished, click Save.

To keep only a certain number of backups per VM

1. Open the PHD Virtual Backup Console and click Configuration.

2. Selectthe appliance you want to configure from the Select the appliance to configure menu.
3. Click the Retention tab then use the Retention setting menu to select Custom.
4

Set the Recent backups to keep to the number of backups you would like to keep for each VM. For example, to keep only
5 backups for each VM, set this value to 5.

o

Setthe Days, Weeks, Months, and Years values to 0.
6. When finished, click Save.

Now, only the last five backups will be kept for each VM.

Advanced Retention Scenario

The following example scenario describes how backups are retained when using advanced retention settings. We will assume
the following:

e Todayis 10/29/2010
e Backup Frequency is set to Daily (and the daily backup has run today)
e Backups have been collected for the last 5 years

e Retention Settings set to Custom with Recent backups setto 3, Days setto 0, Weeks to 5, Months to 13, and Years to 3. The
following image illustrates the current settings.
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Retention
Retention setting Custom -
Recent backups to keep 3

And keep the most recent backup from each of the last:

Days U]
Weeks 5
Months 13
Years 3|

The following table describes the backups that will be retained based on this scenario.

Backup Period Retention Setting Backups Retained (by date) Unique Backups
Most Recent 3 10/29, 10/28, 10/27 3
Days 0 0
Weeks 5 10/29*,10/24,10/17,10/10, 10/3 4
Months 13 10/29*, 9/30, 8/31, 7/31, 6/30, 5/31, 4/30, 12
3/31,2/28,1/31, 12/31/09, 11/30/09, 10/31/09

Years 3 10/29/2010%, 12/31/2009*, 12/31/2008 1

Total Backups Retained 20

* Backup already retained; not unique.
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Connector

Use the Connector tab to enable and configure the Backup Data Connector (BDC) to export backups.

Select the appliance to configure: [PHD\..'EA v]
W}General I Storage | Metwark Emiil I Retention | Connector Support
Backup Data Connector

Enable share at \4192.168.40.52\backups
Llser name phd
Set Password ITTITITITRITIIITT

Confirm Passwaord EEEREEREEREREREE

Save

The Backup Data Connector lets you access backups in an uncompressed format which can be useful If you need to save
backups to tape or archive backups to disk. With the connector, you enable an SMB/CIFS share that allows access to your
backup files in a simple folder structure. You can then use third-party tools or your own scripting to compress, select and move
these files to tape or to other disk locations, as necessary.

To access backups using the Backup Data Connector
1. Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure menu.

2
3. Click the Connector tab.
4

. Select Enable Share at.... This will display your appliance IP address and the share name, for example,
\\192.168.1.100\backups.

5. Enter and confirm a password. The default username phd cannot be changed.
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6. When finished, click Save.

When enabled, you can access the share to view the uncompressed backups, as seen in the example image, below.

@'\J" L » Network » 19216850.231 » backups » + [ 42| [ search backup
Organize * Burn Mew folder
v Favorites MName Date modified Type
PR Desktop | Last7Days 10/12/2010 3:30 PM  File folder
¥
& Downloads J Last32Days 10/12/2010 3:30 PM  File folder
b
15l Recent Places J LatestOfEach 10/12/2010 3:30 PM  File folder
J Today 10/12/2010 3:30 PM  File folder
4 Libraries J Vesterda 10/12/2010 3:30 PM  File folder
¥

The folders in the share organize backups into categories by when each backup was taken.
e Last7Days - All backups taken within the last seven days, notincluding today.

Last32Days - All backups taken within the last 32 days, notincluding today.

LatestofEach - The latest backup file for each VM available.

Today - All backups taken today.
Yesterday - All backups taken yesterday.

Note: After a backup has finished, some larger backup files may not be visible in the BDC share, right away. If you
do not see a backup that has recently finished, wait a few moments then refresh the share.

In addition to accessing backup files through the Backup Data Connector share, you can manually export individual backups
using the Export backup feature. See "Backup Catalog" on page 27 for details.

Note: If you experience problems connecting to the Backup Data Connector share, you may need to adjust the
local security policy on your Windows computer. See "BDC Share and Local Security Policies" on page 98.
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Support

Use the Support tab to configure debugging logs, to download support files, apply updates to the PHD Virtual Backup
Appliances, and to find current version information.

Select the appliance to configure; [PHDVBA - ]

General | Storage | Metwork, | Ermail Retention I Canneckar | Support

Enable debug logging on appliance

Debug logging provides additional diagnostic information,

Diagnostics

Download Support File
The suppart File conkains information useful when diagnosing appliance problems,

Download Consols Logs
The console logs contain useful information when diagnosing console problems,

ersion Information
PHD wB& Version: 5.2.0

PHD Console Yersion: 5.2.0

Patches are bundles downloaded from the PHD Yirtual support website that
conkain updates for wour appliance,

Upload Appliance Pakch

Debug Logging

Enabled by default, Enable debug logging on appliance includes additional diagnostic log messages in the PHD Virtual
Backup logs. These messages are useful when troubleshooting product issues.

Support Files

When communicating with PHD Virtual Support, you may be asked to download and send support files to help resolve any
issues. Use the links in the Diagnostics area to do this. A compressed package will be downloaded and can then be sentto
PHD Virtual, if requested.

Uploading Appliance Patches

Periodically, update patches for the PHD Virtual Appliance will be available for download from the PHD Virtual Web site. When
downloaded to your local computer, they can be uploaded through the PHD Virtual Backup console using the Upload
Appliance Patch link. Clicking this link will allow you to select the downloaded appliance patch file. For additional information,
see "Updating PHD Virtual Backup" on page 92.
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Chapter 4 - The Backup Wizard

The Backup Wizard guides you through the process of creating backup jobs to protect the virtual machines in your environment.
The following sections describe how to access and use the wizard.

Accessing the Backup Wizard. ... il 57
Using the Backup Wizard. . . ... e 58
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Accessing the Backup Wizard

There are multiple ways to start the wizard, using either the PHD Console or the integrated menus within XenCenter. From the

Console, Jobs area, you can click (51 Backup. Within XenCenter, you can right-click a VM name then select PHD Virtual
Backup > Backup from the integrated menu, as shown in the following image.

Aenserver107-55
Debian Etch 4.0

Derno Linux 52

PHD Yirtual B Shut Down
Windows Ser Suspend
= DVD drives
Rebook

=] Local storage
=] Removable i

Force Shukdawn

20 606

MSDMN 150 Librar
Faorce Rebook
Take snapshat, ..
| PHD virtual Backup R m Backup
I
Properties Restare l’@

T Jobs Viewer

When opened, the wizard presents the steps required for backing up your virtual machines. See "Using the Backup Wizard" on
page 58 for details.
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Using the Backup Wizard

User Guide

The following procedure provides detailed information about each step of the Backup Wizard.

Using the Backup Wizard

1. When the wizard opens, you are presented with the Select step. Here you can use the View by: menu to change how the
virtual machines available for backup are displayed.

Server View - Display all VMs within the XenServer Pool, by XenServer host.

Folder - Display only VMs assigned to folders.

Tag - Display only VMs that contain tags.

© PHD Virtual Backup

Select the items to backup.

B
@ PHD Virtwal

Select Appliance
Schedule
Options
Summary

Complete

View by: [Ser\ter View b

=[] ¥enS6DocPool

10O

j..
-
:l..
-

2-[7] [ XenQa17

-] [@ Dev

|:| [ Linux

B[] (@ PHDVBA

G-[7] [ Ubuntu10-32b

G-[7] (@ Ubuntug10-32b

-0 (@ Windows 7 (32-bit)

[#-[¥] @ Windows Server 2003 R2 (32-bit)
&[] (3] Windows Server 2003 R2 (64-bit)
D [@ Windows Server 2008 R2 (64-bit)
(-[7] (@ Windows XP SP3 (32-bit)

[ § xenQais

[ xenqa2s

@

@ Linux

m

Include Templates

[ nNet> ||

Cancel ]

If you select the top container in any view (for example, Xen56DocPool in the image above) all VMs in that pool or folder

or with that tag applied will be included in the backup job. Also, any VMs added to a selected pool or folder or with the tag
applied in the future will also be included in the backup job. Likewise, any VMs removed from the selected pool, folder, or
tag will no longer be included in the job.

= Include Templates - Show or hide Templates in the list of displayed objects.

s Exclude/lnclude - When backing up groups of VMs, an entire folder, for example, you can choose to exclude specific
VMs or individual disks from the backup job by selecting the VM or disk and clicking Exclude. Excluded VMs can be
included again select the VM and clicking Include.

2. Selectthe VMs you want to backup and click Next.

3. Atthe Select Appliance step, select the PHD VBA you want to use to perform the backup.
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© PHD Virtual Backup

[ 2 [l

Select the appliance to perform the backup.

@PHD Virtual

¥ Select
Select backup appliance:
Appliance Information

Schedule

MNetwork Address:
Options

Host Server:
Summary

Storage:
Complete

PHDVBA ~|

192,168,90.231
gatemp 105

9.8 GB (2 GB free)

’(Previcus ” Next > H Cancel ]

The backup wizard searches for all available appliances within the current resource pool. The appliance you select will
perform the backup processing and store the backup file on its configured storage location.

Note: If you will be backing up a VM located on local storage, you must select an appliance that is located
on the same host as the VM or else the backup will fail. Virtual disks for any VMs that are unreachable
by an appliance (on different local or shared storage, for example) will be displayed after the
appliance is selected. You can then choose to click Previous and exclude those VMs or disks or select
another appliance with access to those disks.

When you've selected the PHD VBA, click Next.

The Schedule step lets you run a backup Now, schedule a backup Once for later, create a Daily backup or a Weekly
backup. Select the type of backup to create and define any required options and click Next. For additional details on
scheduling backup jobs, see "Scheduling Backups" on page 72.
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) PHD Virtual Backup

@ Select the schedule to run this job.

==
©PHD Virtal

¥ Select

" Select Appliance

BT

) Once

Options
Summary () Daily
Complete @ Weekly

Server time:  Tue, 09 Nov 2010 08:11:51 EST
Start date: 11/ gf2010 [~

Start time: 8:00 PM =

[[] Do not start after: | 4:00 aM

Recurs every: 1 Weeks

Sunday Monday Tuesday Wednesday

Thursday [¥] Friday Saturday

’ < Previous ] ’ Mext = ][ Cancel

Start Date- The date the scheduled job will begin.

s Start Time- The time the job should start.

User Guide

= Do not start after- The time after which the job should not start. In a situation where many or very large backup jobs
are running, and this time passes before the job can begin, it will not start until the next scheduled start time. Jobs
already in progress after this time will not stop - they will complete as normal.

Recurs every n Days/Weeks- How often the job will run. A daily job, by default, will run once per day. If you'd like a

job to run every other day, set this to 2, for example. Weekly jobs will run once per week, by default. To create a job
that runs only once every two weeks, select a Weekly job then set this value to 2. Recurring jobs begin based on the
first day of each month. For instance, if you create a daily job that recurs every 10 days, it will run on the first of the
month, the eleventh, the twenty-first and the thirty-first, if available. This schedule is reflected in the Next Run date
within the Job Details. Therefore, if on August 19th you created a daily job that recurs every 10 days, the Next Run
date will be August 21st. Though this may appear to be only two days from the day the job was created, it represents
the third recurrence date of the job for that month (1st, 11th, 21st, and 31st).

6. Selectthe type of backup to create, then click Next.

7. The Options step lets you name the backup job and define options specific to the backup.
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10.

© PHD Virtual Backup

@ Enter a backup job name.

B
@ PHD Virtwal

¥ Select

¥ Select Appliance

¥ Schedule
Summary

Complete

Job Name:

Backup ExchangeServer|

Options

Verify backup: ’New blocks only -

Backup powered off virtual machines

[] Archive backups

[ Quiesce the VM before backing up (Windows only)
Ignore virtual machine skips

[<Previou5][ Mext = ][ Cancel ]

= Verify backup - This option determines how the backup should be verified. By default, this is set to None which
means data is written, but not verified. All blocks instructs PHD Virtual Backup to verify every block of data (for a
scheduled job, this would happen every time the backup job runs). New blocks only verifies only the information that
has changed since the last backup. For additional information on the verify options, see "Verifying Backups and

Restores with TrueRestore™" on page 80.

s Backup powered off virtual machines - Select this check box to backup VMs included in the backup job even if they

are powered off.

= Archive backups - Select this option to flag backups created with this job as archived backups. This means the
backups will never be deleted by the automatic retention policy. Archived backups also cannot be manually deleted.
To remove an archive flag, or to archive existing backups, see the Backup Catalog in the console.

= Quiesce the VM before backing up (Windows only) - When backing up a Windows VM, if XenServer tools are
installed, you can choose to quiesce the VM before backing it up, to take advantage of Microsoft's Volume Shadow

Copy Services.

= Ignore virtual machine skips - Select this option to ignore any PHDVB:skip tags added to any of the VMs included in
the backup job. For additional information on skipping VMs, see "Skipping VMs" on page 83.

When you've finished adding a job name and selecting job options, click Next.

Review the Summary information, then click Submit. The backup job is then submitted for processing. Click Finish to

close the wizard.

The PHD Virtual Backup Console opens and displays the status of the backup job.
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Current |

Jeb Marie Thipe Skabus Pragress Speed Tifie R emaining
Baackup Blow funning 3 His o0z03:42
Backup Disity Inackive

Backup 'Wesakly  Inactive

= Daly Backup
| Waekly WM Templaze B...  PHOWEN

b

For more information on using the Jobs area of the console, see "Jobs" on page 36.
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Chapter 5 - The Restore Wizard

The Restore Wizard lets you restore the virtual machines you backed up with PHD Virtual Backup. Restored VMs include the
metadata and all of the virtual disks associated with the VM. For additional details about what attributes are included with each
restored virtual machine, see "Restores" on page 14.

The following sections describe how to access and use the wizard.

Accessing the Restore Wizard. . .. . 64

Using the Restore Wizard. . .. e e 65
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Accessing the Restore Wizard

The wizard can be started by right-clicking an object within XenCenter or by using the File menu and selecting Restore from the
integrated PHD Virtual Backup menu, as shown in the following image.

LA ||

%ms @ Shut Dovvn Drive 11 <emphy>
g LI} ) Suspend

il’ @ Reboot flon Mame
PHD Yirtual B

g D @ Force Shutdown

g Lo @ Force Reboot

PHD Yirtual B

4 Re Take Snapshot.,
FS-
sLo @ PHD Virual Backup  » | Eedag
Properties | Restare,
I | Consald®

The wizard can also be accessed using the PHD Console, either from the Backup Catalog or from the Jobs area.

When opened, the wizard presents the steps for restoring your virtual machine backups. See "Using the Restore Wizard" on
page 65 for details.
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Using the Restore Wizard

The following procedure provides detailed information about each step of the Restore Wizard.

Using the Restore Wizard

1.

User Guide

When the Restore Wizard opens, the Select Backup step presents you with all of the backups available for restore. Use
the View by menu and the navigation tree to locate the backup you'd like to restore.

© PHD Wirtual Backup

Select the backup and disks to restore.

[0 ==
@ PHD Virtval

Select Backup

Options
Server
Hetwork
Summary

Complete

-

Yiew by [Virtual Machines

SysLoggers
Ubunku10-32b-r2
Ubuntul0-32b-r3

Le[@] 2/9/2011 4:54 PM on 'galid’
Windows =P 3P3
WinxP-restored

(@] 2102011 5:45 &M on 'gal 18’
-[@] zj9/2011 10:00 PM on 'galls

SysLogger [b33ed2cf-code-c10a-aabl-fbd727d1F2e6] -

m |

1

Disk Mame:

Size

[ Mext = H Cancel ]

When you select the backup, the available disks are also displayed, as seen in the image above. All available disks are
selected for restore by default. To exclude a particular disk from the restore, clear the check box in the Disk Name column.
After selecting the VM and disks to restore, click Next.

At the Options step, enter a name for the restore job and a name for the VM to be restored.
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© PHD Virtual Backup @1

@ Enter names for the restore job and ¥M to be restored. @ Pl.l[} V"‘ﬂjﬂl

* Select Backup

Job Mame:
Server

Restore Windows Server 2003
Hetwork
Summary Wirtual Machine Mame:
Complete Restored Windows Server 2003

[ verify restore

[ < Previous ] ’ Mext = ] [ Cancel ]

4. Ifyou wantto add additional verification during the restore process, select Verify Restore. For more information on
verifying backups and restores, see "Verifying Backups and Restores with TrueRestore ™" on page 80 . When ready, click
Next.

5. The next step lets you select where the VM should be restored. Select the server from the available list (be sure to select a
location with enough free space).

© PHD virtual Backup (5[]
@ Select where to restore this ¥M. @ Pl—l[} V"'[]Jﬂl

Select the server and storage location For the ¥M and its metadata:

¥ Select Backu
P Server Metwork Address WM Storage Free Space
\d Options
Network
Summary
Change ¥M Storage
Complete [ 5 g
Select starage for restored disks (optional):
Restare Disk Size Disk Storage Free Space
C: g GE Local starage 137.9GE
Mew virtual disk (5) 10 GB Local storage 137.9GE
Change Disk Storage

< Prewious ] [ Mexk = ] [ Cancel
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6.

If you need to send an individual disk somewhere other than the selected server's default storage, select the disk and click
Change Disk Storage. When you've selected where you will restore your VM and disks, click Next.

At the Network step, select the network device to use for the restored VM. If you need to change any settings, selecta
network interface, then click Edit. The Edit dialog lets you change the Network and MAC address used by the network
interface. Click Next when complete.

Review the Summary information for the restore job, then click Submit. Click Finish to close the wizard.

Use the Jobs area of the PHD Virtual Backup Console to view the progress of the restore job. While in progress, the VM
being restored is displayed with an ellipsis before its name within XenCenter. When the restore is complete, the VM is
available within XenCenter .
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Chapter 6 - Using PHD Virtual Backup

The topics in this chapter include short reference topics as well as step-by-step instructions for using PHD Virtual Backup
features.

Creating Backup JODS. | . L. 69
RuNNing @ BacKup NOW. _ . e 70
Scheduling BacKups. . . ... il 72
NV EWING JODS. 74
ReStONNG BaCKUDS. . . 76
ReESIONING FileS. 77
Configuring Email Alerts. o 79
Verifying Backups and Restores with TrueRestore ™. . 80
Backup Retention and ArChiVing. ... 81
Excluding VIMs and Disks. . . ... 82
SKIPPING VIS, 83
Sending Backup Files to Tape. ... . . 85
Using Tags to Backup VIS, . . 86
Increasing Backup Storage (Attached Disk). ... ... . 87
XenServer System LOGiNg. . . ..o 88
Using Multiple Network Adaplers. . ..o e e e 89
Updating PHD Virtual BaCkuUp. . . ... e e e e e 92
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Creating Backup Jobs

PHD Virtual Backup protects your virtual machines using Backup Jobs that you create and customize. Jobs can be run
immediately or they can be created with a schedule to backup VMs every night, for example.

You can create backup jobs to protect individual virtual machines or you can create jobs by Pool, Folders, or Tags. When you
create a job using a Pool, Folder, or Tag, VMs added to the pool or folder or assigned the tag will be included in the job
automatically. Likewise, if you remove a VM from a pool or folder or remove the tag from a VM, it will not be included in the
backup job. For instance, if you create a scheduled daily job that backs up all of the VMs in your production pool, any new VMs
added to that pool in the future will also be included in the back up the next time the job runs.

Backup jobs are created using the Backup Wizard. The wizard is accessed by selecting PHD Virtual Backup > Backup from
the integrated PHD Virtual Backup menus in XenCenter, or when you click S Backup within the PHD Virtual Backup Console.

To create a Backup Job
1. Start the Backup Wizard by right-clicking a VM and selecting PHD Virtual Backup > Backup.
2. Follow the steps in the wizard to select VMs for backup and define a backup schedule. For detailed information about
each step in the wizard, see "Using the Backup Wizard" on page 58.
To edit a job

1. Startthe PHD Virtual Backup Console, then click Jobs. The Current tab displays all jobs in progress as well as any

scheduled jobs.

|5 Backup WZj Restore | - Edit Start Pause Cancel

Current History

o~

Ej File Recovery Job Mame Appliance Type Status
¢| Daily Backup Al VMs PHOWEA Backup Daily Inactive

@ PHD Virtual Backup Console

Dashboard

] Backup Cakalag

E
B

2. Selectthe job you would like to edit, then click _Edit.

3. The Backup Wizard opens with the settings you originally defined for the job. Use the wizard to make any edits and submit
the job again. For details on each step of the wizard, see "Using the Backup Wizard" on page 58.
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Running a Backup Now

There are multiple ways to run a backup with PHD Virtual Backup - the easiest is to right-click the VM you want to back up and
select Backup from the PHD Virtual Backup context menu. This will open the Backup Wizard which guides you through the
process of creating your Backup Job.

To run a single backup

1.
2.

Within XenCenter, right-click the name of the VM you want to backup.

From the context menu, select Backup from the PHD Virtual Backup menu.

(B s

13l B) @) Shut Down
e O suspend
as | .
age &3 Reboot
e st ©) Force Shutdawn
rat
@ Faorce Reboak

Take Snapshat. .,

| PHD virtual Backup v [ o
I~
Properties Restore L“E
il Jobs Viewer

The Backup wizard opens and guides you through the process of creating the Backup Job that will back up your selected
VM. For detailed information about each step of the wizard, see "Using the Backup Wizard" on page 58

When the wizard completes, the PHD Virtual Backup Console opens and displays the progress of your backup job.

Current Histioky
Job Mame Aapliance Thipe Skabus Fragress Speed Tire R emaining
& Backup Dema Linue: W9 PHOVES, Backup Mow Funnirg 35.7 MB|s [0=03:42
= Daly Backup PHOVES, Backup Daily  Inackive
| Waekly WM Template B...  PHOVEA Backup Weakly  Inactiva

b

Tip:  Another way to run a backup right away is to force a scheduled backup to run now.
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To run a scheduled backup now

1. Open the PHD Virtual Backup Console and click Jobs.

2. Click the scheduled job you want to run and then click P start.
3. The job status changes from Inactive to Running and the backup begins.

When complete, the job remains in the Current tab and the status returns to Inactive, but the History tab will contain a
record of the job you justran.
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Scheduling Backups

Backups can be scheduled to run Once, Daily, or Weekly, using the PHD Virtual Backup Wizard.

To create a scheduled backup job

User Guide

1. From within XenCenter, start the PHD Virtual Backup Wizard using the Pool, Server, or VM menu item: PHD Virtual

Backup > Backup.

2. Use the check boxes to select the VMs to include in the scheduled backup job then click Next.

3. Select the appliance to use for the backup then click Next.

4. Atthe Schedule step, use the option buttons to set your schedule.

|$‘ Select the schedule to run this job. @ H.I] l'r|r[“ﬂ|
" Select
+ Select Appliance
Im -.':) Tow Sarvar Hme:  Thu, 29 Jul 2010 13:31:30 EOT
Options ) Onoe Shart date: 7i29/2010 w
Sum mary O paiy Srark time 2100 P =
Complete © Weely [ Do ok skart after:
Recurs every: 1 Weeks
[#] Sunday Monday  [+] Tuesday Wadnesday
[ Thursday [+] Friday Saburday
[ < Pravicns | [ Tast = ] [ Cancel ]

For example, to create a weekly backup schedule, select Weekly, then set the date to start the backups, the time the
backups should be allowed to run, and the day of the week.

= Start Date- The date the scheduled job will begin.

s Start Time- The time the job should start.

= Do not start after- The time after which the job should not start. In a situation where many backup jobs or very large
jobs are running and this time passes before the job can begin, it will not start until the next scheduled start time. Jobs
already in progress after this time will not stop - they will complete as normal.

= Recurs every n Days/Weeks- How often the job will run. A daily job, by default, will run once per day. If you'd like a
job to run every other day, set this to 2, for example. Weekly jobs will run once per week, by default. To create a job
that runs only once every two weeks, select a Weekly job then set this value to 2. Recurring jobs begin based on the
first day of each month. For instance, if you create a daily job that recurs every 10 days, it will run on the first of the
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month, the eleventh, the twenty-first and the thirty-first, if available. This schedule is reflected in the Next Run date
within the Job Details. Therefore, if on August 19th you created a daily job that recurs every 10 days, the Next Run
date will be August 21st. Though this may appear to be only two days from the day the job was created, it represents
the third recurrence date of the job for that month (1st, 11th, 21st, and 31st).

When the schedule is set, click Next.
Enter a name for the job, for example, Nightly Backup - Production VMs.

Configure any job options. For more information, see "Using the Backup Wizard" on page 58. Then click Next.

© N o o

Review the summary information then click Submit. Click Finish to close the wizard.
The selected VMs will be backed up based on the schedule you defined.

Use the Console, Jobs page to manage the existing scheduled backup jobs. From there you can run the job immediately to test
your settings or edit the job details. See "Jobs" on page 36 for more information.

Note: Ifthe PHD Virtual Backup Appliance is restarted within one hour of a scheduled Daily or scheduled Weekly
job's start time, the scheduled job will be run again.
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Viewing Jobs

User Guide

To view the backup and restore jobs that are in progress or that have been created, use the PHD Virtual Backup Console, Jobs
area. The PHD Console opens to the Jobs area automatically after creating a job with either the Backup Wizard or Restore
Wizard.

To start the PHD Virtual Backup Console

1.

From XenCenter, expand the Pool, Server or VM menu and select PHD Virtual Backup > Console.

Wil | Storage  Templates  Tools  Window  Help
[E, | MewvM... Ctrl+-M —3 New Storage @ I
w | Skarage | Mebwork, -H.i
i)
B
Ea
=
5k
<MNone=
| PHD virtual Backup b | Backup
e| Restore
i Console M,
LT r L'y

Alternatively, from within XenCenter you can right-click any VM, Server, or Pool object and select PHD Virtual Backup >

Console from the context menu.

The Console opens and displays any jobs scheduled or currently in progress.

Current Histoey
Job Mame Aapliznce T
b Backup Demo Linue: ¥4 PHOVEA Backu
= Daly Backup PHOA Bl Baku

= | Waekly WM Templace B... PHOVEA Backu

b

Skatus Pragress
o Blow Running
p Dizily [nackive

pwWeskly Inactive
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To see additional details about any job, first select the job and click ﬁ Show Details.
Speed Time

= wieskly WM Template B... PHOVBA

Backup Mow

Backup Daly

Status
Rurning
Inactive

Backup Waekly Inactive

Job Detai Wahie Task Name Type Shatus
= Crested 7J2T (2010 9:46 A [0 Wirdows Serve.., VitualMachine [E____ ] 12%
™ sehedule = Ti] Digk 8.6 GB [ —  F
| Type Mo
= Start WA
(B wWindow Nt
™ pecurrence HjA
= Mzt Run
= Started TIZPIZ010 9246 A
“* Duration 00:00:27
| Massage
| Dedupa Ratia inf:l
Details Tasks
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Restoring Backups

Virtual Machine backups can be restored in the same way they were backed up, using the PHD Virtual Backup menu options
within XenCenter. By right-clicking an existing VM name, you can restore previous versions of that VM, or you can search
through all existing backups to find the VM to restore.

To restore a Virtual Machine

1. From within XenCenter, select PHD Virtual Backup > Restore from any of the integrated menus.

4 LA ||

EWS Shut Dovivn Crive 11 <emphy>
" ¢

U

Suspend
Feboot tion Marme

PH

Force Shutdown

PHD v

@O ©6€6@

Farce Reboot

3
3
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ch
4 R

Take Snapshot.,

Fs-
sld@ PHDVitualBackup b | Backup
Propetties | Restare,

|| | Console™®

If you had right-clicked a VM Name when you opened the wizard, if a backup exists for that VM, it will be pre-selected
within the Restore Wizard catalog.

The Restore Wizard guides you through the process of restoring your selected VM. For detailed information about each
step of the wizard, see "Using the Restore Wizard" on page 65

When the wizard completes, the PHD Virtual Backup Console opens and displays the progress of your job.
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Restoring Files

With PHD Virtual Backup, you can restore an entire VM or you can restore individual files from a VM backup. By creating iSCSI
targets from your backup files, you can mount your backed up virtual disks and browse them using Windows Explorer.

f |

e W S e 3

Ou |J-;J » Computer » - | <F1-| | Search Computer
Organize - AutoPlay Properties System properties Uninstall or change a program = ey
0 Favorites 4 Hard Disk Drives (3)

PR Desktop Local Disk (C:) Local Disk (E:)
1t Downloads " — | T —
- 52.0 GB free of 63.9 GB S0/ 16 GB free of 238 GB
=1 Recent Places
System Reserved (F)
e T —
w Libraries 7 715 M8 free of 999 MB

You can use the Backup Catalog to locate the backup that contains the files you want to restore then open the File Recovery
wizard,

b Catalog

= Export - " Archive -

13
17972010 8:00 PMosr 2P FLRE 3¢

or you can start the File Recovery wizard right from the File Recovery page and browse the available backup files there.

£ = PHOUBA
[Create iscsifk3-54%

When the wizard completes, an iSCSI target is created and available in the File Recovery area.
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File Recovery Notes

e When running Windows, you can use the Microsoft iISCSI Software Initiator to mount the target locally or from another
device. When mounted, you can browse the virtual disk using Windows Explorer to find the individual files you want.

e When running Windows, to restore files from a Linux backup, you will need to install and use a third-party Linux file system
browser, for example, Ext2explore, to view the contents of the Linux disk.

e When running Linux, to mountiSCSI targets you must install an iSCSI Software Initiator for your Linux operating system, for
example, on Ubuntu, you can install the Linux Open-iSCSI Initiator.

For detailed instructions on restoring individual files, see "File Recovery" on page 30.

Note: In orderto mountiSCSI shares, the iSCSI Software Initiator must be installed on your Windows computer.
The initiator is installed with Windows Vista, Windows 7, and Windows 2008 Server, by default. For earlier
versions of Windows, download and installed the initiator from Microsoft's web site.
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Configuring Email Alerts

To receive email alerts from PHD Virtual Backup, use the PHD Virtual Backup Console's Configuration page.

To enable email alerting
1. Open the PHD Virtual Backup Console.
2. From the menu on the left, click Configuration.

3. Click the Email tab.

Select the appliance to configure: [PHD'u'EA "]

P
| Generl | Storage | Network Email Retention Connector | Support

“1 Do not email alerts from the appliance
i@ Email alerts using the following information

Server Name smtp.example.com Port 587

Security MNone 7

Server requires credentials

User name PHD

Password sssssns

From Email Address phdvb@phdvb.com

Alert Level [.ﬁ.]l 7 ]

Recipients:
phd@phdvb.com Add

Remove

SLaye

4. Use the options available to configure the mail server to use and any required security settings or authentication
credentials, then click Save.

You will begin receiving email alerts from the PHD VBA you configured. If you are using multiple PHD VBAs and would
like to receive alerts from each, you will need to configure each PHD VBA, separately.

For additional information about each available email configuration option, see "Email" on page 48.
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Verifying Backups and Restores with TrueRestore™

With data verification and self-healing, PHD Virtual Backup's TrueRestore technology ensures the data you backup is the data
you can restore. Available verification options can be enabled during the backup and restore processes. For backups, you can
additionally set the level of verification to use to None, New blocks only, or All blocks.

In addition to verify options, TrueRestore includes backup data self-healing. When a bad block is identified, it is flagged, and
PHD Virtual Backup Appliance will then attempt to repair the bad block, further ensuring the integrity of your data.
To verify backups

1. Atthe Options step of the Backup Wizard, use the Verify menu to select the type of verify to use.

Options

Verify: [Nune v]
Mone

T8 Mew blodks onl |
£ quie [T N .

Backup powered off virtual machines

= None - Data is written but not checked. If a bad copy occurs or the target storage has a defective sector, valid
restoration will not be possible.

= New blocks only - Verify only new data. Because deduplication allows for the reuse of data blocks, using this option
lets you verify only the new blocks of data written to the data store. This ensures that all blocks written to the data store
have been verified once after being written. Note that this option is useful only if None is never used. If both None and
New blocks only are used, then some blocks for the VM being backed up, even with New blocks only selected, may
never be verified. Selecting this option will impact performance.

= All blocks - Verify every data block needed for a restore after a backup. This includes blocks that are common to
multiple backups and will result in the same blocks being verified multiple times. This option will impact backup
performance.

To verify restores

1. During the Restore Wizard, at the Options step, select the check box Verify virtual machine after restore.

Verify virtual machine after restore

This option instructs PHD Virtual Backup to verify the restored VM. What that means is, during the restore process, each
block that is written is immediately read back and verified against the backup file.
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Backup Retention and Archiving

By default, PHD Virtual Backup will keep all backups for each VM. You can adjust the number of backups retained in the backup
catalog using the PHD Virtual Backup Console's Retention tab in the Configuration area. After defining a retention policy, if
you'd like to retain some backups indefinitely, you can use the Backup Catalog to set Archive flags for individual or groups of
backup files.

Backup Retention

Every hour and after each backup is complete, a trim job runs and removes older backups based on the defined policy. By
default, no backup files are removed (Retention is set to Keep All). For details about the available settings (Keep All, Typical,
and Custom), see "Retention" on page 50

Individual backups can also be deleted using the Backup Catalog. Select the backups to delete and clickxDeIete in the Jobs
area toolbar.

Archive - m) Refrest

by

To delete all backups for a specific VM, within the Backup Catalog, select the VM name and click X Delete.

Archiving Backups

If you'd like to retain certain backup files indefinitely, for example if you needed to keep a master copy available on demand, you
can use the Backup Catalog to set an Archive flag by selecting the backup, then clicking ,#'Archive.

LR |#* Archive ~| 3 Delete | g

| Archive |
M Unarchive®
M
(]

Backups flagged for archive display an archive icon ,ﬁ“ in the backup catalog, as seen in the image above. To remove the

archive flag, select the backup and click ,‘ﬁ“ Archive again.

You can also set the archive flag during the Backup Wizard. At the Options step, select Archive Backups. When the backup job
runs, all backups created will be flagged for archive.
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Excluding VMs and Disks

Using the Backup Wizard, you can exclude VMs or individual virtual disks from a backup job. For instance, if you wanted to
backup all VMs within a Folder with the exception of one, you could select the Folder within the Backup Wizard, select the VM
you wanted to skip, and click Exclude. Then, when the backup job runs, all VMs within the folder will be backed up with the
exception of the VM you chose to exclude.

When excluded, the virtual disk name is displayed with a strikethrough.

L LU U Lo

-[E Windows 7 (32-bit)

G- (@ Windows Server 2003 R2 (32-hit)
) eenmees Soem EREETE A ol
N -

5w

{01 [ ¥enQals

] [ *engazs

[l @ Exchangeserver

[l @ windows Server 2003 R2 (64-bit)

et
et
et
2t

[] Include Templates

Previous Mext = H Cancel

Later, if you decide you want to include the disks in the backup job, you can select the job within the Console's Job page and

click L Edit. See "Jobs" on page 36 for details.
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Skipping VMs
If you create a backup job thatincludes multiple VMs but would like to exclude some of those VMs from the scheduled backups,
rather than editing the job, you can use a Tag within XenCenter, PHDVB:skip.

When you would like to begin backing up the VM again, you can simply remove the tag the same way it was applied.

To skip a VM with a tag in XenCenter

1. Within XenCenter, right-click the VM you would like to skip and select Properties. The properties window for that VM
opens.

* "Windows Server 2003 Properties

£

General .
General
wndows Server 2003

2 Custom Fields Warenter provides several methods for labeling 2nd arganizing your resaurces, By using features such as Folders and bags vou
Mone = can quickly group and manage resources SCross pour connected sarvers,
@ CPU and Memary
1 WCPLis) 8512 B RAM
v o Mame: i Sesver 2000
Startup Opbions o
9 Boot ordsr: CVED-Crive, Hard Description:
i Alerts
Hone defined
@ Hioh Avaisbiiy Folder: aMonex  Change...
HA s nokb curently enabkad F h
Tags: =Hione =
5. Home Server
© denServer107-55 4 Editags...

Gk, Advanced Optons

Optimize For general use

2. Inthe Tags area, click Edit tags... The Edit Tags dialog opens.
3. Inthe New Tag dialog box, type PHDVB:skip and click Create. The tag is added to the Tags dialog.
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* Edit Tags 71X

Hess Tap:

Tags
PHONE:skip

b

Lok J[ coneat |

4. Click OK.

The next time you run a backup that includes the VM, it will be skipped, unless Ignore virtual machine skips is selected
during the backup wizard.

Note: In addition to the VM, the skip tag can be added to individual virtual disks. When applied at the virtual disk
level, though, the disks are always skipped regardless if Ignore virtual machine skips is selected during
the backup wizard.

Skipping Swap File Disks

If you place your swap file data for each virtual machine on a separate virtual disk, you can use the PHDVB:skip tag to skip this
disk each time the VM is backed up. Skipping the virtual disks that contain swap file data is a good idea because you do not
need to save this data. Also, backup compression and deduplication ratios for your VMs will improve because swap file disks
contain effectively random data that does not compress or deduplicate well.
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Sending Backup Files to Tape

With the Backup Data Connector, you can allow access to all of your backup files via an SMB/CIFS share. Then you can use

third-party tools or your own scripting to copy and move these uncompressed files to tape or to another disk location.

The Backup Data Connector is enabled using the Connector tab in the Configuration area of the Console. When enabled, you

can access the share using the appliance's IP address and browse all of the available backups.

g - b Metwork » 19216890231 » backups » - |+ Search backup
Gt ¥ |2 P +
Organize = Burn Mew folder
A Favorites Mame Date modified Type
B Desktop . LastiDays 10/12/2010 3:30 PM  File folder
4. Downloads J Last32Days 10/12/2010 3:30 PM  File folder
1= Recent Places | LatestOfEach 10/12/2010 3:30 PM  File folder
, Today 10/12/2010 3:30 PM  File folder
- Libraries | Yesterday 10/12/2010 3:30 PM  File folder

For more information about using the Backup Data Connector to allow access to your backups, see "Connector" on page 53.
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Using Tags to Backup VMs

Using the Backup Wizard, you can select VMs to backup individually, or you can select entire Pools, Folders, or Tags. When
View by: Objects by Tag is selected, tagged VMs are displayed, grouped by the tag applied.

View by: [Dbjects by Tag -

E-[#] € PHDbadwp

L[] @ Linux

~[¥] M@ Ubuntu

b @ Windows Server 2003

Tags can be applied to the Properties of each VM individually, within XenCenter.

When a backup job is created for a specific tag, any VMs that have that tag applied will be included in the backup job, Also, any
VMs that have the tag applied in the future will be also included in the job, automatically. There is no need to edit the job each
time a new VM is added - you can simply apply the tag using XenCenter when the VM is deployed and it will be backed up the
next time the scheduled backup job runs.

() Edit Tags (o s

Mew Tag:

Tags
PHDbackup

This same concept, dynamically backing up containers, applies to XenServer Pools and Folders. Creating a scheduled backup
job for a specific pool or folder will backup all of the VMs that belong to that folder or pool. Adding or removing VMs from a pool
or folder will cause them to be backed up or excluded during the backup, respectively.
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Increasing Backup Storage (Attached Disk)

If you are using an attached virtual disk to store your backups and you are beginning to run out of space, you can grow the
storage by shutting down the PHD Virtual Appliance and adjusting the size of the storage disk, manually.
To increase the size of your backup storage

1. Within XenCenter, right-click the PHD Virtual Backup Appliance and select Shut Down.

2. When the appliance is powered off, click the Storage tab, then select the virtual disk used for storage, PHD Virtual Backup
Store, for example.

3. Click Properties.
4. Click Size and Location and enter a new size for your backup storage.

5. Click OK to close the Properties dialog and start the appliance. The new size will be reflected in the PHD Virtual Backup
Console's Dashboard.
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XenServer System Logging

The PHD Virtual Appliance, by default, sends all of its log messages to the system log server configured on the Pool Master

XenServer. If you already have remote system logging configured, once the appliance is deployed, you will begin to receive log
messages.

If you enable system logging after the appliance has been deployed, you will need to restart the appliance before the log
messages will be sent to the remote server. The PHD Virtual Backup Appliance uses the pool master settings to determine
where to send the system logs
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Using Multiple Network Adapters

In environments that have storage resources located on a separate network, virtual machines will require a separate network
adapter to reach those resources. If a PHD VBA's backup storage is located on a network other than where the VM resides, a
second network adapter must be configured.

You can add a second adapter to the PHD VBA virtual machine, then use the PHD Console to configure its settings. By default,
a newly added network adapter will use DHCP to obtain an IP address. The following figure illustrates an environment with two
networks, one used for VM management where the VMs and PHD VBA reside, and another for storage resources.

Figure 1 - PHD VBA with a second network adapter (Storage Adapter) configured.

ah

192.168.1.x
Adapter 1;
192.168.11

Storage Adapter
““““ 192.168.21

192.168.2.%

Caution: Configuring two adapters on the same network segment may resultin unwanted behavior. You should
only configure two adapters if you need to reach storage on a second network location.
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To add a second network adapter to a PHD VBA virtual machine

1. Within XenCenter, select the PHD VBA virtual machine and click the Network tab.

[
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File  Wiew  Pool  Server WM Storage  Templates  Tools  Window  F

| Mew Sto
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2. Click Add Interface....

3. In the Add Virtual Interface dialog, enter the settings for the new adapter, and click Add.

'€ Add Virtual Interface

Select your network and MAC address for this virtual interface,
“ou can also optionally define a Qo limit,

-

Metnrork: | Dewdl hi

ML address:
@ Auto-generate a MAC address

) Use this MAC address; | g@:bbicaddiesff

Dol settings:

[] Enable a QoSlimitof: [ | Kbytesys

| add || Cancel

User Guide

4. Open the PHD Virtual Backup Console and click Configuration then click the Storage tab. Make sure the PHD VBA with
the newly added adapter is selected in the appliance menu at the top of the window, then enter the information for your

network storage.
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5. On the Network tab, click the Storage Adapter tab - this is where you will configure the second network adapter you
added, above. If the new adapter is not recognized, click = If prompted, save your changes but do not restart.

Adapter Storage Adapter |

MAC Address: 00:50:56:94:00:7b
(71 Obkain an IP address aukomatically

@ Use the following IP address

IP address . 192 , 163 . 61 . 105

Subret mask 255 ., 255 . 255 . 0

6. Enterthe storage adapter settings, click Save, then click OK to restart the PHD VBA.

When the PHD VBA restarts, the network storage will be configured and you can begin running backups.

Note: You cannot configure a second adapter when Storage Type is set to Attached Virtual Disk - you must
select a network storage option.
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Updating PHD Virtual Backup

When available, updates to PHD Virtual Backup can be downloaded from the PHD Virtual Web site or obtained from Support.
Within the update packages, you will find the files necessary to update the PHD Virtual Backup components. PHD Console and
Plug-in updates are installed using an updated MSI file. PHD Virtual Backup Appliances are updated by applying (.phd files).

Note: Ifyou need to update your license, use the General tab of the Configuration page.

What you will need:
e An existing PHD Virtual Backup installation (Console and VBA).
e The update package downloaded from the PHD Virtual Web site or obtained from PHD Virtual Support.

e Extract and save the contents of the update package (.MSl and .phd files).

To update the PHD Virtual Backup Console and Plug-in

1. Use the Windows Control Panel, Add Remove Programs, to remove the current version of PHD Virtual Backup.
2. When removed, double-click the MSI from the update package and follow the steps to install the new Console and plug-in.

The new PHD Virtual Backup Console version is displayed in the Version Information area of the Support tab.

Yersion Information
PHD YB& Yersion: 5.2.0

PHD Consaole Version: 5.2.0 : ’

Patches are bundles downloaded From the PHD Wirkual suppart website that
conkain updates Far your appliance.

pload Appliance Pakch

92



Chapter 6 - Using PHD Virtual Backup

To update the PHD Virtual Backup Appliance
1. Open the PHD Virtual Backup Console, click Configuration, then click the Support tab.
2. Use the menu at the top of the window to select the PHD VBA to update.

Select the appliance to configure:  |PHDVBA v]

3. Inthe Version Information area, click Upload Appliance Patch.

Version Information
PHL VBA Version: 5.1.2.5979
PHD Consale Version: 5.1.2.5979

Patches are bundles downloaded from the PHD Virtual support website
that cantain updates faryour appliance.

Upload Appliance Patch v

4. Selectthe PHD VBA update file (for example, PHDVB_1234 phd) from the update package and click Open.

5. After the update is applied, the PHD VBA must be restarted. Click Yes to restart the appliance.

The new PHD Virtual Backup Appliance version is displayed in the Version Information area of the Support tab.

Note: Ifthe PHD VBA is an earlier version that is not supported by an updated PHD Console, you can update the
PHD VBA from the Dashboard, as displayed in the image below.

Systern Alerts

Displays appliance messages and alerts,

Appliance Message Recommended Action

O PHOvVES Appliance wversion {v5.1) is not compatible with PHDWE Consale §7 IJpgrade this appliance
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Appendix A - Troubleshooting

The following topics contain information to help resolve issues encountered when using PHD Virtual Backup.

Downloading Support Files. . .. 95
Recovering Backups from an Unavailable PHD VBA . ... e 96
Resetting PHD VBA Network Settings. . . ..o e e e e e e 97
BDC Share and Local Security PoliCies. .. ... ..l 98
Backup AlertS. il 99
TCP P PO - . . e 101

94



Appendix A - Troubleshooting

Downloading Support Files

If you need to contact PHD Virtual Support, you may be asked to submit Support Files. These can be downloaded from the
Supporttab in the Configuration area of the PHD Virtual Backup Console.

Select the appliance to configure: [PHD'-.-'E:.CI. - ]

General | Starage | Metwork, | Ernail Retenkion I Conneckar | Support

Enable debug logging on appliance

Debug logging provides additional diagnoskic information,

Diagnostics

Download Support File

The suppart file contains information useful when diagnosing appliance problems,

Download Console Lags

The consaole logs contain useful information when diagnosing consale problems,

Yersion Information
PHD wEA Yersion: 5.2.0

PHD Console Yersion: 5,20

Patches are bundles downloaded Fram the PHD Yirtual support website that
contain updates for your appliance.

Ipload Appliance Pakch

For additional details about the Support tab, see "Support" on page 55.
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Recovering Backups from an Unavailable PHD VBA

If your PHD Virtual Backup Appliance becomes unavailable for some reason, you can still access your backups by deploying a
new appliance and pointing to the previously used storage repository or attaching the existing virtual disk used to store
backups.

To recover backups if using an attached disk

1.

Open XenCenter and select the problematic PHD Virtual Backup Appliance. If running, power off the appliance (right-click
and select Shut Down).

Click the Storage tab, then select the virtual disk used to store your backups, for example, PHD Virtual Backup Store.
With the disk selected, click Detach.

Deploy a new appliance. Use the XVA that came with your initial installation package. Follow the steps in the installation
guide for details.

Before powering on the new appliance, instead of creating a new virtual disk for backup storage, use the virtual disk you
detached earlier. With the new appliance selected, click the Storage tab.

Click Attach...
From the list of available disks, select the PHD Virtual Backup Store you detached earlier.

Power on the appliance. You can begin backing up and restoring VMs once again and all backups stored previously
should be available in the backup catalog.

To recover backups if using CIFS or NFS

1.

2
3
4.
5

Power off the problematic appliance within XenCenter.

Deploy a new appliance using the XVA that came with your installation package.

Follow the steps in the installation guide for details, making sure to select CIFS or NFS as the storage type.
Click Save, then restart the appliance.

Power on the appliance. The appliance recreates the backup catalog automatically and you can begin backing up and
restoring VMs using the new storage location.
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Resetting PHD VBA Network Settings

If you are experiencing networking issues with a PHD Virtual Backup Appliance that cannot be resolved using the PHD Virtual
Backup Console, or if you are deploying a new appliance and do not have DHCP enabled in your environment, you can use the
VBA's virtual machine console within XenCenter to configure the network settings.

Note: This method will allow you to configure the settings for the first network adapter on the PHD VBA, only. If
configured, the settings for the second adapter (Storage Adapter) will be reset to use DHCP.

To reset the PHD Virtual Backup Appliance's Network settings
1. Open XenCenter and select the PHD Virtual Backup Appliance virtual machine.
2. Click the Console tab.

3. Type CTRL-N to open the Network Configuration menu.

[PHD Virtual Backup

| Hetwork Configuration |}
DHCP or Static

2 Static

<0k> <Cancel>

4. Use the Arrow keys on your keyboard to select either DHCP or Static and enter the new network settings.

5. When complete, select OK and hit Enter.

6. Restart the appliance to confirm the updated network settings.
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BDC Share and Local Security Policies

If you cannot access the Backup Data Connector (BDC) share from Windows Vista, Windows 7, or Windows 2008, you may
need to adjust your local security policy, LAN Manager authentication level to "LM and NTLM - use NTLMv2 session security if
negotiated."
To adjust your LAN Manager authentication level
1. On your Windows machine, click Start > Run then type secpol.msc and hit Enter.
Click Local Policies then click Security Options
Next, navigate to and double-click Network Security: LAN Manager authentication level.
Use the menu to select LM and NTLM - use NTLMv2 session security if negotiated.

Click OK.

o a0 &~ w N

Now try accessing the Backup Data Connector share again.
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Backup Alerts

In the Backup Catalog, you may encounter a backup that has been flagged with an alert :£.. This indicates that an error
occurred while the backup was created and the backup should be run again. Backups flagged with alerts may not restore
correctly, depending on where in the backup file the error occurred. As an alternative, File Recovery can be used to access the
backed up disks and restore individual files.

Backups flagged with an alert will remain in the catalog until they are deleted, either manually or based on the configured
retention policy.

Figure 1 - Backup with an alert in the Backup Catalog
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The System Alerts area of the Dashboard also displays an alert thatindicates an error has occurred, as illustrated in the
following image.

Figure 2 - System Alerts area of the Dashboard displaying a backup alert.

Systermn Alerts

Displays appliance messages and alerts,

Appliance Message Recommended Action

0 PHOWEA +5.2.1 The backup process encountered an errar, View alerts

Click View alerts to display the System Alerts Viewer. Here you will find additional details about which VM backups were
affected and the type of error encountered, as seen in the following image.
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Figure 3 - System Alerts Viewer

P
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Backup Time Appliance Whi M anne alert Type Additional [nfarmation
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TA2/20017 1002533 Ak FHDWEA +5.21 BME DD Backup processing error Backup thiz Wk again. |
[ Refrezh l [ Dielete All Alerts ] [ Cloze

To clear the alert from the Dashboard, click Delete All Alerts in the System Alert Viewer. Note that deleting these alerts
removes only the alert messages, not the actual backup files.

Alert Types

The Alert Type column in the System Alerts Viewer displays the type of error encountered. The following table includes
additional details about these alerts.

Table 8 - Alert Type descriptions

Type Description

Backup post-processing error Indicates an error occurred during the processing that takes
place after a backup is completed. For example, if a problem
is encountered during the linking process on the backup
storage after the backup data has been written, the backup is
flagged with this alert.

Backup processing error Indicates an error was encountered while the backup was in
progress. For example, if an individual block could not be
written to the backup storage, the backup is flagged with this
alert.
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TCPI/IP Ports

The following table lists the ports that PHD Virtual Backup uses for communication.

Table 9 - TCP/IP ports

Port Function

22 Required for SSH access to the PHD Virtual Backup Appliance
(when debug logging is enabled).

139 and 445 Used by the Backup Data Connector when accessing backups over
a CIFS/SMB share.

443 HTTPS access is required for communication between the PHD VBA
and Console and each host.

3260 Required when accessing iSCSI targets created using File
Recovery.

Caution: If any of the ports above are restricted (using a firewall or any other method), PHD Virtual Backup may

fail to function correctly. If you require additional assistance with port configurations or firewall settings,
contact your network administrator.
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Appendix B - Errors and Warnings

Review the following section for information about errors and warnings encountered when using PHD Virtual Backup. Typically,
errors and warnings can be found in the log files available in the PHD Console's Jobs area.

Could not attach...

When attempting to backup a VM thatis on local storage with a PHD Virtual Backup Appliance on a different host, the
appliance can not attach the VM's virtual disks to create a snapshot for backup. For example, when backing up VM1 which
was deployed to local storage on Host1 with a PHD Virtual Backup Appliance thatis located on Host2, you would see an
error similar to:

VM1: Could not attach 1728279c-025a-4472-0987-0ca0f376839c¢ to VBA

The message contains the name of the virtual machine (VM1) the error occurred on and the UUID of the virtual disk that
could not be attached.

Collection of metadata failed, backup aborted

When a backup job is run thatincludes a VM that no longer exists or was moved, PHD Virtual Backup cannot access the
VM metadata to begin the backup. For example, if you scheduled a Job that backs up three VMs: VM1, VM2, VM3, then
deleted VM3 before the backup job ran, you would see an error similar to:

VM 'Unknown': Collection of metadata failed, backup aborted

Dedupe store has less than hard stop limit of 104857600 bytes free space, aborting backup job

This warning indicates the virtual disk used for storing backups has exceeded the stop level. Use the PHD Virtual Backup
Console Dashboard to verify the amount of free space left. The stop level can be configured in the PHD Virtual Backup
Console, Configuration page, Storage tab. Note that if you are using an attached disk to store your backups, the size of the
disk can be increased by shutting down the PHD Virtual Backup Appliance and then growing the disk.

Could not write and close backup block

When the backup datastore has run out of free space, no additional blocks of data can be written. The backup that was in
progress will be aborted and the data that was partially backed up will be removed.

Dedupe has less than 10.0% free space

This warning indicates the backup storage has exceeded the warning level configured within the PHD Virtual Backup
Console, Configuration page, Storage tab.

Failed to save changes: System unavailable due to restart

You may encounter this error in the PHD Console if the PHD VBA takes too long to finish restarting after making a
configuration change. If the timeout limit expires and you see this message, you can refresh the connection by clicking

refresh & on the Configuration page.
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Backup is stopped

If a backup encounters a critical error, any VM backups that were in progress will be stopped and they will be logged with
this error. For example:

Windows Server: Backup is stopped
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