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Chapter 1 - Welcome

PHD Virtual™ Backup for for VMware vSphere™ provides reliable backup and recovery for all of the virtual machines (VMs) in
your VMware environment. With PHD Virtual Backup, you can manage backup and recovery right from within vSphere Client
using simple, integrated menus. Using the PHD Virtual Backup Console and wizards, you can you create and manage custom
backup and restore jobs to meet all of your data protection requirements.

PHD Virtual Backup is built on the next generation of PHD’s award winning VBA™ (Virtual Backup Appliance) architecture.
Purpose-built for virtualization, the PHD VBA architecture enables backup and recovery to be deployed as a virtualized
workload directly on the VMware platform. This approach enables high-performance data protection that seamlessly scales for
large and distributed deployments. With PHD Virtual Backup, there is no need to deploy and manage separate physical servers,
additional software, scripts, or agents. After you've deployed and configured the PHD Virtual Backup Appliance and plug-in,
you're ready to begin protecting your virtual environment, right away.

Topics in this chapter include:

What's NeW. | . 8
F N o To] U I T = U o [ 9
Benefits of PHD Virtual BaCKU . . . . ..o e 10
Changed Block Tracking. . ... o e 11
How PHD Virtual Backup WOrKS. . . .. e e e e e e e e e e e e 12
Frequently Asked QUeSHIONS. . ... . 17
Best PracCtiCes. . . ... 19
Getting Help. . oo 20
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What's New

e PHD Virtual Backup now includes support for VMware vSphere environments (ESX and ESXi):
= Backup and restore VMs using integrated menus within vSphere Client.
= Create backup jobs for vCenter Pools, Clusters, Datacenters, Folders, and hosts.

e File Level Restore - mount a backup as an iSCSI share and restore individual files. See "Restoring Files" (on page 74) for
details.

e Flexible backup storage options - send your backups to attached local storage or to external locations, including NFS or
SMBJ/CIFS shares. Refer to the appliance deployment instructions for details and "Storage" (on page 44).

e Use the new Archive Backup feature to preserve backups outside of normal retention policy settings. See "Backup Catalog"
(on page 29) for details.

e Enhanced backup retention settings let you select from pre-configured policies or customize your own. For details, see
"Retention" (on page 50).

e Define custom levels to warn you when your backup storage runs low. See "Storage" (on page 44)

e Backup Data Connector - save your backups to tape or archive them to disk by accessing them directly from the PHD
Virtual Backup Appliance via an SMB share. For step-by-step instructions, see "Connector" (on page 53)

e Additional improvements, including:
= New, faster compression for backups.
= An improved snapshot model for more efficient use of space during backups.

= Improved virtual machine disk restore speeds.
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About This Guide

This guide is designed to introduce you to PHD Virtual Backup for for VMware vSphere and to:
e lllustrate the steps necessary to perform the available product functions, including virtual machine backups and restores.
e Describe the PHD Virtual Backup Appliance configuration options.
e Explain whatto do when troubleshooting certain scenarios.

Note: This guide contains information tailored to using PHD Virtual Backup for for VMware vSphere - if you are using
PHD Virtual Backup on another hypervisor, refer to the specific User Guide for that hypervisor.

In addition to this guide, an Installation Guide is available that can assist you with the installation of the product, including the
PHD Console and Plug-in and the deployment of the PHD Virtual Backup Appliance. The Installation Guide is available on the
PHD Virtual Web site as well as in the installation package.

Table 1 - Terms used in this guide

Term or acronym Definition

PHD Virtual Backup Plug-in The integrated component of PHD Virtual Backup found within vSphere Clientand
installed via the PHD Virtual Backup MSI.

PHD Virtual Backup Console The graphical interface used to configure PHD VBA settings and to configure and run
backups and restores. Installed via the PHD Virtual Backup MSI along with the plug-in.

VBA™ Virtual Backup Appliance. A small virtual machine used to backup and restore other VMs.
The PHD Virtual Backup Appliance is a VBA.

PHD Virtual Backup Appliance The VBA thatis deployed and used to perform backups and restores of virtual machines.

PHDVB PHD Virtual Backup
PHD VBA The PHD Virtual Backup Appliance.
PHD Console The PHD Virtual Backup Console.
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Benefits of PHD Virtual Backup

PHD Virtual Backup is built upon the next generation of PHD Virtual's VBA architecture and supports vSphere deployments
using ESX and ESXi hypervisors. PHD Virtual Backup provides:

vSphere Client management integration. With the plug-in for vSphere Client, PHD Virtual Backup provides "single pane of
glass" management of your virtual machine backup and restore right from the vSphere Client management console.

Reduced storage requirements and optimized network backup with TrueDedupe ™. Source-side deduplication and
compression occur before the data leaves the host, reducing the network impact and providing an ideal solution for backup
over distributed networks and WAN environments.

TrueRestore™ allows you to restore VM backups with confidence. Data integrity is checked during both the backup and
restore processes, ensuring the restored data matches the original.

Flexible backup storage options. You can send your backup data to locally attached storage or external storage locations
such as NFS or SMB/CIFS shares.

Job scheduling and container backups. Create backup jobs based on containers (datacenters, hosts, clusters, folders) so
that any VM added to that container later will automatically be backed up based on the job settings. Also, VMs within each
container can be excluded from the job, if needed.

File Level Restore for any operating system. Restore individual files and folders without the need to restore the entire VM.

Support for tape backup solutions via the Backup Data Connector. Quick and easy integration with tape backup solutions,
providing the ability to sweep VM backups to tape.

Scalable and fault-tolerant deployment. Distributed architecture minimizes a single point of failure. Multiple VBAs can be
configured to support backup across large and distributed environments.

Backup retention and archiving. Define and configure flexible retention policies for storing VM backups. Trim options can
automatically remove old backups based on customizable policies. Archiving provides the ability to mark specific backups
for archive to exclude them from being deleted by the retention policy.

Take advantage of VMware's vStorage APl and enable Changed Block Tracking to increase the speed of your backups.
For additional details, see "Changed Block Tracking" (on page 11).

Note: VMware vSphere Hypervisor (the free version of ESXi) is not supported.

10
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Changed Block Tracking

Changed Block Tracking (CBT) reduces both the backup window and storage requirements for your backup jobs. With PHD
Virtual Backup, you can take advantage of VMware's vStorage APl and enable Changed Block Tracking at the job level to
reduce the time your backups take and the amount of data sent to your backup storage location.

When CBT is enabled for a backup job, each VM in the job is checked to see ifitis hardware version 7. If the VM meets this
requirement, the CBT configuration parameter is enabled for that VM (ctkEnabled = true) the first time the job runs. The initial
backup that takes place with CBT enabled reads all blocks of the VM's virtual disks to create a change ID for the VM. The next
time the backup job is run, the change ID is used to determine only the blocks that have changed since the last backup for each
VM. Only the changed blocks are then included in the backup.

CBT Notes
e CBT can be enabled or disabled when you create a backup job using the Backup Wizard. For details, see "The Backup
Wizard" (on page 56).

e VM Hardware Version 7 is required to run CBT. If a VM is hardware version 4 and included in a job with CBT enabled, a
WARN message is included in the logs and a regular backup takes place. VMs can be upgraded from version 4 using
vSphere Client.

e The initial backup with CBT enabled will take the same amount of time as a regular (non-CBT) backup, as all blocks must
be read. Each backup thereafter will take much less time as only the changed blocks are read and sent.

11
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How PHD Virtual Backup Works

PHD Virtual Backup uses jobs to perform backups, restores, and backup storage maintenance (manual and automatic deletes).
When a job is created, the PHD Virtual Backup Appliance (VBA) performs the requested action right away or based on a
defined schedule.

When deployed to a vCenter Server or individual ESX or ESXi host, the PHD Virtual Backup Appliance performs the backup
and restore processing for the VMs within that vCenter or Host environment.

The next few sections present a conceptual overview of how PHD Virtual Backup works and the components used.
e "Backups" (on page 13)
e "Restores" (on page 14)

e "PHD Virtual Backup Components" (on page 16)

12
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Backups

When a backup is run, the PHD Virtual Backup Next, it attaches that snapshot to itself as a new virtual disk.
Appliance interacts with the vStorage APl to create a
snapshot of the virtual machine targeted for backup

- {
.‘--
The data is then deduplicated, verified, and Finally, the virtual disk is detached from the appliance and the
compressed and then sent to the defined backup snapshotis destroyed.
storage location.
------------* -
--------1

L ——

4
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Restores

When a virtual machine restore job is created, the appliance searches the storage location for the matching VM metadata and
data blocks. All of the data is then uncompressed, verified, and written to the restore location.

PHD Virtual Backup can be used to restore entire VMs or you can restore individual files with an iSCSI connection. See
"Restoring Files" (on page 74) for details. Individual backups can also be restored from exported backup files either manually or
using the Backup Data Connector.

Restore Notes

e When arestore job is created, the PHD Virtual Backup Appliance that performed the backup is used to perform the restore
(the VBA that has access to the storage location on which the backup resides).

e When a restore job completes, a new VM is created with the restored virtual disks and a recreated VMX file.

e Default VM hardware devices that were explicitly removed from a backed up VM will be included again with the restored
VM. This is because restored VMs are created using a default virtual machine as a base, to which the backed up metadata
is then added during the restore. If necessary, any additional devices that were not part of the originally backed up VM can
be removed manually (Edit Settings...) after the restore is complete. The list of default VM hardware devices includes:

= Memory: 256 MB
= CPU:1

= [DE Controller: 2
= PS2 Controller: 1
= PCI Controller: 1
= SIO Controller: 1
= Keyboard: 1

= Pointing Device: 1
= Video Card: 1

= VMCldevice: 1

= Floppy Drive: 1

14
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e The following virtual machine configuration items are not included with a restored VM:

Attached images to CD, DVD, or floppy drives

CPU feature mask, CPU affinity/allocation

Memory affinity/allocation

Network Shaper

Network attached to NIC (if network is a distributed virtual switch)
Disk Properties, including max IOPS

Additional default devices

Storage vMotion parameters dMotion.enabled and *.DMotionParent

User Guide

15
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PHD Virtual Backup Components

e PHD Virtual Backup Appliance - The Virtual Backup Appliance (VBA) which performs the backup and restore processing
and presents the target for backup storage. The appliance VM can be configured to use locally attached storage or an
external data store. For more information, see "The PHD Virtual Backup Appliance" (on page 21)

e PHD Virtual Backup Console - Installed with the Plugin, the PHD Virtual Backup Console displays the status of running
jobs, maintains a job history, and is used to create and manage backup and restore jobs. The console can be launched
from within the vSphere Client or from the Windows Start Menu. For more information, see " The PHD Virtual Backup
Console" (on page 24).

e Backup Wizard - The wizard which guides you through the steps of creating and editing backup jobs. See "The Backup
Wizard" (on page 56) for a detailed description of each step of the wizard

e Restore Wizard - The wizard which guides you through the process of restoring a VM. See "The Restore Wizard" (on page
62) for detailed information about each step of the wizard.

16
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Frequently Asked Questions

This section contains frequently asked questions about PHD Virtual Backup.

How many appliances do | need?

The number of PHD Virtual Backup Appliances you will need is determined by how your virtual machine environmentis
configured. Appliances must be able to access the storage where virtual machine disks are located in order to perform the
backup. If you have some VMs on local storage and others on shared, you will need to deploy at least one appliance that can
access the local storage on the individual host. For more information, refer to the Installation Guide.

How many backups can | store per appliance?

The number of backups you can store per appliance depends on the size of the target storage you are using. Due to
deduplication and compression, typically, to store one month of backups per VM, you need to allocate only enough backup
storage equal to the total size of your VM data. For example, if you have 500 GB of VMs, allocate 500 GB of space to store one
month of backups for each VM. Visit the PHD Virtual web site for additional information, including a whitepaper on planning for
deduplicated backup storage.

How is the PHD Virtual Backup Appliance deployed?

The appliance is deployed via an OVF. Refer to the Installation Guide for details.

Why does my deduplication ratio display as inf:1?

When a deduplicated backup is performed, only new blocks of data are written to the storage location for each backup. Since
this ratio is calculated while the backup is in progress, before any new data is written, the deduplication ratio is essentially
infinite for the current virtual disk backup and is therefore displayed as a ratio of inf (infinite) to 1. When new data is encountered
and written to disk, the deduplication ratio is updated.

How do | configure my backup retention policy?

The retention policy (how long to keep backups for each virtual machine) is configured using the PHD Virtual Backup Console,
Configuration page. For details, see "Retention" (on page 50).

What happens if my appliance is rebooted during a backup?

The running backup job will be canceled and any leftover snapshots will be removed the next time a backup is run. In addition,
a job runs on startup and once daily to find and remove any leftover snapshots. If snapshots cannot be removed automatically,
they can be removed manually using vSphere Client. If the job was a scheduled backup job, and the appliance restarts within
one hour of the job's start time, the job will automatically start again.

Can | edit a job while it is running?

Yes — jobs can be edited while in progress but any changes will not take place until the next time the job runs (scheduled job).

Can I restore Exchange mailboxes or database objects?

PHD Virtual Backup is application-aware - using the File Recovery feature, you can mount an individual virtual disk where an
Exchange mailbox or database was stored then access that data using your existing software. For example, to recover a
database, you could create an iSCSI target from the backed up disk that contained the database then mount that targeton a
machine where SQL Server was installed. Then you could use SQL Server to attach the backed up database by simply

17
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browsing the attached disk.

Can | back up the same VM multiple times per day?

Because PHD Virtual Backup uses backup jobs, you can create any number of customized jobs to protect your virtual machines.
For example, you could create a job that backs up all of your VMs each night, then create another job that runs in the afternoon
for specific VMs that have shorter RPO requirements.

Can I replicate VMs from one host to another?

You can restore individual VM backups to any host that the appliance performing the restore has access to. A specific
replication feature is planned for a future release.

How do | export my backups to tape?

Using the Backup Data Connector, you can enable an SMB/CIFS share on the appliance to access all of your backup data in
uncompressed format. For details, see "Connector" (on page 53).

Can |l order my backups?

Using Backup Jobs, you can define a schedule for specific VMs that should run first each night. For example, create a job that
backs up critical VMs beginning at 8 PM. You could then create a second backup job thatincludes the next tier of VMs to begin
at 10 PM, and so on. In this way you can ensure your most critical machines have priority and are protected each night.

18
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Best Practices

To help ensure optimal performance when running PHD Virtual Backup in your environment, review the best practices included
in this section.

CIFS/SMB Shares

The CIFS service account must have full permissions (read/write/delete) for the share used as the backup target. Also, antivirus
software should not be configured to analyze or scan the PHD VBA CIFS storage repository.

NFS Shares

The PHD VBA requires direct write access to the NFS export. During backup, the VBA will directly mount and copy files to the
NFS share. Itis important to configure the export to allow this behavior.

Antivirus software

Running antivirus software on a backup target can resultin file locking or deletions and may cause additional issues with
writing and deleting backups. PHD Virtual recommends excluding backup targets from anti-virus software scans, including the
network shares and directories used for backup targets (CIFS and NFS).

Disk Defragmenter

Defragmenting virtual disks can impede the overall performance of PHD Virtual Backup, resulting in lower deduplication rates
which in turn produces larger backup files written to storage and longer backup durations. To ensure consistent backup
performance, PHD recommends running disk defragmentation programs only when necessary.

Running defragmentation on any disks used as backup storage is also not recommended.

19
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Getting Help

In addition to the Release Notes, Installation Guide, and Users Guide, PHD Virtual Backup includes context-sensitive, online

help which can be accessed by clicking the help button within any of the wizards or the PHD Console or by selecting PHD
Virtual Backup Help from within the vSphere Client Help menu.

Help Topics

Manuals

Tutarial

YMware on the Web
Check for Updates on the Web

About VMware vSphere
PHD Virtual Backup Help

The PHD Virtual Web site also contains additional information about PHD Virtual Backup and its benefits.

Video Tutorials

Along with product guides and a searchable HTML library, video tutorials are available on the PHD Virtual Web site
(www.phdvirtual.com) that demonstrate how to install and use PHD Virtual Backup.

20
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Chapter 2 - The PHD Virtual Backup Appliance

The PHD Virtual Backup Appliance (VBA) performs all of the backup and restore processing including source-side
deduplication and compression. After itis deployed, the appliance must be configured to use a backup storage location (an
attached virtual disk, SMB/CIFS share, or NFS share).

Figure 1 - The PHD Virtual Backup Appliance in vSphere Client
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When creating backup or restore jobs, you select which PHD Virtual Backup Appliance to use to perform the job. When creating
a backup job, the appliance you select also determines where the backup data is stored based on the configured storage
location.

Note: If the appliance is stored on a VMFS volume with the default formatting of 1 MB block sizes, you will be able to
backup VMDK files up to 256 GB, only. If you need to backup VMDK files larger than 256 GB, you will need to store the
appliance on a volume formatted with larger block sizes.

1 MB block size = 256 GB max file size

2 MB block size = 512 GB max file size

4 MB block size = 1024 GB max file size

8 MB block size = 2048 GB max file size

Configuring the PHD VBA

All configuration for the PHD VBA is done using the PHD Virtual Backup Console. See " The PHD Virtual Backup Console" (on
page 24) for details.

PHD VBA status and log information can also be seen by selecting the PHD VBA virtual machine within vSphere Client then
clicking the Console tab. See "The PHD VBA Console" (on page 23).

How many VBAs do | need?

e The number of appliance you will need to deploy should be determined by how your VMware environment is configured.
Each appliance can perform backups and restores for the VMs with the same shared resources. If you have configured
your environment with multiple clusters or pools or other container using different shared resources, you will need to
deploy an appliance within each container to allow the VMs within to be backed up. Depending on the number of VMs and
available resources within each pool, cluster, or Datacenter, you may choose to deploy multiple appliances within each.

If you need to deploy additional appliances, refer to the Installation Guide.
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Figure 2 - PHD Virtual Backup VBA in a vCenter Cluster with shared storage
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Note: If a PHD Virtual Backup Appliance is restarted while a backup or restore job is in progress, the job will be canceled
and any leftover snapshots will be removed the next time a backup is run. In addition, a job runs each time the PHD
Virtual Backup Appliance starts up, as well as once daily, to locate and remove any leftover snapshots. Any snapshots
that cannot be removed automatically can be removed manually using vSphere Client.

If the job in progress was a scheduled daily or weekly backup and the appliance is started within one hour of the
scheduled start time, the job will automatically start again.

If the job in progress was a backup Now or backup Once job, or if the appliance is started more than one hour after the
scheduled start time, then the job will need to be started manually.

Caution: If a PHD Virtual Backup Appliance is suspended during a job, when the appliance is started again, it may
become unresponsive and a reboot will be required to reestablish the appliance. Avoid suspending the appliance during
backup and restore jobs, when possible.
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The PHD VBA Console

Viewing the PHD VBA virtual machine console within vSphere Client (select the appliance, then click the Console tab) displays
the number of licensed worker threads (each worker thread can perform a single backup or restore process for a virtual disk
image), the available free space on the backup storage location, the latest log information, and thread status. The number of
threads used during each backup and restore job can be adjusted using the Configuration area of PHD Virtual Backup
Console.

The following figure shows a sample appliance console as it begins a new backup and simultaneously restores another VM.

Figure 3 - The PHD Virtual Backup Appliance console in vSphere Client
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Worker-4 Windows 7 32 bit: Allocated new disk 6000CZ291-Z0ae-e89c-c30
Worker-4 Source hash unavailable, will not compute restore hash for d
Uorker—4 Windows 7 32 bit: Restoring disk 6000CZ291-20ae—e89c-c30d4-f9f
Worker-3 Windows 7: Backing up disk =sc=si0:0: 36« of 24 GB @0 3:1

Uorker Thread Status:

Tip: You can type Ctrl-N within the console to access appliance networking options.
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Chapter 3 - The PHD Virtual Backup Console

The PHD Virtual Backup Console allows you to manage all of your backup and restore jobs and configure your PHD Virtual
Backup appliances.

When the Console is opened, the Dashboard displays all of the available appliances.

'. PHD Virtual Backup Conscle - 192,1658.40.50

Dashboard Dashboard

l..|  Backup Catalog Backup Appliances

Lists your currently available appliances. Select an appliance to display more information

T Ed

L1 File Recovery Appliance IP Address Free Storage Total E
= PHDVBA 192.168.40.251 6.7 GB 13.1G
=] Johs = PHDVBA_cifs 192.168.40. 252 24.6GB 266 GE

5 Configuration

Note: Powered off PHD Virtual Backup Appliances are not available within the Console. To view or manage all of your
deployed appliances, make sure they are powered on.

To access the PHD Virtual Backup Console

e The Console opens automatically after creating a job with the Backup Wizard or Restore Wizard or it can be accessed from
the PHD Virtual Backup menu within vSphere Client, see "To launch the PHD Virtual Backup Console" (on page 71)

e The Console can also be launched as a stand-alone application from the Windows Start Menu. If you are using a non-

standard port to access the console, enter the port number after the server IP address you are connecting to, for example,
192.168.40.50:8081, as seen in the following image.
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© PHD virtual Backup - Login ==

Conneck ko a hypervisor server by entering its IP address ar
hostname and a walid username and password.

Hypervisor bype: () Cikrix @ YMware
Hosk name: 192,163.40,50:8050

Iser name: adrninistrator

Password: sesnns

More, ..

Tip: If you have multiple PHD VBAs deployed but would like to view information for a single PHD VBA only, click
more... and enter the PHD VBA's display name. For details, see "Limiting the PHD Console to a Single PHD VBA"
(on page 81)

The PHD Virtual Backup Console areas are described in the following sections:
e "Dashboard" (on page 26)
e "Backup Catalog" (on page 29)
e "File Recovery" (on page 32)
e "Jobs" (on page 37)

e "Configuration" (on page 41)
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Dashboard

The PHD Virtual Backup Console's Dashboard shows all of the deployed PHD Virtual Backup Appliances. Selecting any

appliance displays multiple pie charts which represent the available storage and deduplication information. The System Alerts
area displays all of the messages and alerts for each appliance.

E Dashboard

Backup Appliances
Lists your currently available appliances. Select an appliance to display more information.
3
Appliance IP Address Free Storage Total Backup Data Used Storage Dedupe Ratio
= PHDVEA 192.168.40.251 6.7 GB 13.1GB 3.2GB 4:1
= PHDVBA _cifs 192.168.40.252 24.6 GB 266 GB 25.4GB A
Storage Deduplication (Post-compression)
B Used space: 25.4 GB (50.8%) |Jsed Storage
Free space: 24.6 GB (49.2%) Duplicate
System Alerts
Displays appliance messages and alerts.
Appliance Mezsage Recommended Action
& PHDVEBA Appliance has debug enabled. This will degrade performance.
‘4 PHDVBA _dfs Appliance has debug enabled. This will degrade performance
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Backup Appliances

This area of the Dashboard displays all available appliances as well as each appliance's IP address and storage information.
Pie charts display a graphical representation of the available free space and deduplication.

The following table describes each column in the Backup Appliances area of the console.

Table 2 - Backup Appliances list descriptions

Column Description

Appliance PHD Virtual Backup Appliance name.

IP Address IP address used by the appliance.

Free Storage Amount of free storage space available on the configured virtual disk used for backups.
Total Backup Data The total amount of source data thatis backed up by the PHD Virtual Backup Appliance.
Used Storage The amount of actual storage space consumed by the backup data on the storage repository

after deduplication and compression (if enabled). In addition to the backups, this value also
includes a small amount of PHD Virtual Backup system data.

Dedupe Ratio Ratio of total backup data to used storage.

Note on CIFS shares: Since Windows Explorer is not aware of hard links (used with deduplication) CIFS share
directories will not display used space accurately when directory properties are viewed. To see the actual disk usage for

a CIFS share directory you can download the Disk Usage utility from the Microsoft web site and use the -u option when
displaying disk details.
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The System Alerts area provides informational messages and alerts about each available appliance.

The following table provides additional information about some of the system alerts you may encounter.

Table 3 - System Alert descriptions

Alert Message

Appliance has no network address.

Appliance has no backup storage currently mounted.

Hypervisor credentials have not been configured.

Appliance does not have enough free backup
storage.

Appliance is running low on free backup storage.

The product license on the appliance has expired.

The support license on the appliance has expired.

Appliance has debug enabled. This will degrade
performance.

Description

The PHD Virtual Backup Appliance does not have an IP
address configured. You can manually change the
network settings by opening the appliance VM's console
in vSphere Client and typing CTRL-N.

No backup storage is mounted for the appliance. Click
the Storage tab to configure the storage target.

Use the General tab to configure the Hypervisor
credentials for the appliance.

The storage location used to store backups is running
out of free space and no new backup files can be
stored. Increase the amount of space allocated to your
target storage location.

The storage location used to store backups is running
out of free space. Increase the amount of space
allocated to your target storage location.

PHD Virtual Backup requires a valid license to perform
backups. Update your license file using the General tab.

A valid Supportlicense is required to receive support
and updates from PHD Virtual. Update your license file
using the General tab.

On the Support tab, Debug mode can be enabled to
provide expanded logs when working with PHD Virtual
Support. Enabling Debug will impact backup and
restore performance and should only be enabled if
instructed to do so by PHD Virtual Support.
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Backup Catalog

The Backup Catalog displays all available backups in an expandable tree-view. From here, you can select backups to restore,
export backups to a file, archive, or manually delete backups by VM, Date, or the PHD Virtual Backup Appliance used.

'. PHD Virtual Backup Censcle - 192.168.40.104

B Dashboard M Backup Catalog

WCH Restore |3 Export = (= FLR s Archiv

=[] ) 10/4/2010 10:08 AM on '192. 168.
- — scsil0: 2 GB

(LT P R, T B | Y

1" File Recovery

Backups displayed in the catalog show the date and time of the backup, and if the VM was powered on during the backup, they

additionally display the host on which the VM was running during the backup. For backups taken while a VM was powered off,
only the date and time is displayed.

If your backup catalog contains VMs with identical names, the UUID of the VM will be appended to one of the VM names in the
backup catalog.

Table 4 - Backup Catalog Toolbar Buttons

Button icon Description

Q Restore Launches the Restore Wizard. For details, see "The Restore Wizard" (on page 62).

. Export Opens the Export dialog from which you can export the selected disks as VMDK,
VHD, or Raw formatted files.

i= FLR Launches the File Recovery wizard. For details, see "File Recovery" (on page 32) .

,#Archive Lets you set selected backup files as archived, which means they cannot be deleted

by the trim process or manual deletes. For details, see "Backup Retention and
Archiving" (on page 78).

& Delete Deletes the selected backup files. Note that backups marked as archived will not be
deleted.

= Refresh Refreshes the catalog.

-LView by Changes the catalog view to display backups by Virtual Machine, Date, or Appliance.

Expand All Expands or collapses the entire backup catalog tree view.

The next few sections describe some of the functions that can be performed from the Backup Catalog area of the Console with
links to additional details and steps.

Restoring Virtual Machines

1. Find the VM backup you want to restore using the catalog tree view. Sort the backups by VM name, Date, or PHD Virtual
Backup Appliance.
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2. Selectthe Backup file, then click ";E Restore.

3. The Restore Wizard opens. Follow the steps in the wizard to complete the restore. See "The Restore Wizard" (on page
62) for details.

Deleting backups

1. Find the VM backup you want to delete using the catalog tree view. Sort the backups by VM name, Date, or PHD Virtual
Backup Appliance.

2. Selectthe Backup file, then click xDeIete.

3. ADelete job is created and the backup is removed from the catalog. View the Jobs page to see the progress of the job.
See "Jobs" (on page 37) for details.

Deleting all backups for a specific date

1. Within the Backup Catalog, click “—View by and select Date.

esh |- View by ~|[E Expand All
Virtual Machine

. Date I
Appliace

2. Find and select the date that contains the backups you want to delete.

3. Click % Delete.

Exporting Backups

Individual virtual disk backups can be exported as VMDK, Virtual Hard Disks (VHD) or Raw files. This may be useful when
saving backup files to tape or when creating new VMs on different hosts. Additionally, Windows 7 and Windows Server 2008 R2
machines have the ability to mount .vhd files as native disks or boot off of these disk images. For more information about using
VHD files with Windows, refer to Microsoft's knowledge base online.

When using the VMDK export option, both the descriptor file and the data file (the flat file) are created for each VM disk you
export. For example, an exported disk for the virtual machine examplevm will require the descriptor file, examplevm.vmdk and
the data file, examplevm-flat.vmdk. The files can be renamed after export, if necessary.

1. To exporta backup to a file, select the backup in the catalog and click — Export.
2. Selectthe type offile to export to (VMDK, VHD, or Raw) and the virtual disk to export and click OK.
3. Enter a name and location for the file and click Save.

Note: You can also right-click an individual disk in the Backup Catalog and select Export.

Backup Catalog Notes

e Ifyou renamed a VM after backing it up, all of the future backups for that VM will be included under the new VM name in the
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Backup Catalog. Any backups that were taken with the VM's original name will be noted in the catalog. For example, if you
backed up TestVM1, changed the name to NewVM1, then ran another backup, within the Backup Catalog you would find
an entry only for NewVM1. Under the NewVM1 backup tree, you would then find each backup, including the backup that
was taken when the VM was named TestVM1. This backup would be noted under the NewVM1 tree as:

1/24/2011 2:30 PM on 'Server1' as 'TestVYM1'
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File Recovery

Instead of restoring an entire backup, you can use PHD Virtual Backup's File Recovery to restore individual files. By creating an
iSCSI target from a backup, you can mount and browse the backed up virtual machine disks to find the files you want to recover.
File Recovery can be performed on any operating system that has an iSCSl initiator available.

Note: To mountiSCSI targets on a Windows machine you will need the Microsoft iISCSI Software Initiator, which is
installed, by default with Windows Vista, Windows 7, and Windows 2008 Server. For earlier versions of Windows, the
Initiator can be downloaded from the Microsoft web site. To mount iSCSI targets on a Linux machine you must install an
iSCSI Software Initiator for your Linux operating system, for example, on an Ubuntu machine, you can install the Linux

Open-iSCSiI Initiator.

The File Recovery area of the PHD Console displays all of the iSCSI targets that have been created. From here, you can create
new iSCSI targets, mount existing targets, or find the credentials needed to mount a target on another device.

Table 5 - File Recovery Toolbar Buttons

Button Icon

= Create

&
= Mount
3 Copy

x Delete

= Refresh

i

& Collapse / Expand
W Open iSCSI Initiator

A Open Computer Management

Description

Launch the File Recovery wizard to guide you through the process of creating a
new iSCSI target from an existing backup. When created, you can mount the iSCSI
target to recover files and folders.

Mount an existing iSCSI target locally.
Copy an existing iSCSI target's credentials to the Windows clipboard.

Delete an iSCSI target. Note that the target must not be connected in order to be
removed - you can disconnect targets using the iSCSl initiator.

Refresh the list of iSCSI targets.
Collapse or expand the list of iSCSI targets.
Launch the iSCSI Initiator.

Open the Windows Computer Management dialog.

The next few sections describe how to use the PHD Virtual Backup File Recovery feature in detail.

e "Restoring Files" (on page 32).

e "Restoring Files from a Linux VM on Windows " (on page 34).

e "Mounting iSCSI Targets on Other Devices" (on page 36).

e "Deleting iSCSI targets" (on page 36).

Restoring Files

Restoring files and folders from your backups is as simple as creating and mounting an iSCSI target. Follow the steps below to
create, mount, and browse files on an iSCSI target created from an existing backup.

32



Chapter 3 - The PHD Virtual Backup Console

To restore individual files

1.

Open the PHD Virtual Backup Console and click Backup Catalog.

2. Selectthe checkbox for the backup that contains the file or files you would like to recover.

00 Restore | o Export = g= FLR s Archive -

-] Linus

-] Linuymzr

-] Mewym3

=] Smal

=] winzkarz

=-[7] . Windaows %P SP3 {32-bit)

vl | .

SREANE] 3i10/2011 3:58 PM on '192.168.10.106
- e[ = sesiDi: 2 GE

-] F9i10/2011 3:57 PM o '192, 168,10, 106

Click == FLR.
The File Recovery wizard opens.

Follow the steps in the wizard to create an iSCSI target for the selected backup. You can use the wizard to create custom
target credentials and to automatically mount the target locally after the wizard completes (to mountiSCSI targets the
Microsoft iSCSI Software Initiator must be installed).

When the wizard completes, the target is available within the File Recovery area. The following image displays an iSCSI
target created from a backup file.

Ik File Recovery

= Create - Mount Copy 3 Delete | g Refresh &) Collapse All TquSv

- B Win2k3-64b
-1 11/9/2010 4:09 PM
b m iqr. 2010-09, com. phdvirtual: fb 2882 1 1-c41c-4006-2 2f3-d 2f6fh 1866k

PHDVBA LA
Appliance: 192.168.40.251
iISCSI IQM: ign. 2010-09, com. phdvirtual: th 2883 1 1-c41c-4006-a 2f3-d 2fafh 18f66h
Username: akMSyeiGE
Password: VUC=m+%T=L#w

If you selected to mount the target locally, the target is added as a new drive on your local computer (open Windows
Explorer to view the newly added drive). Mounting may take a few moments - you can open the iSCSI Software Initiator to
make sure the target is connected (and view Computer Management, Storage, Disk Management to make sure itis
mounted).

When mounted, the target should appear in Windows Explorer as a new hard drive.
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4 Hard Disk Drives (3)

Local Disk ()
T —

52.0 GB free of 639 GB

Systern Reserved (F:)
- ——

S 715 ME free 0f 99.9 ME

User Guide

Local Disk (E:)

" ___i),; ——
== 16.8 GB free of 23.8 GB

Note: If the target disk does not appear in Windows Explorer, open Computer Management > Disk Management
and find the newly mounted disk. Make sure itis set to Online. Additionally, you may need to import the disk if it
displays as "foreign." This may happen ifitis a dynamic disk created with a version of Windows different than the
version running on the computer you are using to mount the target. Use the right-click menu options to import or

configure the disks as necessary.

&
® Ifyou did not select to mount the target during the wizard, you can still mount it locally by clicking = Mount.

Note: If the iISCSI Service is not running, you will encounter an error when attempting to mount the backup.
Make sure the service is running before attempting to mount any targets.

= To mount the target on another device, use the iSCSI Software Initiator and the target credentials. See "File Recovery"

(on page 32) for details.

7. Using Windows Explorer, you can now browse the new drive to find the files to restore.

If you need to mount an iSCSI target created from a Linux VM, see "Restoring Files from a Linux VM on Windows " (on page 34).

To mount an iSCSI target on another device, see "Mounting iSCSI Targets on Other Devices" (on page 36).

To delete an iISCSI target, see "Deleting iISCSI targets” (on page 36).

Restoring Files from a Linux VM on Windows

If you need to restore files from a Linux VM but you only have access to a Windows machine to do the restore, you can use third-
party tools to view the mounted iSCSI target and browse the Linux filesystem.

To restore files from a Linux VM backup on a Windows machine

In order to restore files from an iSCSI target created from a Linux backup you will need to use a third-party tool, for example
Ext2explore, to view the mounted disks from a Windows computer.

1. Follow the steps above to create the iSCSI target and mount the disk, making sure itis available and online within the Disk

Management interface.

2. Use a Linux file system explorer tool, for example, Ext2explore, to view the contents of the mounted Linux disk.
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File Tools Help

@3¥s 18 L
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|nrlld img lib lost+found  media

proc shin selinux
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hln
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To mount an iSCSI target on a Windows machine, see "Restoring Files" (on page 32).

To mount an iSCSI target on another device, see "Mounting iSCSI Targets on Other Devices" (on page 36).

Mounting iSCSI Targets on Other Devices

After creating an iSCSI target, you can either mount the target locally from the machine where the PHD Console is installed, or
you can copy the target's credentials and mount the target on another device.

To mount an iSCSI target on another device

Mount the iSCSI target using its credentials found in the File Recovery area. You can mount the target on any Windows
machine that has the Microsoft iISCSI Software Initiator installed. To mountiSCSI targets on a Linux machine you mustinstall an
iISCSI Software Initiator for your Linux operating system, for example, on an Ubuntu machine, you can install the Linux Open-
iSCSI Initiator.

Note: that the following steps use Windows 7; your specific steps may vary based on your operating system.

1. Open the Windows iSCSI Software Initiator (Click Start > Run and type: iSCSI Initiator, then select it from the list of
programs)

2. Ifthe service is notrunning, click Yes to start it.

w

In the Targets tab, enter the IP address associated with the iISCSI target you created. This will be the IP address of the
PHDVB appliance where the target was created.

4. Selectthe target from the list and click Connect. The Connectto Target dialog opens.

5. Click Advanced and select Enable CHAP log on.

6. Enter the username and password of the iISCSI target and click OK.

7. Click OK again. The target is mounted and available from within Windows Explorer as a new drive.

If you need to mount an iSCSI target created from a Linux VM, see "Restoring Files from a Linux VM on Windows " (on page 34).

Deleting iSCSI targets

If you need to delete an iSCSI target, you must first disconnect or log off the target using the iSCSI Initiator.

To delete iSCSI targets

Note: To delete iSCSI targets, they must first be disconnected/logged off and notin use on any device (there must be no
open files or directories).

1. Todisconnect/log off a target:

a. (Windows 7 and Windows Vista) To disconnect a target, open the Microsoft iSCSI Software Initiator, select the
target and click disconnect.

b. (Windows 2003, Windows XP, and Windows 2008) To log off a target, open the Microsoft iISCSI Software Initiator,
click the Targets tab and select the target you want to delete. Click Details, then select the target identifier and click
Log Off.

2. Open the PHD Virtual Backup Console to the File Recovery page and select the iSCSI target.

3. Click % Delete.
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Jobs

The Jobs area displays the status of running and scheduled jobs as well as maintaining a history of all jobs run and the result of
each. The Current tab displays scheduled and running jobs. When a running job is complete, itis moved to the History tab for
archiving. Scheduled jobs remain in the Current tab with Inactive status.

R Jobs L
|5l Backup 34 Restore | Edit | Start [ Pause B Cancel 3 Delete | = Hide Details -] View Log [ Options -
Current History
-~

Job Name Appliance Type Status Progress Current Speed Time Remaining
" Backup Daily PHOVEA Badkup Daily Inactive
@ Badwp WinXP-5P3 PHDVEBA Badwp Mow Running 00:14:00

=" Weekly Template Backup  PHDVEA Backup Weekly Inactive

Job Detail Value Task Mame Type Status Dedupe Ratio
= Created 11/10/2010 2:36 PM 3 winxp-sP3 Virtual Machine [ 1 4% 21
= schedule = 2000 Disk 20 GB E— 2:1

:l Type Mow

':' Mext Run
= started 11/10/2010 2:36 PM
** Duration 00:01:05
:l Average Speed 13.4MB/=s
:| Dedupe Ratio 21
* | pata written 375.4MB
© |usecet Mo
Details | Tasks
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The Jobs toolbar can be used to launch the Backup Wizard and the Restore Wizard or to control job status. The Jobs toolbar
buttons are described in the following table.

Table 6 - Jobs Toolbar Buttons

Button Icon Description

|l Backup Launches the Backup Wizard which guides you through the process of creating
backup jobs. See "The Backup Wizard" (on page 56) for details.

ﬁ,;:j, Restore Launches the Restore Wizard which guides you through the process of restoring
stored backups. See "The Restore Wizard" (on page 62) for details.

7 Edit Edit the selected job. The Backup Wizard launches allowing you to edit the Job
settings.

P start Start an Inactive job or resume a paused job.

il payse Pause a job that is currently running. Note that average speed is not adjusted for
paused jobs.

E cancel Cancels a job thatis currently running. A cleanup process removes any unneeded
snapshots or partial backup files.

& Delete Deletes a current job.

}":3 Show Details Opens the Details pane which displays additional information about the selected
job.

] View Log Open the Log Viewer for the selected job. The Log Viewer contains the detailed

log messages for the job in progress and when the job is complete.

| Options Select Show system jobs to show or hide PHD Virtual Backup System jobs
(Appliance Startup, Trim, and Orphan jobs).

Job Details
The Job Details windows in both the Current and History tabs display additional information about each job. Detail information

is based on the type of job and the options selected during the backup wizard. Details can be displayed for a job by either
double-clicking the job or using the Jobs toolbar.

To display Job Details

1. Within the Current or History tab, click to highlight a job, then click -+ Show Details.

2. The Details pane opens, displaying the information about the selected job.

Job Details Parameter Description

Created The date and time the job was created.

Type The type of job. See Job Types, below, for details about each job type.
Start The start date for the job.

Window The window in which the job is scheduled to run, for example, 8:00 PM

to 5:00 AM each night.
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Job Details Parameter Description

Recurrence When the job is set to recur. For details on recurrence, see "Scheduling
Backups" (on page 69).

Next Run When the scheduled job will run next.

Started The date and time the job was queued.

Duration The total time the job took to run.

Average Speed The total data processed by the job divided by the job duration.
DeDupe Ratio The ratio of the total job data (all VMs, etc) to the actual data written to

the backup store.
Data Written The size of the actual data written to the backup store.

Use CBT Indicates whether or not Changed Block Tracking is enabled for the job.

Note on CIFS shares and displayed storage: Since Windows Explorer is not aware of hard links (used with
deduplication) CIFS share directories will not display used space accurately when viewing folder properties. To see the
actual disk usage for a CIFS share directory you can download the Disk Usage utility from the Microsoft web site and use
the -u option when displaying disk details.

Job Speeds, Deduplication, and Data Written

The average job speed displayed in the console is calculated by dividing the total time the job ran by the total data processed.
Therefore, if you had a single backup job for a 20 GB Windows XP VM that took 4 minutes to run, you would see an average
speed of about 83 MB per second (20,000 MB / 240 seconds = 83.3333 MB/s).

The DeDupe (or deduplication) ratio for each job is determined by calculating the ratio of the total job data for all VMs in the
backup job to the actual data written to the backup storage. For example, our Windows XP example backup job included 20 GB
of total data. After deduplication and compression, only 100 MB of data was written to the backup store when the backup ran,
resulting in a ratio of 200:1. The 100 MB is then reported as the Data Written in the Job Details for our example job. Note that
Data Written reports only the actual amount of data written to the backup store - it does notinclude the total data of all VMs in the
job.

With CBT enabled for a backup job, backup speeds will be much faster, as only the changed data is read and written for each
VM. In our Windows XP job example, with CBT enabled, the initial backup took 4 minutes to process the entire 20 GB disk. The
next time the backup job ran with CBT enabled, since only a small amount of data had changed on the VM, the job took only 30
seconds, and with deduplication and compression enabled, only 6.5 MB of data was actually written to the backup store. For
additional details on CBT see "Changed Block Tracking" (on page 11).

Job Types
PHD Virtual Backup Job types include:
e Backup Now
e Backup Daily
e Backup Once
e Backup Weekly
e Restore Now

e Delete Now
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e Startup - The job that runs when the appliance first starts. This job cleans up any unfinished processes as well as
synchronizes the backup catalog with the backup storage.

e Orphan Weekly- A weekly job that runs each Saturday at 9 AM to reclaim storage space used by unique and unreferenced
blocks created during a backup that did not complete (failed backup, canceled backup, appliance shutdown, etc.).

e Delete trim - The system job that removes older backups based on your archive retention policy settings. See "Retention"
(on page 50) for details on setting your retention policy.

e Snap Hunt - A system job that runs once on PHD VBA start up and also once daily to remove any snapshots that may have
been left behind by any PHD VBA.

Job History

The Jobs page also contains a History tab that lets you see all of the jobs that have completed. Clicking Show Details r(ﬂwill

display the detailed information about the completed jobs.

History information is retained for 90 days (it may be available for up to 120 days).

Current Hiskory

Job Mame Appliance Tvpe Result Duration Started Finished

A Back) Ba o ¥ 5u =

# Backup Templatel PHOVEAS!-esxi  Backup Mow @4 Success 00:01:05 1222{2010 9:37 PM 122212010 9:56 PM

7 Backup 192,168.10.,.. PHDVBAS1-esxi Backup Mow & Warn 00:07:49 12f22f2010 9:17 PM 12/2202010 9:25 PM

% Delete backop of abc  PHDVEAS1-esxi  Deleke Mow @ Success 00:00:00 1z2fzzfz0109:11 PM 12/2212010 9111 PM

I Backup 192.168.10.... PHDVBAS1-esxi  Backup Mow o Error 00:02:31 12f2212010 9:08 PM 12f22020109:11 PM

= Delete backop of 2T... PHDWBAS1-esxi  Deleke Mow @ Success 00:00:00 12fzzfz0109:11 PM 12f22020109:11 PM

= DRlete hackin of Lh... PHOMRAST-revi  Deleks Mow 08 Success MN:Nnenn 12tz 2010 9:10 PM 12 =22mn 10 PM

4 | 1

Job Dekail Value Task Marme Tvpe Skatus Dedupe Ratio

= Created 12/23120108:38 AM Templatez Template Completed infi1

= Schedule — 2000 Disk 2 GE Completed inf:1
:| Type Mow

:| Awerage Speed 51.2 MBjs

:| Dedupe Ratio infi1

- | Datawritten 0B

- |use ceT Yes

Diekails Tasks
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Configuration
The Configuration page of the PHD Virtual Backup Console contains all of the options to configure your PHD Virtual Backup
Appliances.

Tip: To access the console, you can right click any VM and select PHD Virtual Backup > Console.

Each appliance must be configured separately; the drop-down menu at the top of the Configuration page indicates which
appliance's settings are displayed.

Select the appliance to configure: | PHDVBA v]

You can reload the values for any changed configuration area before saving them by clicking the refresh button to the right of
the select appliance drop-down menu.

Note: The Hypervisor Credentials on the General tab and the Backup storage selection on the Storage tab are the
only configuration options that are required to run backups. All of the additional settings are optional.

The Configuration page contains multiple tabs, described in the following sections:
e "General" (on page 42)
e "Storage" (on page 44)
e "Network" (on page 46)
e "Email" (on page 48)
e "Retention" (on page 50)
e "Connector" (on page 53)

e "Support" (on page 55)
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General

The General tab contains appliance options including the time zone, Data Streams, Hypervisor Credentials, and License
information for the currently selected PHD Virtual Appliance.

Select the appliance to configure: [PHD'u'E.ﬁ. ']

General Storage | Network | Email I Retention | Connector | Support

Appliance options

Select time zone [Ameriﬁ "’]
Select region [New_‘r‘ork "’]
MTF Server 1 nip.ubuntu. com

MNTP Server 2

Data Streams U 4

Hypervisor credentials
vCenter Server 192,168.40.50 Port 443
e.d., server.example.com ar IP address

User Name administrator
Password SRRREREERERE

Professional License: PHD Virtual

~ Product Expiration:  Friday, November 18, 2011
= o _ Update
Support Expiration: Friday, Movember 18, 2011

Save

Appliance options

e The time zone and region defined here affect when each job will run. Scheduled jobs will run according to the time in the
configured time zone, which may not be the same time zone as your desktop or host server.

e NTP servers are used to synchronize the time on multiple computers. You can configure up to two NTP servers here to
synchronize each PHD Virtual Backup Appliance.

o Data Streams perform the individual job processes on the appliance. The Data Streams slider lets you set the number of
processes that will operate concurrently while a job is in progress. For example, when set to four, up to four virtual disks
can be processed at once during a backup job. In some cases, with older or slower hardware, you may need to reduce the
number of threads to avoid saturating host server resources. If you are experiencing performance issues, you can reduce
the number of streams used by the appliance at one time by moving this slider to the left.
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Hypervisor Credentials

Hypervisor Credentials are used by each PHD Virtual Backup Appliance to perform the steps required to backup and restore
virtual machines.

If you are using vCenter to manage your environment, enter your vCenter Server name or IP address in the Host Name text box.
Unless you are using a non-standard port to communicate with your server, leave the default port set to 443.

Enter your vCenter administrator credentials for the User name and Password. If you are using a standalone ESX/ESXi host,
enter that server's fully qualified name or IP address and enter the administrator credentials for that host for the User name and
Password text boxes.

License

PHD Virtual Backup is installed with a trial license. To avoid any interruption in your ability to run backups, you will need to
upload a new license before the trial period expires.

To update your PHD Virtual Backup license, click Update in the License area to apply the new license file. New licenses must
be applied to each PHD Virtual Backup Appliance you have deployed. Use the drop-down menu at the top of the Configuration
page to select each appliance to update.

e The Product expiration date displays when PHD Virtual Backup expires. After the product expiration date, you can no
longer run backups, but you can still restore your backed up files and also apply product updates.

e The Support expiration date determines when your support license expires. A valid support license is required to install
product upgrades.
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Storage

The storage tab is used to define where your backups are sent. Backups can be sent to an attached virtual disk, a CIFS/SMB
share, or to an NFS share.

The storage currently in use is shown in the Backup storage area.

Select the appliance to configure: [PHDUEA v]
| GEHEE Storage | Metwork | Emiil I Retention | Connector | Support
Backup storage
Storage Type [.ﬁ.tlﬁ::hed Virtual Disk - ]

@ Using attached disk 10 GB

Advanced options

Enable compresssion fornew backups
Warning level % free |10.00 = Warns at 1 GB of free storage

Stop level % free 3.00 =|| Stops at 307.2MB of free storage

Reset to Defaults

Save

To run backups, storage must be defined when the appliance is first deployed and configured. If you need to change your
storage location later, you can do so using the Storage tab.

Note on CIFS shares: Since Windows Explorer is not aware of hard links (used with deduplication) CIFS share
directories will not display used space accurately when directory properties are viewed. To see the actual disk usage for

a CIFS share directory you can download the Disk Usage utility from the Microsoft web site and use the -u option when
displaying disk details.

To change the backup storage location

1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Storage tab.
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3. From the Storage Type drop-down menu, select the type of storage to use. If you select to use an NFS or CIFS share you
will be prompted to enter the share location and credentials the appliance should use.

4. Click Save and restart the appliance.

Advanced storage options
Advanced options include compression and settings for storage level warnings.

e Enable compression for new backups - enabled by default, this option instructs PHD Virtual Backup to use compression
when creating backups. If you have a reason to store backup data uncompressed, you can disable this option. For
example, if you have a large amount of storage available and need to increase the speed at which you backups are taking
place, you can disable this option to skip the compression.

e Warning level % free - use this option to set the threshold at which you would like to receive a warning that your backup
storage is running low on available free space.

e Stop level % free - use this option to cause PHD Virtual Backup to stop running backups when free storage capacity
reaches this threshold.

Note: CIFS and NFS shares may have additional free space thresholds defined that, when exceeded, could potentially
prevent new backups from completing. Check with your local administrator for details.

45



PHD Virtual Backup for VMware vSphere User Guide

Network

Use the Network tab to define a PHD Virtual Backup Appliance's network settings. By default, the appliance will attempt to
obtain an IP address automatically after itis deployed.

Select the appliance to configure: [PHD'-.-'B.ﬁ. v]

General I Skorage | Mebwark. | Ermnail I Retention Conneckar | Suppotk

Adapker

MAC Address: 00:50:56:9:00:0e

@ ©Obtain an IP address automatically

(71 Use the following IP address

IF address
Subnet mask

Gakeway

Marne Servers

@ ©btain DNS address aukomatically

(7 Use the Following DMNS addresses

Preferred DMNS

Alkernake DMS

Save

Note: if you are experiencing network problems you can manually assign network settings by selecting the VBA within
vSphere Client then clicking the Console tab and typing Ctrl-N.

The next few sections describe how to use the Network tab to configure the network settings for your PHD VBAs.
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Using DHCP

By default, each PHD VBA will attempt to acquire an IP address automatically using DHCP. If you had seta PHD VBA to use a
static address, but would like to switch to using DHCP, follow the steps below.

To obtain the appliance IP address automatically

1.
2.

5.

Open the PHD Virtual Backup Console and click Configuration.

Select the appliance you want to configure from the Select the appliance to configure drop-down box at the top of the
page.

Click the Network tab.
Select Obtain an IP address automatically.

When you've selected to automatically obtain an IP (using DHCP), you have the option to obtain DNS information
automatically by selecting Obtain DNS address automatically, or you can specify your DNS settings.

Click Save.

To configure a PHD VBA to use a static IP address, see "Using Static IP Addresses" (on page 47)

Using Static IP Addresses

PHD VBAs can be configured to use static IP addresses using the Network tab of the PHD Console's Configuration area.

To assign static appliance network settings

1.
2
3
4.
5
6

7.

Open the PHD Virtual Backup Console and click Configuration.

Select the appliance you want to configure from the Select the appliance to configure drop-down box.
Click the Network tab.

and select Use the following IP address.

Enter your IP address, Subnet mask, and Gateway.

. When manually assigning networking information, you must also define your DNS settings. Enter a preferred and alternate

DNS address.
Click Save.

To configure a PHD VBA to use DHCP to automatically obtain an IP address, see "Using DHCP" (on page 47).
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Use the Email tab if you want to receive email alerts from PHD Virtual Backup. You can enter your email server options.

You can select to send email alerts for Critical errors, Errors, or All, which includes backup and restore completions, system

alerts, and errors. Warnings are not sent as email alerts.

Select the appliance to configure: [PHDUEA

v| (@)

| Generlr;-? I Storage | Metwork Email Connector | Support
“ Do not email alerts from the appliance
i@ Email alerts using the following infarmation
Server Name smtp.example. com 587
Security Maone
Server requires credentials
User name PHD
Pazsword sessnnal
From Email Address phdvb@phdvb.com
Alert Level [
Recipients:
phd@phdvb.com Add
Remove

To enable alerts

1. Open the PHD Virtual Backup Console and click Configuration.

Save

Select the appliance you want to configure from the Select the appliance to configure drop-down box.

Enter the IP address or FQDN of the email server you would like to use to send email alerts.

2

3. Click the Email tab and select Email alerts using the following information:
4

5

If your email server requires security, select the type from the Security drop-down list.

= None - do not use security.

s STARTTLS - use STARTTLS security when sending email alerts.
m SMTP over SSL - use SMTP over SSL when sending email alerts.
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10.

If the server requires authentication, select the checkbox and enter a username and password.
Enter a From Email Address (this is the address the PHD Virtual Backup reports will come from).
Select the Alert Level

= All-include all alerts, including backup and restore job results and all system level alerts, in the emailed alert report.
Warnings are not sent as email alerts though they are included in the backup and restore reports.

= Errors - include all errors (Error and Critical Error) in the emailed alert report.
= Critical- include critical errors only in the email alert report.

Click Add to add the email addresses that will receive the email alerts. When added, the addresses will be displayed
within the Recipients dialog box. To remove any email addresses, select the address in the Recipients dialog and click
Remove.

Click Save.

To disable email alerts

1.

2
3.
4

Open the PHD Virtual Backup Console and click Configuration.
Select the appliance you want to configure from the Select the appliance to configure drop-down box.
Click the Email tab and select Do not email alerts from the appliance

Click Save.
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Retention

Use the Retention tab to define your backup retention policy.

Select the appliance to configure: [PHDM’BA v]
[~
Generaks I Storage | Metwork Email Retention Connector | Support
Retention
Retention setting Typical -
Recent backups to keep 5

And keep the most recent backup from each of the last:

Days )
Weeks 4
Months 12
Years 5

Save

By default, PHD Virtual Backup will keep all backups for each VM. Using the Retention options, you can select how many
backups you want to keep for each virtual machine to meet your individual compliance and storage requirements. When a
retention policy is set, a job runs (Delete trim) and performs the retention processing at the top of each hour.

You can use pre-defined settings selected from the drop down menu, or you can set specific values for each setting. The
available Retention Settings are:

o Keep All - Retain all backups for all VMs. This is the default setting.

e Typical - Retain the 5 most recent backups as well as the most recent backup from each of the last 7 days, 4 weeks, 12
months, and 5 years.

e Custom - You define the values for each retention setting.
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Retention Notes
e Days start at 00:00:00 and include the current day.
e Weeks start on Monday and include the current week.
e Months are based on the calendar month and include the current month.
e Years are based on the calendar year and include the current year.
e Retention adjusts for Daylight Savings Time.

e Backup files marked as Archive will never be deleted.

To define backup retention settings
1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Retention tab and use the Retention setting dropdown menu to select your retention policy.

3. Click Save.

To keep only a certain number of backups per VM
1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Retention tab and use the Retention setting dropdown menu to select Custom.

3. Setthe Recent backups to keep to the number of backups you would like to keep for each VM. For example, to keep only
5 backups for each VM, set this value to 5.

4. Setthe Days, Weeks, Months, and Years values to 0.

5. Click Save. Now, only the five last backups will be kept for each VM.

Advanced Retention Scenario

The following example scenario describes how backups are retained when using advanced retention settings. We will assume
the following:

e Today is 10/29/2010
e Backup Frequency is set to Daily (and the daily backup has run today)
e Backups have been collected for the last 5 years

e Retention Settings set to Custom with Recent backups setto 3, Days setto 0, Weeks to 5, Months to 13, and Years to 3. The
following image illustrates the current settings.
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Retention
Retention setting Custom
Recent backups to keep 3

And keep the most recent backup from each of the last:

Days 0
Weeks 5
Months 13
Years 3|

The following table describes the backups that will be retained based on this scenario.

Backup Period Retention Setting Backups Retained (by date)

Most Recent 3 10/29, 10/28, 10/27
Days 0
Weeks 5 10/29*,10/24,10/17,10/10, 10/3

Months 13 10/29%, 9/30, 8/31, 7/31, 6/30, 5/31, 4/30,
3/31,2/28,1/31, 12/31/09, 11/30/09, 10/31/09

Years 3 10/29/2010%, 12/31/2009%, 12/31/2008

* Backup already retained; not unique.

Unique Backups

Total Backups Retained 20

User Guide
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Connector

Use the Connector tab to enable and configure the Backup Data Connector (BDC) to export backups.

Select the appliance to configure: [PHDHBA v]

W@General Storage I Metwork Emiail Retention | Connector Suppart

Backup Data Connector

Enable share at 1\,192.168.40.52\backups
LIser name phd
Set Password TTITITITITITINIIT

Confirm Passward FEBERBERRRRRREEE

Lave

The Backup Data Connector lets you access backups in an uncompressed format which can be useful If you need to save
backups to tape or archive backups to disk. With the connector, you enable an SMB/CIFS share that allows access to your
backup files in a simple folder structure. You can then use third-party tools or your own scripting to compress, select and move
these files to tape or to other disk locations as necessary.

Note: VMDK files available from the Backup Data Connector share will always be hardware version 7 (regardless of the
version at time of backup).

To access backups using the Backup Data Connector
1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Connector tab.

3. Select Enable Share at... This will display your appliance IP address and the share name, for example,
\\192.168.1.100\backups.

4. Seta password to access the share and confirm the password entered. The default username phd cannot be changed.
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5. Click Save and restart the appliance (any backups or restores in progress will be canceled).
1. Open the PHD Virtual Backup Console and click Configuration.
2. Click the Connector tab.

3. Select Enable Share at... This will display your appliance IP address and the share name, for example,
\\192.168.1.100\backups.

4. Seta password to access the share and confirm the password entered. The default username phd cannot be changed.
5. Click Save and restart the appliance (any backups or restores in progress will be canceled).

When created, you can access the share to view the uncompressed backups, as seen in the example image below.

@uv| J » Network » 19216890231 » backups » v [ #3 | [ Search backup
Organize » Burn Mew folder

‘e Favorites Mame Date medified Type

Bl Desktop | Last7Days 10/12/2010 3:30 PM  File folder

& Downloads | Last32Days 10/12/2010 3:30 PM  File folder

15| Recent Places . LatestOfEach 10/12/2010 3:30 PM  File folder

| Today 10/12/2010 2:30 PM  File folder

i Libraries | Yesterday 10/12/2010 3:30 PM  File folder

The folders in the share organize backups into categories by when each backup was taken.
e Last7Days - All backups taken within the last seven days, notincluding today.
e Last32Days - All backups taken within the last 32 days, notincluding today.
e LatestofEach - The latest backup file for each VM available.
e Today - All backups taken today.
e Yesterday - All backups taken yesterday.

In addition to accessing the files through the share, you can manually export individual backups using the Export backup
feature. See "Backup Catalog" (on page 29) for details.

Note: If you experience problems connecting to the Backup Data Connector share, you may need to adjust the local
security policy on your Windows computer. See "Problems Accessing the BDC Share" (on page 90).
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Support

Use the Support tab to enable debugging mode, download support files, apply updates to the PHD Virtual Backup Appliances,
and find the installed version information.

Select the appliance to configure: [PHD'-.-'E:.CI. v]

General | Storage | Mebwork, | Ernail Retention Connectar | Support |_

[] Enable debug logging on appliance
Debug logging provides additional diagnostic information. Enable this option only if
instrucked ko by suppart as this will degrade appliance performance,

Diagnostics

Dovenload Suppork File

The support file contains information useful when diagnosing appliance problems.

Download Console Logs

The consale logs conkain useful information when diagnosing console problems,

Yersion Information
PHD YB& Version: 5.1.2.6156 (for YMware wSphere)

PHD Consaole Wersion: 5.1.2.5979

Patches are bundles downloaded From the PHD Wirtual support website that
conkain updates For wour appliance,

pload Appliance Pakch

Save

When communicating with PHD Virtual Support, you may be asked to download and send support files to help resolve any
issues. Use the links in the Diagnostics area to do this. A compressed package will be downloaded and can then be sentto
PHD Virtual, if requested.

Before downloading and sending support files, you may also be asked to enable debugging mode. This is also accomplished
using the Support tab by selecting Enable debug logging on appliance.

Caution: Enabling debug mode will negatively impact the performance of the PHD Virtual Backup Appliance. Only
enable this option if instructed to do so by support.

Uploading Appliance Patches

Periodically, update patches for the PHD Virtual Appliance will be available for download from the PHD Virtual Web site. When
downloaded to your local computer, they can be uploaded through the PHD Virtual Backup console using the Upload
Appliance Patch link. Clicking this link will allow you to select the downloaded appliance patch file. For additional information,
see "Updating PHD Virtual Backup" (on page 84).

55



PHD Virtual Backup for VMware vSphere

Chapter 4 - The Backup Wizard

The Backup Wizard lets you create backup jobs to protect the virtual machines in your environment.

To launch the Backup Wizard

e There are multiple ways to launch the wizard using the integrated menus. All options allow you to select Backup from the

integrated PHD Virtual Backup menus.

{51 [Windows_Xp

| | Memory:

64 ME

29 I8

Power

Guest

Snapshot

Open Conscle

Edit Settings...

Migrate...

Upgrade Virtual Hardware
Clone..

Ternplate
Fault Tolerance

Add Permission...

Alarm
Report Performance...
Rename

Open in New Window...
Remove from Inventory
Delete from Disk

Ctrl+P

Ctri+Alt+N

atus

PHD Virtual Backup

Backup

Using the Backup Wizard

1. When the wizard opens, you are presented with the Select step. Here you can use the View by: drop-down options to

change how the VMs are displayed.

Hosts and Clusters - Display all VMs based on the Hosts and Clusters (containers) they belong to.

VMs and Templates - Display only VMs and Templates.

Restare

Console

User Guide
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© PHD Virtual Backup

@ Select the items to backup.

B
© PHD Virtal

Select Appliance
Schedule
Options
Summary

Complete

View by: ’Hosts and Clusters

Ek-[/] [ MyDataCenter

B- ﬁ Cluster1
-1 192.163.10.106
-[C1[E 192.168.10.113
E-[C] & Ubuntu
BT &1 Ubuntuio-32b
- [] & Windows_XP

------ — [datastore 1] NostalgiaMostalgia-000003, vmdk

[ Next > ][ Cancel

)

If you select the top container in any view (for example, Cluster1 in the image above) all VMs in the container will be
included in the backup job. Also, after the job is created, any VMs added to or removed from the selected container will

also be included or excluded from the backup job, respectively.

= Exclude/include - When backing up groups of VMs, an entire folder, for example, you can choose to exclude specific
VMs or individual disks from the backup job by selecting the VM or disk and clicking the Exclude button. VMs can be
included again by editing the job.

2. Selectthe VMs you want to backup and click Next.

Note: By design, the PHD Virtual Backup Appliance is notincluded in the list of VMs you can select for backup.

3. Atthe Select Appliance step, use the drop-down box to select the appliance you want to use to perform the backup.
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@ PHD Virtual Backup

[

Select the appliance to perform the backup.

@ PHD Virtwal

¥ Select
Select backup appliance:
Appliance Information

Schedule

Network Address:
Options

Host Server:
Summary

Storage:
Complete

PHOVEA

192,168.90,231
gatemp105

9.8 GB (2 GB free)

[ < Previous ] [ Mext =

][ Cancel l

User Guide

The backup wizard searches for all available appliances within the current resource pool. The appliance you select will
perform the backup processing and store the backup file on its configured storage location.

Note: If you will be backing up a VM located on local storage, you must select an appliance that is located on the
same host as the VM or else the backup will fail. Virtual disks for any VMs that are unreachable by an appliance (on
different local or shared storage, for example) will be displayed after the appliance is selected. You can then
choose to click Previous and exclude those VMs or disks or select another appliance with access to those disks.

4. Click Next.

5. The Schedule step lets you run a backup Now, schedule a backup Once for later, create a Daily backup or a Weekly
backup. Select the type of backup to create and define any required options and click Next. For additional details on

scheduling backup jobs, see "Scheduling Backups" (on page 69).
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£ PHD Virtual Backup

@ Select the schedule to run this job.

ER
©PHD Virtal

¥ Select

* Select Appliance

BT

) Once

Options
Summary () Daily
Complete @ Weekly

Server time:  Tue, 09 Nov 2010 08:11:51 EST
Start date: 11/ 92010 @~
Start time: 8:00 PM =

[[] Do not start after: | 4:00 am

1 Weeks

Sunday Monday Tuesday Wednesday

Recurs every:

Thursday [¥] Friday Saturday

’ < Previous ][ Next > ][ Cancel

Start Date- The date the scheduled job will begin.
Start Time- The time the job should start.

Do not start after- The time after which the job should not start. In a situation where many backup jobs or very large
jobs are running and this time passes before the job can begin, it will not start until the next scheduled start time. Jobs

already in progress after this time will not stop - they will complete as normal.

Recurs every n Days/Weeks- How often the job will run. A daily job, by default, will run once per day. If you'd like a
job to run every other day, set this to 2, for example. Weekly jobs will run once per week, by default. To create a job
that runs only once every two weeks, select a Weekly job then set this value to 2. Recurring jobs begin based on the
first day of each month. For instance, if you create a daily job that recurs every 10 days, it will run on the first of the
month, the eleventh, the twenty-first and the thirty-first, if available. This schedule is reflected in the Next Run date
within the Job Details. Therefore, if on August 19th you created a daily job that recurs every 10 days, the Next Run
date will be August 21st. Though this may appear to be only two days from the day the job was created, it represents

the third recurrence date of the job for that month (1st, 11th, 21st, and 31st).

6. Selectthe type of backup to create and click Next.

7. The Options step lets you name the backup job and define options specific to the backup.
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© PHD Virtual Backup P S|
@ Enter a backup job name. @ P”D V|r[Uﬂ|

¥ Select

v Select Appliance

Job Name:
¥ Schedule
Backup Windows XP|
Summary Options
Complete Verify backup: [New blocks anly -

Backup powered off virtual machines

[ Archive backups

[ Quiesce the YM before backing up (Windaws only)
[] Use Changed Block Tracking

[(Previous ][ MNext = ” Cancel ]

Verify backup - These options tell PHD Virtual Backup how the backups should be verified. By default, this is set to
New blocks only, which verifies only information that has changed since the last backup. All blocks verifies every
block of data each time the backup runs and None does not verify any data. PHD Virtual recommends selecting either
New blocks only or All blocks for your backup jobs. For detailed information on the verify options, see "Verifying
Backups and Restores with TrueRestore ™" (on page 77).

Backup powered off virtual machines - Select this check box to backup VMs included in the backup job even if they
are powered off.

Archive backups - Select this option to flag backups created with this job as archived backups. This means the
backups will never be deleted by the automatic retention policy. Archived backups also cannot be manually deleted.
To remove an archive flag, or to archive existing backups, see the Backup Catalog in the console.

= Quiesce the VM before backing up (Windows only) - When backing up a Windows VM, if VMware tools are installed,
you can choose to quiesce the VM before backing it up, to take advantage of Microsoft's Volume Shadow Copy
Services.

Use Changed Block Tracking - Enabled by default, this option lets you take advantage of VMware's Changed Block
Tracking when performing backups. Enabling this feature instructs PHD Virtual Backup to use the VMware vSphere
API to keep track of only the disk sectors that have changed in a VM between backups. Instead of reading the entire
VMDK each time to discover what has changed, only the changed blocks are read to establish backups, saving
significant time in the process. Note: VMs must be hardware version 7 to support Changed Block Tracking - VMs that
are not hardware version 7 will still be backed up but a warning will be logged. Selecting this option enables
Changed Block Tracking on each individual VM in the job, if not enabled already. If Change Block Tracking is
enabled on a VM but this option is not selected, a regular backup is performed (no Changed Block Tracking). VM
templates do not support changed block tracking.

8. When finished adding a job name and selecting job options, click Next.
9. Review the Summary information and click Submit. The backup job is submitted for processing.

10. Click Finish to close the wizard.
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11. The PHD Virtual Backup Console opens and displays the status of the backup job.

Current Histoey |
Job Mame Aapliznce Type Skabus Pragrass Speed Time Remaining
ﬂ Backup Demo Linus Wi PHOYEL Baackup flow funning 5 O0z0342
= Daly Backup PHLAE BackupDaily  [nackive
| Wzekly WM Templase B...  PHOVEA Badwip Weskly Inactive

b

For more information on using the Jobs area of the console, see "Jobs" (on page 37)
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Chapter 5 - The Restore Wizard

The Restore Wizard lets you restore the virtual machines you backed up with PHD Virtual Backup.

To launch the Restore Wizard

e The wizard can be launched by right-clicking an object within vSphere Client or by using the File menu and selecting
Restore from the integrated PHD Virtual Backup menu.

Open in New Window...  Ctrl+Alt+MN
Remove from Inventory
Delete from Disk

'@  PHD Virtual Backup b | Backup

Restore

Console

Using the Restore Wizard

1. Use the View by drop-down and the navigation tree to locate the backup you'd like to restore.
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@ PHD Virtual Backup N [ 2 [l
AT
@ Select the backup and disks to restore. @ PHD v"'wﬂl

- View by: l'ﬂrh.lal Machines -
Select Backup

. Ubuntu

Options . Ubuntu3
_ WinZk3+2-32b
Server 5h 10/12/2010 11:07 AM on 'ESXIQA-13'
@ 10/&6/2010 10:44 AM on "192.168.10.113'
Network [ Windows_XP2
Summary
Complete

Disk Name Size
[#] scsin:0 3GB
Previous ’ Mext = ” Cancel ]

When you select the backup, the available disks are also displayed, as seen in the image above. All available disks are
selected for restore by default. To exclude a particular disk from the restore, clear the check box in the Disk Name column.

2. Select the disks to restore and click Next. The Options step opens.

@ PHD Virtual Backup I [ 2 [l

@ Enter names for the restore job and VM to be restored. @ PI.ID vmuﬂl

v Select Backup

Job Name:
Server

|Restore wink3+2-32
Netwark
Summary Virtual Machine Name:
Complete [Win2k3+2-32b

[ werify restore

[ < Previous ] [ Mext > ] [ Cancel

3. Enter a name for the restore job and a name for the Virtual Machine to be restored.
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If you want to add additional verification during the restore process, select Verify Restore. PHD Virtual recommends
selecting this option for your restore jobs. For more information on verifying backups and restores, see "Verifying Backups
and Restores with TrueRestore™" (on page 77).
Click Next.
The next step lets you select where the VM should be restored.
@ PHD Virtual Backup [ 2 [t
' @ Select where to restore this VM. % @ PHD V| mml
Select the server and storage location for the WM and its metadata:
v Select Backup
Server Metwork Address VM Storage Free Space
¥ Options ESXIQA-13 192.168.10.113  datastorel 182.1GB
Network
Summary
Complete ’ Change VM Storage
Select storage for restored disks (optional):
Restore Disk Size Disk Storage Free Space
scsili0 3GB datastorel 182.1GB
’ < Previous ] [ Mext = ] [ Cancel ]
Select the target from the available list. You must select a target location with a sufficient amount of free space.
If you need to send an individual disk somewhere other than the selected target, select the disk and click Change
Storage.

When you've selected where you will restore your VM and disks, click Next.

Select the network device to use for the restored VM. If you need to change any of the settings, click Edit.

Click Next.

Review the summary information for the restore job and click Submit.

Click Finish to close the wizard.

Use the Jobs area of the PHD Virtual Backup Console to view the progress of the restore job.

When the restore is complete, the VM is available within vSphere Client.
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Chapter 6 - Using PHD Virtual Backup

The topics in this chapter include quick reference and step-by-step instructions for using PHD Virtual Backup features.

Creating Backup JObS. | . L. 66
RuNNing @ BacKup NOW. . . e e 67
Scheduling Backups. . . ... il 69
NV EWING JODS. 71
Restoring BaCKUDS. . ... 73
ReESIONING FileS. . 74
Configuring Email Alerts. .o 76
Verifying Backups and Restores with TrueRestore ™ . . 77
Backup Retention and ArChiVing. ... 78
Excluding VIMs and DiskKs. . . . ..o e 79
Sending Backup Files t0 Tape. ... . . 80
Limiting the PHD Console to @ Single PHD VB A .. o e e e e 81
Increasing Backup Storage (Attached Disk). ... ... . 83
Updating PHD Virtual Backup. .. ... . 84
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Creating Backup Jobs

PHD Virtual Backup protects your virtual machines using Backup Jobs that you create and customize. Jobs can be run
immediately or they can be created with a schedule to backup VMs every night, for example.

You can create backup jobs to protect individual virtual machines or you can create jobs by an existing VMware container
(Resource Pool, Cluster, Folders, or Datacenter). When you create a job using a container, a Cluster, for example, VMs added
to the cluster will be included in the job automatically, the next time the job runs. Likewise, if you remove a VM from that cluster,
it will not be backed up the next time thatjob runs.

Backup jobs are created using the Backup Wizard, which is launched when you select PHD Virtual Backup > Backup from the
integrated PHD Virtual Backup menus in vSphere Client, or when you click 1 Backup within the PHD Virtual Backup Console.

To create a Backup Job

1. Launch the Backup Wizard by right-clicking an object within your vSphere Client and selecting PHD Virtual Backup >
Backup.

2. Follow the steps in the wizard to select VMs for backup and define a backup schedule. For detailed information about
each step in the wizard, see "The Backup Wizard" (on page 56).

To edit a job

1. Launch the PHD Virtual Backup Console and click Jobs. The Current tab displays all jobs in progress as well as any
scheduled jobs.

@ PHD Virtual Backup Console

|5k Backup C) Restore |  Edit Start Pause Cancel

Current History

o~

Ej File Recovery Job Mame Appliance Type Status
%| Daily Backup Al VMs PHOWEA Backup Daily Inactve

] Backup Cakalag

i fufu

2. Select the job you would like to edit and click L Edit.

3. The Backup Wizard opens with the settings you originally defined for the job. Use the wizard to make any edits and submit
the job again. For details on each step of the wizard, see "The Backup Wizard" (on page 56).
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Running a Backup Now

There are multiple ways to run a backup with PHD Virtual Backup - the easiest is to right-click a VM name within vSphere Client
and select Backup from the PHD Virtual Backup context menu. This will launch the Backup Wizard which guides you through
the process of creating your Backup Job.

To run a single backup
1. Within vSphere Client, right-click the name of the VM you want to backup.

2. From the context menu, select Backup from the PHD Virtual Backup menu.

(1 Windows_XP | | Memore: fi4 MR

Power 3
Guest k
Snapshot L

Jpen Console

Edit Settings...
Migrate...

& I8

Upgrade Virtual Hardware

EP Clone...

Template k
Fault Tolerance r
Add Permission... Ctrl+P

Alarm 3

Report Performance...
Rename

Openin Mew Window...  Ctrl+Alt+N
Remove from Inventory

Delete from Disk atus

PHD Virtual Backup » m Backup

Restore

Console

b A

The Backup wizard opens and guides you through the process of creating the Backup Job that will back up your selected
VM. For detailed information about each step of the wizard, see "The Backup Wizard" (on page 56)

When the wizard completes, the PHD Virtual Backup Console opens and displays the progress of your backup job.
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Current Histiory
Job Mame Aapliznce Type Skabus Pragrass Speed Time Remaining
.'-"i_ Backup Demo Linus Wi PHOYEL Baackup flow funning 35.7 MEls O0z0342
= Daly Backup PHLAE BackupDaily  [nackive
| Wzekly WM Templase B...  PHOVEA Badwip Weskly Inactive

b

Tip: Another way to run a backup right away is to force a scheduled backup to run now.

To run a scheduled backup now

1. Open the PHD Virtual Backup Console and click Jobs.

2. Click the scheduled job you wantto run and then click P start.
3. The job status changes from Inactive to Running and the backup begins.

When complete, the job remains in the Current tab and the status returns to Inactive, but the History tab will contain a
record of the job you justran.
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Scheduling Backups

Backups can be scheduled to run Once, Daily, or Weekly, using the PHD Virtual Backup Wizard.

To create a scheduled backup job

1.

From within vSphere Client, launch the PHD Virtual Backup wizard using the Pool, Server, or VM menu item: PHD Virtual
Backup > Backup.

Use the check boxes to select the VMs to include in the scheduled backup job and click Next.

Select the appliance to use for the backup and click Next.

At the Schedule step, use the option buttons to set your schedule.

PHD ¥irtual Backup [?)X]
|$_ Select the schedule to run this job. @ H-[] V“’[“ﬂl
¥ Select

+ Select Appliance

Im ) Mawe Sarvar time:  Thu, 29 Jul 2010 13:31:30 EDT
Options O Once Start date: 7j29)2010 -
Sum mary O paiy Start time: 5100 P -
Complate © Weekty [ Do ok start after:
Rieurs every: L Waeks

[ Sunday Monday  [+] Tuesday Wadnesday

[#] Thursday [#] Friday  [#] Saturday

[qPre'.'u:usl[ Tzt = H Cancel ]

For example, to create a weekly backup schedule, select Weekly, then set the date to start the backups, the time the
backups should be allowed to run, and the day of the week.

Start Date- The date the scheduled job will begin.
Start Time- The time the job should start.

Do not start after- The time after which the job should not start. In a situation where many backup jobs or very large
jobs are running and this time passes before the job can begin, it will not start until the next scheduled start time. Jobs
already in progress after this time will not stop - they will complete as normal.

Recurs every n Days/Weeks- How often the job will run. A daily job, by default, will run once per day. If you'd like a
job to run every other day, set this to 2, for example. Weekly jobs will run once per week, by default. To create a job
that runs only once every two weeks, select a Weekly job then set this value to 2. Recurring jobs begin based on the
first day of each month. For instance, if you create a daily job that recurs every 10 days, it will run on the first of the
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month, the eleventh, the twenty-first and the thirty-first, if available. This schedule is reflected in the Next Run date
within the Job Details. Therefore, if on August 19th you created a daily job that recurs every 10 days, the Next Run
date will be August 21st. Though this may appear to be only two days from the day the job was created, it represents
the third recurrence date of the job for that month (1st, 11th, 21st, and 31st).

5. When the schedule is set, click Next.
6. Enter a name for the job, for example, Nightly Backup - Production VMs.
7. Configure any job options. For more information, see "The Backup Wizard" (on page 56).
8. Click Next.
9. Review the summary information and click Submit.
10. Click Finish to close the wizard.
The selected VMs will be backed up based on the schedule you defined.

Use the Console, Jobs page to manage the existing scheduled backup jobs. From there you can run the job immediately to test
your settings or edit the job details. See "Jobs" (on page 37) for more information.

Note: If the PHD Virtual Backup Appliance is restarted within one hour of a scheduled Daily or scheduled Weekly job's
start time, the scheduled job will be run again.
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To view all of the jobs in progress or scheduled, use the PHD Virtual Backup Console, Jobs page. The console opens
automatically after creating a job with either the Backup Wizard or Restore Wizard or it can be launched from within vSphere

Client.

To launch the PHD Virtual Backup Console

1. From vSphere Client, expand the Inventory menu and from the selected object menu, select PHD Virtual Backup >

Console.

InventorylAdministration Plug-ins Help

Datacenter 3

1 d Clusters
Virtual Machine »
Template k
Host ¥ | & New Virtual Machine... Ctrl+N —
Cluster P @ NewR Pool Ctrl+0 cmaining)
5 =) ew Resource Pool... rl+ L
= . . rents | Alarms
Resource Pool 4 New vhpp... Ctri+A
PP Disconnect pources
= 3
Datestor B  Enter Maintenance Made PU usage: 64 MHz
MNetwork »
vMetwork Distributed Switch 4 Rescan for Datastores..
emory usage: 229
Permission b Add Permission... Ctrl+P ———
Alarm 4 Alarm
Scheduled Task J Haost Profile stastors
SrEr a datastorel
erDatacenter Processor Sockets: @ Shut Down [——
w Folder Cores per Socke: [ CEnter Standby Mode
Logical Processors: ebwork
) % Reboot
Hyperthreading: T ® 40 Dev
) [  Power On
MNumber of NICs: ® VMNetwork
State: Repert Summary...

vMotion Enabled:

Active Tasks:
Host Profile:
Profile Compliance:

Virtual Machines and

VMware EVC Mode:

Report Performance...

Open in New Window...

Chrl+Alt+M

ult Tolerance

Host Configured for

Remove ault Tolerance Vers
|. PHD Virtual Backup | Backup
T Restore
A

@& nja

Console

Alternatively, you can right-click an object within vSphere Client and select PHD Virtual Backup > Console from the

context menu.

The Console opens and displays any jobs currently in progress.

Current Histey
Job Mame Aapliznce
El Backup Dem Linue: W PHCNES
+ Daly Backup PHOWEL

| Waekly WM Templaze B... PHOWEA

b

Type Status
Bacdkup Mowe Runnirg
Backup Dizity [nackive
Backup Weakly Inackiva

Time Remaning
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= wieakly VM Template B... PHOVBA

Status  Progress

Rurning

Bachup Daly  Inactive
Bachup Weekly  Inactive

To see additional details about any job, first select the job and click ﬁ: Show Details.
Spaed Time Remaning

Job Detai vahie Task Mame Type Shatus
= Crested FIZTIRZ0N0 9246 B [0 Wirdowes Serve,,, Virtual Machine 1 1&%
™ schedule = Ti] Disk. 8.6 GB [ — F
| type Mo
= start 1179
(B Window Hi&
™ Recurence HjA
™ Mazk Run
= started TIZ 2000 9246 A
== Duration 00:00:27
| Massaps
| Dedupe Ratio il
Distails Tasks
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Restoring Backups

Virtual Machine backups can be restored in the same way they were backed up, using the PHD Virtual Backup menu options
within vSphere Client. By right-clicking an existing VM name, you can restore previous versions of that VM, or you can search
through all existing backups to find the VM to restore.

Additionally, you can browse the Backup Catalog within the PHD Virtual Backup Console to find the backup you want to restore.

To restore a Virtual Machine

1. From within vSphere Client, select PHD Virtual Backup > Restore from any of the integrated menus.

Open in Mew Window...  Ctrl+Alt+N
Remove from Inventory
Delete from Disk

'@  PHD Virtual Backup b | Backup

Restore

Console

Alternatively, you can right-click directly on a VM, and select Restore from the PHD Virtual Backup menu. If a backup for
that VM is available, the VM is pre-selected within the Restore Wizard catalog.

The Restore Wizard opens and guides you through the process of restoring your selected VM. For detailed information
about each step of the wizard, see "The Restore Wizard" (on page 62)

When the wizard completes, the PHD Virtual Backup Console opens and displays the progress of your job.
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Restoring Files

With PHD Virtual Backup, you can restore an entire VM or you can restore individual files from a VM backup. By creating iSCSI
targets from your backup files, you can mount your backed up virtual disks and browse them using Windows Explorer.

i |

- W - A 1

Ou |J-;-‘ » Computer » - | ¢f| | Search Computer
Organize - AutoPlay Properties System properties Uninstall or change a program = e
0 Favorites 4 Hard Disk Drives (3)

BR Desktop Local Disk (C:) Local Disk (E:)
1t Downloads "~ — | T —
- 52.0 GB free of 63.9 GB S0/ 16 GB fres of 238 GB
;= Recent Places
System Reserved (F)
e T —
wa Libraries 07 715 MB free of 990 M

You can use the Backup Catalog to locate the backup that contains the files you want to restore then launch the File Recovery
wizard,

p Catalog
= Export - " Archive -

]

1/972010 8:00 PMosr 2P FLRE 3¢

or you can launch the File Recovery wizard right from the File Recovery page and browse the available backup files there.

g 2

* Mount

B m PHOUBA
[Create iscsik3-6%

When the wizard completes, an iSCSl target is created and available in the File Recovery area.
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File Recovery Notes

e When running Windows, you can use the Microsoft iISCSI Software Initiator to mount the target locally or from another
device. When mounted, you can browse the virtual disk using Windows Explorer to find the individual files you want.

e When running Windows, to restore files from a Linux backup, you will need to install and use a third-party Linux file system
browser, for example, Ext2explore, to view the contents of the Linux disk.

e When running Linux, to mountiSCSI targets you must install an iSCSI Software Initiator for your Linux operating system, for
example, on Ubuntu, you can install the Linux Open-iSCSI Initiator.

For detailed instructions on restoring individual files, see "File Recovery" (on page 32).

Note: In order to mountiSCSI shares, the iSCSI Software Initiator must be installed on your Windows computer. The
initiator is installed with Windows Vista, Windows 7, and Windows 2008 Server, by default. For earlier versions of
Windows, download and installed the initiator from Microsoft's web site.
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Configuring Email Alerts

To receive email alerts from PHD Virtual Backup, use the PHD Virtual Backup Console's Configuration page.

To enable email alerting
1. Open the PHD Virtual Backup Console.
2. Fromthe menu on the left, click Configuration.

3. Click the Email tab.

Select the appliance to configure: [PHD'I:"EA ']

I
| Gener | Storage | Metwork Emiil Retention I Connector | Support

~1 Do not email alerts from the appliance
i@ Email alerts using the following information

Server Name smtp.example.com Port 587

Security MNone w7

Server requires credentials

User name PHD

Password sessnu

From Email Address  phdvb@phdvb,com

Alert Level [.ﬁ.]l "]

Recipients:
phd@phdvh.com Add

Remove

Save

4. Use the options available to configure the mail server to use and any required security settings or authentication
credentials.

5. Click Save.

The appliance will restart and you will begin receiving PHD Virtual Backup alerts from the appliance you configured. If you
are using multiple appliances, you will need to configure alerts for each appliance, individually.

For additional information about each available Email configuration option, see "Email" (on page 48).
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Verifying Backups and Restores with TrueRestore™

PHD Virtual Backup's TrueRestore technology ensures the data you backup is the data you can restore.

During the backup and restore processes, PHD Virtual recommends you take advantage of the available verification options.
For backups, you can additionally set the level of verification to use to None, New blocks only, or All blocks.

In addition to verify options, TrueRestore includes backup data self-healing. When a bad block is identified, itis flagged, and
PHD Virtual Backup Appliance will then attempt to repair the bad block, further ensuring the integrity of your data.
To verify backups

1. Atthe Options step of the Backup Wizard, use the Verify drop-down box to select the type of verify to use.

Options

Verify: [Nnne v]
Mone

T8 Mew blodks onl |
[l Qme.nn ¥)

Backup powered off virtual machines

= None - Data is written but not checked. If a bad copy occurs or the target storage has a defective sector, valid
restoration will not be possible.

= New blocks only - Verify only new data. Because deduplication allows for the reuse of data blocks, using this option
lets you verify only the new blocks of data written to the data store. This ensures that all blocks written to the data store
have been verified once after being written. Note that this option is useful only if None is never used. If both None and
New blocks only are used, then some blocks for the VM being backed up, even with New blocks only selected, may
never be verified. Selecting this option will impact performance.

= All blocks - Verify every data block needed for a restore after a backup. This includes blocks that are common to
multiple backups and will result in the same blocks being verified multiple times. This option will impact backup
performance.

To verify restores

1. During the Restore Wizard, at the Options step, select the check box Verify virtual machine after restore.

Verify virtual machine after restore

This option instructs PHD Virtual Backup to verify the restored VM. What that means is, during the restore process, each
block that is written is immediately read back and verified against the backup file.
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Backup Retention and Archiving

By default, PHD Virtual Backup will keep all backups for each VM. You can adjust the number of backups retained in the backup
catalog using the PHD Virtual Backup Console's Retention tab in the Configuration area. After defining a retention policy, if
you'd like to retain some backups indefinitely, you can use the Backup Catalog to set Archive flags for individual or groups of
backup files.

Backup Retention

Every hour, a trim job runs and removes older backups based on the defined policy. By default, no backup files are removed
(Retention is set to Keep All). For details about the available settings (Keep All, Typical, and Custom), see "Retention” (on page
50)

Individual backups can also be deleted using the Backup Catalog. Select the backups to delete and click % Delete in the Jobs
area toolbar.

Archive - m Refrest

by

To delete all backups for a specific VM, within the Backup Catalog, select the VM name and click K pelete.

Archiving Backups

If you'd like to retain certain backup files indefinitely, for example if you needed to keep a master copy on demand, you can use
the Backup Catalog to set an Archive flag by clicking ,ﬁ'Archive.

LR |#* Archive ~| 3§ Delete | g
| Archive P
M Unarchive

M
ha

Backups flagged for archive display an archive icon ,ﬁi in the backup catalog, as seen in the image above.

To remove the archive flag, select the backup and click g Archive again.

You can also set the archive flag during the Backup Wizard. At the options step, select Archive Backups. When the backup job
runs, all backups created will be flagged for archive.
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Excluding VMs and Disks

Using the Backup Wizard, you can exclude VMs or individual virtual disks from a backup job. For instance, if you wanted to
backup all VMs within a Folder with the exception of one, you could select the Folder within the Backup Wizard, select the VM
you wanted to skip, and click Exclude. Then, when the backup job runs, all VMs within the folder will be backed up with the

exception of the VM you chose to exclude.

When excluded, the virtual disk name is displayed with a strikethrough.

Ii||i||j‘_| Ubuntuld-32b
ﬂl Ubuntu3

N

Preyvious Mext = H Cancel

Later, if you decide you want to include the disks in the backup job, you can select the job within the Console's Job page and

click L7 Edit. See "Jobs" (on page 37) for details.
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Sending Backup Files to Tape
With the Backup Data Connector, you can allow access to all of your backup files via an SMB/CIFS share. Then you can use
third-party tools or your own scripting to copy and move these uncompressed files to tape or to another disk location.

The Backup Data Connector is enabled using the Connector tab in the Configuration area of the Console. When enabled, you
can access the share using the appliance's IP address and browse all of the available backups.

K3\ <[l » Network » 19216890231 » backups » v [ +3 || Search backup
Organize « Burn Mew folder
Jr Favorites Mame Date modified Type
B Decktop | Last?Days 10/12/2010 3:30 PM  File folder
4 Downloads . Last32Days 10/12/2010 3:30 PM  File folder
Ef
15l Recent Places . LatestOfEach 10/12/2010 3:30 PM  File folder
. Today 10/12/2010 3:30 PM  File folder
- Libraries | Yesterday 10/12/2010 3:30 PM  File folder

For more information about using the Backup Data Connector to allow access to your backups, see "Connector" (on page 53).
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Limiting the PHD Console to a Single PHD VBA

The PHD Console displays backup and configuration information for all available PHD Virtual Backup Appliances. If you have a
larger environment with multiple PHD VBAs deployed, there may be situations where you may want to limit the PHD Console to
display only information for a single PHD VBA. This may be useful if you need to make a configuration change immediately for

one PHD VBA and you do not want to wait for the backup and configuration information for all other running PHD VBAs to load.

To limit the PHD Console to a single PHD VBA, use the PHD Virtual Backup login dialog which is accessed via the Windows
Start menu.

© PHD Virtual Backup - Login =

Conneck ko a hypervisor server by entering its IP address ar
hostname and a valid username and passwaord,

Hypervisor bype: ~ Cikrix @) WMware
Hosk name: 192,165.42.5
Iser name: adrinistrator
Password: TTITITIT

less, .,

Show Single YE&: PHOWES-1|

To access a single PHD VBA from the PHD Console
1. Ifopen, close the PHD Console.
2. From the Windows Start menu, select PHD Virtual Backup.
The login dialog opens.
3. Enter the credentials for your vCenter or ESX/ESXi server.

4. Atthe bottom of the dialog, click more... to expand the additional option.

User name: adminiskrator

Passwiord; TIITIILL

( Connect
More. ..
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5. Select Show Single VBA and enter the display name of the PHD VBA you want to access.

Conneck

less, .,

Show Single YEA: PHDWBA- 1]

6. Click Connect.

The PHD Console opens and only information for the PHD VBA you specified is displayed.
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Increasing Backup Storage (Attached Disk)

If you are using an attached virtual disk to store your backups and you are beginning to run out of space, you can grow the
storage by shutting down the PHD Virtual Appliance and adjusting the size of the storage disk, manually.

To increase the size of your backup storage

1.

Within vSphere Client, right-click the PHD Virtual Backup Appliance and select Power > Power Off.

. When the appliance is powered off, click Edit Settings, then select the virtual disk used for storage.

2
3.
4

In the Disk Provisioning area on the right, increase the provisioned size to the desired amount.

Click OK to close the window and then restart the appliance. The new size will be reflected in the PHD Virtual Backup
Console's Dashboard.

83



Chapter 6 - Using PHD Virtual Backup

Updating PHD Virtual Backup

When available, updates to PHD Virtual Backup can be downloaded from the PHD Virtual Web site or obtained from Support.
Console and Plug-in updates are made available via an updated MSI file and PHD Virtual Backup Appliance updates are
available as update files (.phd files).

Note: If you need to update your license, use the General tab of the Configuration page.

To update the PHD Virtual Backup Console and Plug-In
1. Extract the contents of update package.
2. Use the Windows Control Panel, Add Remove Programs, to remove the current version of PHD Virtual Backup.

3. When removed, double-click the new MSI from the update package and follow the steps to install the updated Console
and plug-in.

The new PHD Virtual Backup Console version is displayed in the Version Information area of the Support tab.

Select the appliance to configure: [PHDVBn v]

| General I Storage I MNetwork: I Ermiail | Retention I Connector | Support |

[ Enable debug logging en appliance

Debug logging provides additional diagnoesticinformation. Enable this option only if
instructed to by support as this will degrade appliance performance.

Diagnostics

Download Support File
The support file contains information useful when diagnosing appliance problems.

Download Console Logs

The consolelogs contain usefulinformation when diagnosing console problems.
Version Information

PHD YEBA Versian: 5.1.2.5979

PHD Consols Yersion:! 5.1.2.5979

Patches are bundles downloaded from th;HDVirtuaI support website

that contain updates foryour appliance.

Upload Appliance Patch

Save
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To update the PHD Virtual Backup Appliance
1. Extract the contents of update package.
2. Open the PHD Virtual Backup Console, and click Configuration then click the Support tab.
3. Use the drop-down menu at the top of the page to select the PHD VBA to update.

Select the appliance to configure: [PHD'u'E.ﬁ. ']

4. In the Version Information area, click Upload Appliance Patch.

Select the appliance to configure: [PHDVEIA v]

| General | Storage | Metwark | Ermail | Retention | Connector | Support

[] Enable debug logging on appliance

Debuglogging provides additional diagnosticinfarmation. Enable this option only if
instructed to by support as this will degrade appliance performance.

Diagnostics

Download Support File
The supportfile contains information useful when diagnosing appliance problems.

Download Console Logs
The console logs contain usefulinformation when diagnosing console problems.

Version Information
PHD VBA Yersion: 5.1.2.5979
PHD Consale Yersion: 5.1.2.5979

Patches are bundles downloaded from the PHD Virtual support website
that cantain updates foryour appliance.

Upload Appliance Patch v

Save

5. Selectthe VBA update file (for example, PHDVB_1234.phd) from the update package and click Open.
6. After the update is applied, the appliance must be restarted. Click Yes to restart the appliance.

The new PHD Virtual Backup Appliance version is displayed in the Version Information area of the Support tab.
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Appendix A - Troubleshooting

The following topics contain information to help resolve issues encountered when using PHD Virtual Backup.

SUPPOIt RIS, il 87
What To Do Ifa PHD VBA Crashes. .. ... . 88
Resetting PHD VBA Network Settings. . . ..o e e e e e e e 89
Problems Accessing the BDC Share. .. ... . 90
Cannot Power on a VB A . i 91
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Support Files

If you need to contact PHD Virtual Support, you may be asked to submit Support Files. These can be downloaded from the PHD

Virtual Backup Console's Configuration page, Support tab.

Select the appliance ko configure: [PHD'-.-'E:.CI. v]

General | Skorage | Mebwork | Ernail F.etention Conneckar

| Suppork |_

[] Enable debug logging on appliance

Debug logging provides additional diagnoskic information, Enable this option anly if
instrucked ko by support as this will degrade appliance performance.

Diagnostics

Dovenload Suppart File

The suppart file contains information useful when diagnosing appliance problems,

Download Console Logs

The console logs contain useful information when diagnosing console problems.,

Yersion Information
PHD WBA Wersion: 5.1.2.6158 (for WMware vwSphere)

PHD Consale Wersion: 5.1.2.5979

Patches are bundles downloaded Fram the PHD Yirkual support website that
contain updates for vour appliance.

pload Appliance Patch

For additional details about the Support tab, see "Support" (on page 55).

Save
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What To Do If a PHD VBA Crashes

If your PHD Virtual Backup Appliance becomes unavailable for some reason, you can still access your backups by deploying a
new appliance and pointing to the previously used storage repository or attaching the existing virtual disk used to store
backups.

To recover backups if using an attached disk

1.

o k& b

Open vSphere and select the problematic PHD Virtual Backup Appliance. If running, power off the appliance (right-click
and select Power > Power Off).

Right-click the appliance again and select Edit Settings....
Select the virtual hard disk used to store the backups and click Remove.
In the Removal Options, select Remove from virtual machine and click OK.

Deploy a new appliance. Use the OVF that came with your installation package. Follow the steps in the installation guide
for details, making sure to select Attached Virtual Disk as the storage type.

Within vSphere Client, right-click the new appliance and select Edit Settings....

Click Add....

Select Hard Disk and click Next.

Select Use and existing virtual disk and click Next.

Browse to the location where the previous attached disk was created and select it, then click Next.
Click Next again, then click Finish

Power on the appliance. The appliance recreates the backup catalog automatically and you can begin backing up and
restoring VMs using the new storage location.

To recover backups if using CIFS or NFS share

1.
2.

Power off the problematic appliance within vSphere Client.

Deploy a new appliance. Use the OVF that came with your installation package. Follow the steps in the installation guide
for details, making sure to select CIFS or NFS as the storage type.

Click Save, then restart the appliance.

Power on the appliance. The appliance recreates the backup catalog automatically and you can begin backing up and
restoring VMs using the new storage location.
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Resetting PHD VBA Network Settings

If you are experiencing networking issues with a PHD Virtual Backup Appliance that cannot be resolved using the PHD Virtual
Backup Console, or if you are deploying a new appliance and do not have DHCP enabled in your environment, you can use the
VBA's virtual machine console within vSphere Client to configure the network settings.
To reset the PHD Virtual Backup Appliance's Network settings

1. Open vSphere Client and select the PHD Virtual Backup Appliance virtual machine.

2. Click the Console tab then click inside the console window.

3. Type CTRL-N to open the Network Configuration menu.

[PHD Virtual Backup

| Network Configuration |
DHCP or Static

1 DHCP

2 Static

<0k> <Cancel>

4. Use the Arrow keys on your keyboard to select either DHCP or Static and enter the new network settings.

5. When complete, select OK and hit Enter.

6. Rebootthe appliance to confirm the updated network settings.
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Problems Accessing the BDC Share

If you cannot access the Backup Data Connector (BDC) share from Windows Vista, Windows 7, or Windows 2008, you may
need to adjust your local security policy, LAN Manager authentication level to "LM and NTLM - use NTLMv2 session security if
negotiated."
To adjust your LAN Manager authentication level
1. On your Windows machine, click Start > Run then type secpol.msc and hit Enter.
Click Local Policies then click Security Options
Next, navigate to and double-click Network Security: LAN Manager authentication level.
Use the drop-down menu and select LM and NTLM - use NTLMv2 session security if negotiated.

Click OK.

o g &~ w N

Now try accessing the Backup Data Connector share again.
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Cannot Power on a VBA

If you're experiencing issues when powering on a PHD Virtual Backup Appliance, for example, a lock error as seen in the image
below, you may need to remove any attached snapshots that are no longer valid.

-

Poweer Onowirtual machine

— Unable to access file [Q& 1525 share] Linwd B LinusdhA-000006 . mdk

[8} since itis locked

See the error stack for details on the cause of this problem.

Time: 1/20/2011 9:26:55 AM
Target: PHDYBA
wi_enker Server: w4 1-doc

[E1 Erraor Skack

Reason: Failed to lock the file, s
Cannot open the disk 'Aemfsfeolurmes/4cd9c168-915 107 -b943-b3ac6f3195 76/

Submit errar repork, .,

In some instances, when a PHD Virtual Backup Appliance is shutdown in the middle of a backup, it can leave behind a
snapshot on the VM it was backing up. Also, that snapshot will remain attached to the powered off PHD Virtual Backup
Appliance as an attached virtual disk. When the Appliance starts up, any leftover snapshots are removed by a snapshot cleanup
process.

In environments using multiple PHD Virtual Backup Appliances, you may encounter a situation where a snapshot s left behind
by a powered down PHD Virtual Backup Appliance but then that snapshot is removed by a second PHD Virtual Backup
Appliance running the snapshot cleanup process. When you attempt to power on the original Appliance, you may encounter an
error within vSphere Client, since the snapshot it had attached is no longer available. To start the Appliance, the snapshot must
be removed. Follow the steps below to remove an attached snapshot from a PHD Virtual Backup Appliance.

To remove a leftover snapshot from a VBA

1. Use vSphere Client and edit the PHD Virtual Backup Appliance's VM settings (right-click the PHD Virtual Backup
Appliance VM and select Edit Settings).

2. Selectthe attached snapshot disk.

(Warning: do not remove an attached disk that is being used as backup storage or the VBA's operating system
disk).
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@ PHDWEA - Virual Machine Properties

User Guide

==

‘Wirkual Machine

Hardware |O|:|I:i|:|ns I Resnurces|
[] Show Al Devices [ Add. .. ] [ Remove ]
Wl Memory 1024 ME
[ crus 1
|;| Yideo card Wideo card
= YMCIdevice Restricked
e SCSI controller 0 Paravirkual
= Hard disk 1 Wirkual Disk.
= Harddiskz Wirtual Disk.
= Hard disk 3 Wirtual Disk |
BB Metwork adapter 1 40 D

Diisk. File
|[QF'. i5Z51 share] Linux:y M Linuxyi-000006, wrndk

Disk. Provisioning

Tvpe:
Provisioned Size: g @
Maximum Size (GE): 2

Wirkual Device Node

|51 (0:2) Hard disk 3

Mode
Independent
Independent disks are nok affected by snapshot:

[ ! Persistent

harnnes are immediakely and rermanenbhe e

3. Click Remove. The attached snapshot disk is deleted and the PHD Virtual Backup Appliance should power on

successfully.
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Appendix B - Errors and Warnings

Review the following section for information about errors and warnings encountered when using PHD Virtual Backup.

Could not attach...

When attempting to backup a VM thatis on local storage with a PHD Virtual Backup Appliance on a different host, the
appliance can not attach the VM's virtual disks to create a snapshot for backup. For example, when backing up VM1 which
was deployed to local storage on Host1 with a PHD Virtual Backup Appliance thatis located on Host2, you would see an
error similar to:

VM1: Could not attach 1728279c-025a-4472-0987-0ca0f376839c to VBA

The message contains the name of the virtual machine (VM1) the error occurred on and the UUID of the virtual disk that
could not be attached.

Collection of metadata failed, backup aborted

When a backup job is run thatincludes a VM that no longer exists or was moved, PHD Virtual Backup cannot access the
VM metadata to begin the backup. For example, if you scheduled a Job that backs up three VMs: VM1, VM2, VM3, then
deleted VM3 before the backup job ran, you would see an error similar to:

VM 'Unknown': Collection of metadata failed, backup aborted

Dedupe store has less than hard stop limit of 104857600 bytes free space, aborting backup job

This warning indicates the virtual disk used for storing backups has exceeded the stop level. Use the PHD Virtual Backup
Console Dashboard to verify the amount of free space left. The stop level can be configured in the PHD Virtual Backup
Console, Configuration page, Storage tab. Note that if you are using an attached disk to store your backups, the size of the
disk can be increased by shutting down the PHD Virtual Backup Appliance and then growing the disk.

Could not write and close backup block

When the backup datastore has run out of free space, no additional blocks of data can be written. The backup that was in
progress will be aborted and the data that was partially backed up will be removed.

Dedupe has less than 10.0% free space

This warning indicates the backup storage has exceeded the warning level configured within the PHD Virtual Backup
Console, Configuration page, Storage tab.

Another PHDVB VBA has a snapshot for this VM, backup aborted

A snapshot created by a different PHD Virtual Backup Appliance already exists for the VM being backed up. Wait for any
currently running jobs to complete then try the backup again. If you still encounter this error, try restarting the other
appliance that was backing up the VM. If this does not solve the problem, the snapshot can be deleted from the VM
manually using vSphere Client.
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The PHDVB VBA already has a snapshot for this VM, backup aborted

The PHD Virtual Backup Appliance created a snapshot for this VM already. Additional backups cannot complete until the
snapshotis removed by the appliance or manually using vSphere Client. After any currently running jobs complete, try the
backup again. If you encounter the same error, restart the appliance. If you still encounter the error after rebooting, you can
manually delete the snapshot from the VM using vSphere Client.
...does not have a UUID
If a VM was migrated or upgraded from an older version of VMware, if may not contain a UUID. To create a UUID for the
VM, use vSphere Client to edit the VM settings and add a UUID. Refer to the VMware documentation for additional details.
Failed to add snapshot

This error may be encountered if a VM has a configuration setting that prevents snapshots from occurring, for example, if
Bus Sharing is enabled for the SCSI controller. The snapshot operation must be allowed to complete successfully to take
backups.

Failed to save changes: System unavailable due to restart

You may encounter this error in the PHD Console if the PHD VBA takes too long to finish rebooting after making a
configuration change. If the timeout limit expires and you see this message, you can refresh the connection by clicking

refresh =+ on the Configuration page afted

Backup is stopped

If a backup encounters a critical error, any VM backups that were in progress will be stopped and they will be logged with
this error. For example:

Windows Server: Backup is stopped
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