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|. Executive Summary

Virtual systems are becoming more popular every day due to their cost-effectiveness,
agility, and ease of use as well as their ability to optimize storage and resource
sharing and to enable cloud-computing. The rapid emergence of virtual IT
infrastructures is recognized by leading industry analysts as one of the most important
trends in the IT industry.

While this trend is positive, it introduces new challenges for data protection and
business continuity. Legacy backup solutions were designed to backup static
environments focusing primarily on protecting data rather than operating systems. In
the virtual infrastructure paradigm, it is imperative to continuously backup the virtual
machine (operating system and data), with the ability to restore this unified operating
environment, reliably.

PHD Virtual Technologies pioneered a virtual backup and recovery appliance (VBA)
and engineered its award-winning product, esXpress, to effectively and efficiently
protect virtual machines utilizing native VMware® technology while delivering
unprecedented reliability and performance.

This paper focuses on the integration of esXpress, the best in class “virtual to disk”
backup software, with Netbackup, one of the most popular legacy backup systems, to
create a best-of-breed solution for Data Center Disaster Recovery while protecting
existing investments in legacy backup software.
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II. Introduction

Today's system administrators must protect the systems they are responsible for with
the best solutions available. Patent pending esXpress’ Date Smart Dynamic Exports
provide a seamless path for storing uncompressed native VM images to tape while
integrating with traditional solutions such as Symantec Netbackup. In a Disaster
Recovery (DR) scenario, backed up images can be restored from tape without running
the esXpress software, making the restoration process fast and easy.

The Date Smart Dynamic Exports (DSDE) provide a very flexible way to backup VM
images to tape and other types of DR contemporary media. DSDE presents the
available images in a structure that satisfies the majority of backup scenarios for DR
purposes, allowing system administrators to access VM backups by Day of Week,
Name, Week number, Current Month, Last Month, and more. Figure 1 shows an
example of the directory structure used.
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Figure 1

This directory structure is truly virtual and dynamic; while the same VM images may
be visible and accessible through different paths, no data duplication exists. VM
images are re-hydrated on-the-fly as they are accessed. For instance, a directory
containing a backup for Ubuntu that was created on 11-28-2009 may be accessed via
\Normal\ByName\Ubuntu and through \Normal\LastMonth\2009-11-28\, to hame two
options.

This DSDE virtual directory is provided by the esXpress DeDupe Appliance. The
appliance intercepts read requests for the files in the virtual directory structure and
builds the files dynamically from the blocks stored in the appliance’s data repository.

The DeDupe Appliance stores the data in a remarkably compressed format without
any data duplication across all ESX servers belonging to its sphere of control.
esXpress delivers a powerful, best in class, “Virtual to Disk Backup” solution which,
when integrated with Netbackup, creates a best-of-breed solution for Data Center DR.
Another important advantage of this solution is that the Netbackup VM to Tape
activities may be done during normal business hours because they will not affect
production VMs; instead, the backup data is delivered by the DeDupe Appliance from
its backup storage location.
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lll. Integration Scenarios

There are two options for integrating DSDE with Netbackup. The first option,
illustrated in Figure 2, uses a Netbackup client/agent installed within the DeDupe
Appliance. This client communicates directly with the Netbackup Server running
backup jobs initiated from the server side.

Installation and configuration for the embedded client option is described in Integration
Scenario 1 on page 4, followed by a description of how to configure the backup policy
and start a backup using the Manual Backup feature on the server side, in Configuring
Netbackup Server Policy on page 7.

Figure 2

The second scenario involves a Netbackup client/agent running on a Windows box
using a mapped drive to access the DSDE on the DeDupe Appliance (Figure 3). The
configuration and backup initiation for this client is described in Integration Scenario 2
on page 13.

DeDupe Appliance Windows Backup Proxy

ByName\Ubuntu
Ubuntu.vmdk

Netbackup
agent

Figure 3

This method requires enablement of DSDE in the DeDupe Appliance which is
discussed in Enabling DSDE for SMB Access on page 13.

PHD Virtual recommends the first option as it does not require an additional Windows
box and only transfers data once, unlike the second approach where data will have to
be read via an SMB share over the network from the Windows proxy and then pushed
to the Netbackup server over the network again. Despite the additional data transfer,
the second option does work and may be used if the Netbackup client for Linux is not
available.
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V. Integration Scenario 1

Installing the Netbackup Agent

The esXpress DeDupe Appliance is based on CentOS, a functional equivalent of Red
Hat Enterprise Linux. When running on the appliance, the Netbackup client installation
utility automatically selects its Red Hat Enterprise Linux compatible software. A step-
by-step installation process for the Netbackup client is described below:

1. Login to the esXpress DeDupe Appliance as root using the credentials you
supplied when you installed esXpress.

2. Install the xinetd daemon by running yum —y install xinetd
(http://www.xinetd.org). This is necessary as the Netbackup client relies on this
daemon to receive and process incoming requests from the Netbackup server.

800 root@phdd162:~ — ssh — 79x56
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Figure 4

3. Copy the Netbackup Linux client installation files to the DeDupe Appliance, /tmp
directory (using an scp program like winscp).
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4. Prepare the installation directory. For instance, if you have a tar file, you will need
to expand it by running the following command:

tar —zxf NetBackup_ 6.5 CLIENTS2.tar.gz
5. This command would then produce an installation directory, in this case:
NB_65_CLIENTS2_20070723

6. ldentify your Netbackup server IP address and ensure it is reachable (using ping).
You will need to provide a valid Netbackup server IP address and a name for your
backup client (we recommend using the default, which is the host name of the
DeDupe Appliance. In our example, this would be: phdd162.esxpress.local)

7. Run .Jinstall in the installation directory. Details are shown in Figure 5.

800 root@phdd162:/tmp/NB_65_CLIENTS2 20070723 — ssh — 79x56
MEB Ainstall

ration, All Rights

re, insert the app

TEF 1S €L

will install Linux

will install HetBa

Figure 5

8. The installation displays output as seen in Figure 6.
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root@phdd162: /tmp/NB_65_CLIENTS2_20070723

ssh — 79x56
1_root

Starting nkftclnt, ..

Liw is not instal

Figure 6
All installation messages displayed are captured in install_trace which may be
found in the /usr/openv/tmp/ directory. The startup and shutdown scripts that are
installed during the installation process will cause the Netbackup client daemons
to be started and stopped automatically when the system boots or shuts down.

To prevent Netbackup from resetting the file's access time, insert the keyword
DO_NOT_RESET_FILE_ACCESS_TIME into the

/usrlopenv/netbackup/bp.conf file (Figure 7) on the DeDupe Appliance (for
more details go to: http://seer.support.veritas.com/docs/240723.htm).
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eno root@phdd162: fusr/openv/netbackup — ssh — 79x15

Figure 7

10. After successful installation and verification, you may want to remove the
installation directory and tar file from /tmp. For example, by running:

rm -rf NetBackup_ 6.5 CLIENTS2.tar.gz NB_65 CLIENTS2_ 20070723

11. PHD Virtual recommends that you reboot your system to make sure that the
Netbackup daemons and xinetd daemon start successfully.

Configuring Netbackup Server Policy

PHD Virtual recommends backing up your VM images utilizing the “direct method” by
installing the Netbackup client on the esXpress DeDupe Appliance and initiating
backups from the Netbackup server (Figure 2, above). The Netbackup server
installation and configuration is well documented, for more information, refer to:
http://www.symantec.com/business/netbackup.

The purpose of this section is to describe how to configure policy for DeDupe
Appliance backups and also how to initiate a simple manual backup. However, before
we proceed, the location of the DSDE directory within the DeDupe Appliance must be
established. The Date Smart Directories are situated in the /.export directory (Figure
8):

800 root@phdd162:/ exports — ssh — 114x33

Figure 8
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In our example, we will define a policy to backup:
/.export/Normal/ByName/Ubuntu/20091128000100--Ubuntu--564d389a-1287-6701-99f1-8b6736¢ 70ees

This is a directory containing all necessary data for the Ubuntu VM captured on
11/28/2009, specifically, the flat raw image (flat.vmdk), metadata (vmdk), and
configuration data (vmx).

To configure a policy, we need to start the Netbackup Administration Console with
connection to the same Netbackup server with which the Netbackup client installed on
the DeDupe Appliance was registered.

We will run the Administration Console in Windows XP by starting VERITAS,
Netbackup >Netbackup Java Version 6.5.

El Veritas NetBackup=~

on any host,
- To bogin, enter the usermame and password for the
spercilied NetHatkup host.
Host mammar:

nethackup-linge -
User name:

oot -

Password;

Login | Cancel Halp

Cogyright © 2007 Symantee Corparation. All rights rese_..

Figure 9

As the application launches you will have to enter an appropriate host name for the
Netbackup server and the login credentials (Figure 9).

After the Netbackup Administrator Console starts, select Netbackup Management >
Policies and on the policy window, add a New Policy (in our example, PHDD162-
VHbackup, see Figure 10).
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Figure 10
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Next you will need to go through the steps to configure your new policy as shown in
the example below:

1. Setthe Policy type to Standard, check the compression box, and any other
necessary options:

ﬂ Change Policy - PHDD1 62-YHbackup

£ server: Inethackup-linux

Attributes r@ Schedules | Zm Clients r Backup Selections

Policy type: [v] Active. Go into effect at:
|standard = [12r08/2009 12:51 54
Destinati
[+ Follow NFS
Data classification: o .
| «No data classification> -| ¥ Crass maount points
¥| Compression
Policy storage: = P
‘ StorageGraup - | [] Encryption
[ZI Collect disaster recovery informatiol
Metal Restore
[[] Take checkpoints eveny: [1 Collect true image restore informati

[C] Limit jobs per policy:

[ Allow multiple data streams

Job priority:

5 j {higher number is greater priority)

Keyvword phrase

Client

[«]

[*]

| OK | | Close | | Help |

Figure 11

2. Define the backup policy Name, Frequency, and Retention:
1= x|
= senver: Ine'lhal:kup-linux —‘

Attributes r@ Schedules r_% Clients r Backup Selections |

Mame \ Type |S nthetic B...|Disk—0n| B .]Retent\on P. ]Retemion L| Freguenc: |w
@ Wlad Full Backup Mo Mo 2 weeks 1 1 week
Il Change edule - Po PHDD1 6 backup

5 senver: ‘ne’lhackup-linux

(@ attributes | 5% StartWindow | 5 Exclude Dates

Name: D
[vag |

Type of hackup:
‘ Full Backup - ‘

[_] override policy storage selection:

Schedule type: |_I Override policy volume pool:

) Calendar |

[T] Override media owner:

@ Frequency: -
1 Jweeks  ~| 2 weeks M
Moz .
Kl
| oK | | cancel ‘ | Help ‘

Figure 12
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3. Define the Netbackup client we installed earlier as a backup agent in the Client
Name window and specify the OS as Linux, RedHat:

[ x|
E1 server: Inethackup-linux
attributes r@ Schedules Clients |/ Backup Selections |
Client Wame | Hardware | Qp
192.158.41.152 LinLz RedHat2 6
[ Change Client - Policy PHDD162-VHbackup 3
£l server: |nethackup-linux
Client name:
[192.168.41.162 | EATBE)
Hardware and operating system: Help
|Linux, RedHat2.6 |
a [»
J | X Delete | | 44 Change... | | Install Software... |
| Close | ‘ Help |
Figure 13

4. Finally, in the Backup Selections tab, set the path to the Ubuntu image directory
that we chose for this example.

s

)|

B Server: Inethackup-linux

attrihutes | %) Schedules Clients |  ElEl Backup Selections

Backup Selection List |
J.expons/MormaliByName/Ubuntu/200911 280001 00--Ubuntu--564d3893-1287-6701-9971-8h6...

0! Change Backup Selection - Po PHDD1 6 backup

£ Server: |nethackup-linux

Pathname or directive:

|I.expurtsJNurmaIJByNameﬂJhuntuIZl]l]Q1128l]l]l]1l]l]--Uhuntu--564d389a-128?-6?01-99f1-8hﬁ?36t:?l]ee4| | - |

| oK | ‘ Cancel | ‘ Help |
35 New | | =) nsert... | | ¥ Delete | | 4 Change... |
| Close | ‘ Help |

Figure 14

At this point, save the policy and it will appear in the Policy window. A job can then be
started by right-clicking the policy and choosing the Manual Backup option from the
drop-down menu.

10
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The job is then initiated and a backup of the image defined in the policy begins (as
shown in Figure 15). You can monitor the job progress by clicking the Activity
Monitor and choosing the appropriate job. The details of our example backup job are

shown in Figures 16 and 17.

£ Job Details: 297

Job 1D: 297

[ Job Overview | Detailed Status

Joh state: Done

Backuptype:  Immediate File List:
lexpontsMormalByMNarmesUbuntul20091 1280001 00--Uhuntu--5
Client: 192.168.41.162
Master server: nethackup-linux
Palicy: PHDD162-YHhackup
Policy type: Standard
Schedule: Viad : IC
Schedule type:  Full Backup status
Priority: 5 1: () the reguested operation was successully camplated
Owner: root
Group: root
mamnrassinn: Yaa

Pathname:
Percent complete: 100%

Close | |

Help

Figure 16
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Job Details: 297

Media server:

nethackup-linux

KB per second:

Job 1D: 297 Joh state: Done
[ Job Overview | Detailed Status |

Attempt: j Attempt started:  12/15/2009 19:02:24
Joh PID: 3ooz2 Attempt elapsed: 00:14:43

Storage unit: nethackup-linux-disk Attempt ended:  12/15/2009 19:17:07

2535

Transport type: LAN
Status:

12M18/200919:02:24 -
12M18/200919:02:24 -
12152009 19:02:24 -
121572009 19:02:24 -
12152009 19:02:24 -
1252009 19:02:24 -
12M18/200919:02:24 -
12152009 19:02:25 -
12152009 19:02:35 -
12152009 19:02:25 -
T2 52009 19:02:26 -
12M18/2009 191707 -

e T TE T UL DTy e OO
reguesting resource netbackup-linug NBU_CLIENT MAXJOBS 19216841 162
reguesting resource nethackup-linuNBLU_POLICY MAXJOES PHDD1 62-¥Hbackup
granted resource nethackup-linug MBU_CLIENT MAXIOBS 182 168 41 162

granted resource nethackup-linux MBU_POLICY MAXJOBS PHDD1 62-VYHbackup
granted resource MedialD=@aaaac;Path=/methackupi/H MediaServer=nethackup-linux
granted resource netbackup-linuedisk

estimated 0 kiytes needed

startted process bphrm (pid=3002)

connecting

connected; connecttime: 0:00:00

hegin writing

end writing; write time: 0:14:39

the requested operationwas successfully completed (00

-

K.E wrrrt_e n: 22less Troubleshooter...
Files written: 4 -

Pathname:

Percent complete: 100%

| — | cose || mew

Figure 17

In our example, we have demonstrated how to add the policy to backup a directory
containing a single VM and run a job to actually backup the directory. A Netbackup
administrator can use this example and create much more sophisticated policies,
taking full advantage of the scheduling features of Netbackup and the flexibility
provided by implementing esXpress’ patent-pending Date Smart Dynamic Exports.

(@ PHD Virtual
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V. Integration Scenario 2

Enabling DSDE for SMB Access

DSDE is provided by the esXpress DeDupe Appliance and must be enabled and
configured in the appliance before it can be accessed.

In order to configure DSDE, you, will first need to login in to the DeDupe Appliance
web page (its IP address can be found in VMware vSphere, on the Summary tab for
the appliance VM).
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] Tacks e H
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At the appliance login page, enter the User ID and Password (the defaults are:
admin/admin). After logging in, navigate to the Options Tab and choose the group
SYSTEM from the drop-down menu (to filter out unnecessary options). Select the
check box to enable the SAMBA share in the Value column (the fifth row in Figure 19)
and save the settings by clicking on the save icon to the right of the option.

esXpress PHDD Appliance
« ‘ 2 [ ARNC] + | htp://192.168.41.162 /flr/options.aspx ¢ | (Qr Google
[I1 Apple Yahoo! GoogleMaps YouTube Wikipedia News (760)¥ Popularv
esXpress PHDD Appliance +

es [_'] Ce esXpress PHDD Appliance [ admin@phdd162.esxpress.local | Logout ]

Mounting System VMs FLR Stats m Users Logs

Group[EEEE) Sub Name Value

SYSTEM LOGIN MOoTD Welcome to the Machine [ Max Char Size : 50]
SYSTEM DEFAULT TITLE esXpress PHDD Appliance | [ Max Char Size : 50]
SYSTEM CHECK_FOR_UPDATE  ENABLED 2]

EYETEM CHECK_FOR_UPDATE  START_TIME 4 0-23

SYETEM SAMBA ENABLED o Hx
EYETEM SAMBA WORKGROUP ESXPRESS

SYSTEM SAMBA SERVER STRING espress_Backups

SYSTEM SAMBA UNCOMPRESSED _SHARE _MAME esxpress_uncompressed

SYSTEM SAMBA UNCOMPRESSEDR COMMENT eskpress_Backups

SYSTEM SAMBA UNCOMPRESSED BROWSEABLE 2]

# Figure 19
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After you have added the SMB user, you should be able to map the Date Smart
Directories from your Windows box using the credentials you added in the DeDupe
Appliance. In order to do that you can use the System Explorer option, Tools > Map
Network Drive and add a share specifying the DeDupe Appliance IP address as the
server and esxpress_uncompressed as the share name, for example,
\\192.168.41.162\express_uncompressed.

B BEE|
] "
O Back ~ () ? /.- ) Search {~7 Folders » | x n E'

| Address |58 734 v a Go
Folders X |2 HybridHD
@' Deskiop

x|

= _J My Computer windows can help wou conmeck to a shared network Folder

+ ﬁ 314 Flopp and assign a drive letter to the connection so that you can
4 e Local Disk access the folder using My Computer,

+ -é' DVD-RW O Specify the drive letter Far the connection and the Folder
+ % Software ¢ that you want ko connect ba:

+ 2% Shared Fo Drive: | 7

C [‘} Control P2

+ | ) Shared Do

+ ) Administra
= & My Network Pl

2/ Recycle Bin
4 | ) GaToMeeting |
# | ) phd-3.6-10
# |2) phd-4.0-1
|5 phd-4.0-1_12
# I5) phd-4.0-1_12
4 ) phd-4.0-1-firs
4 >

Folder: | 11192.168.41. 162\ sxpre: v

Example: \iserverishare
Reconnect at logon
Connect using a different user name,

Sign up For online storage or conneck ko a
network server,

[ Finish ][ Cancel ]

Figure 20

After providing the credentials that you created earlier, you should be able to see the
mapped drive (Y: in our example on Figure 20) within System Explorer and the Date
Smart Directory structure, as seen in Figure 21.

8% Y:\WNormal\ByName\buntul2009112B000100--Ubuntu--564d389a-1287-6701-99f1-Bb6736c70ea4

Fle Edit View Favortes Tools Help o
@eek - () (T D seweh |[polders | | x ¥ @
Address |23 ¥:yNormaliByNameiUbuntut 200911260001 00--Ubuntu--Se4d369a-1267-6701 -99F1-6b6 736c T0e4 % > E
Falders X Mame Size Type
= 2 esxpress_uncompressed on ‘esipress_Backups (192,168,41,162) (1) A [EHoo-bunto.vmdk 1KB  WMDK File
# [ archived = 00-Ubuntu-flat.vmdk, 5,242,880 KE  WMDK File
= 1.2 Normal Ubuntu.vmx JKE WMXFile
# ) ByDay
=l () ByMame
¥ [23) NothingInteresting
® ) phddie2
& ) phd-gui
= 12 Ubunty
] 2003 10--LUburku- 4

# |2 20091130000100--Ubunbu--564d3895-1287-6701-99F1-8b67 360 70eed
# () UbuntuOnESx 160
F (D) Byweek
#l () CurrentMonth
# 3 Last?
# ) Lastaz
# |2 LastMonth
# (D) oneof
) Today

7 () Yesterday IS * Figure 21

A detailed training video explaining how to enable and configure SMB in the DeDupe
Appliance is available at the PHD Virtual Technologies Web site: Configuring Dynamic
Exports with the De-Duplication Appliance.
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Backing up VM Images within DSDE

As we discussed in Section Il, another possible integration solution would be to use a
Netbackup client installed on a Windows proxy box (Figure 3, above). In this case
three components are involved, namely the esXpress DeDupe Appliance, a Windows-
based Netbackup client, and Netbackup server. The Netbackup client installed on
Windows will have visibility to the DeDupe Appliance DSDE via an SMB share with
the credentials that you defined when enabling DSDE (as discussed in Section llI).
You will need the Netbackup client for Windows installed on your system and must
provide the Netbackup Server IP address during that process. We will skip the
description of the Netbackup client installation as it is well-documented on Symantec’s
Web site: http://mwww.symantec.com/business/netbackup.

In order to initiate your backup start the Netbackup client by clicking: Start > Veritas
Netbackup > Backup, Archive, and Restore. In the Backup agent window, navigate
to a DSDE location in the DeDupe Appliance and choose the image directory you
would like to backup (see the example in Figure 22).
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Figure 22

You may select as many directories as you want to be included in a single Netbackup
job. After you have selected all of the images you plan to backup, you can initiate a
backup job by selecting Actions > Backup on the client GUI. Add your comments
and press “Start Backup” to proceed (Figure 23).
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A confirmation window opens (Figure 24):
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You will see the job status of your backup on the Status window (Figure 25)
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You may need to check with your system administrator to make sure that your firewall
settings are set correctly allowing your Netbackup agent to communicate with the
Netbackup server. You may also initiate backup jobs from the server side using the
same approach described in Section IV.

About PHD Virtual

As the pioneer of virtual backup appliances (VBAs), PHD Virtual Technologies has been
transforming data protection in virtual IT environments since 2006. Its award-winning data
protection solution for virtual infrastructures, esXpress, is used today by more than 2000
enterprises worldwide to achieve unlimited dynamic growth, high availability, no single
point of failure and scalable performance. PHD Virtual is committed to helping our
customers and provides free, easy-to-use virtualization utilities to assist with the
administration and management of virtualized environments.

North America Headquarters
111 Howard Blvd, Suite 104B
Mount Arlington, NJ 07856
+1 (973) 288-7000
www.phdvirtual.com
WWW.ESXpress.com
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