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EULA

IMPORTANT, READ CAREFULLY. THIS END USER LICENSE AGREEMENT (“AGREEMENT”) IS A
LEGAL AGREEMENT BETWEEN THE PERSON, COMPANY, OR ORGANIZATION THAT HAS LICENSED
THIS SOFTWARE ("YOU" OR "CUSTOMER") AND PHD TECHNOLOGIES INC. (“PHD”) and applies to the
computer software with which this Agreement is provided, and includes any accompanying printed materials
and any “online” or electronic documentation (“Software”). This Agreement will also apply to any Software
error corrections, updates and upgrades subsequently furnished by PHD, unless such are accompanied by
different license terms and conditions which will govern their use. BY CLICKING or TYPING “YES” IN THE
ACCEPTANCE BOX, OR BY INSTALLING, COPYING OR OTHERWISE USING THE SOFTWARE, YOU
AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO BE
BOUND BY THESE TERMS, OR DO NOT HAVE AUTHORITY TO BIND CUSTOMER TO THESE TERMS,
THEN DO NOT INSTALL AND/OR USE THE SOFTWARE AND RETURN THE SOFTWARE TO YOUR
PLACE OF PURCHASE FOR A FULL REFUND IN ACCORDANCE WITH ITS REFUND POLICIES.

This Software is protected by copyright laws and international copyright treaties, as well as other intellectual
property laws and treaties. The Software is licensed, not sold.

1 SOFTWARE LICENSE.

11 License Grant . Subject to your compliance with the terms of this Agreement, the Terms of Use of
esXpress as posted on the PHD website at http://www.esxpress.com/EULA{“Terms of Use”), PHD grants
you a non-exclusive, non-transferable license, without right of sublicense, to install, use the Software on a
single computer. A license for the Software may not be shared, installed or used concurrently on different
computers. You may reasonably copy the Software to the extent necessary to enable your permitted internal
use of the Software, but you may not copy or distribute the Software to any third parties.

1.2 Key Codes, Upgrades and Updates . Prior to your purchase and as part of the registration for the
sixty (30) -day evaluation period, as applicable, you may receive an evaluation key code. You will receive a
purchase key code when you elect to purchase the Software. The purchase key code will enable you to
activate the Software beyond the initial evaluation period. You may not re-license, reproduce or distribute
any key code except with the express written permission of PHD. If the Software that you have licensed is
an upgrade or an update, then the update replaces all or part of the Software previously licensed. The
update or upgrade and the associated license keys does not constitute the granting of a second license to
the Software in that you may not use the upgrade or update in addition to the Software that it is replacing.
You agree that use of the upgrade of update terminates your license to use the Software or portion thereof
replaced.

13 Reverse Engineering . You may not reverse engineer, decompile, disassemble or otherwise
attempt to discover the source code, underlying ideas, underlying user interface technigues or algorithms of
the Software by any means whatsoever, directly or indirectly, or disclose any of the foregoing. If it is
essential to do so in order to achieve operability of the Software with another software program, and you
have first requested PHD to provide the information necessary to achieve such operability, PHD has the
right to impose reasonable conditions and to request a reasonable fee before providing such information.
Any information supplied by PHD or obtained by you, as permitted hereunder, may only be used by you for
the purpose described herein and may not be disclosed to any third party or used to create any software
which is substantially similar to the expression of the Software. Requests for information from users with
respect to the above should be directed to the PHD Customer Support Department.

14 Other Rights and Limitations . (1) The Software contains valuable trade secrets proprietary to
PHD and its suppliers. To the extent permitted by relevant law, you shall not, nor allow any third party to
copy, decompile, disassemble or otherwise reverse engineer the Software, or attempt to do so. (2) This
Software is licensed as a single product. You may not separate its component parts for use on more than
one computer or device. (3) You may not rent, lease, or lend, the Software. (4) You may not modify or
make derivative works of the Software. (5) No service bureau work, multiple-user license or time-sharing
arrangement is permitted. For purposes of this Agreement “service bureau work” shall be deemed to
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include, without limitation, use of the Software to process or to generate output data for the benefit of, or for
purposes of rendering services to any third party over the Internet or other communications network.

15 Ownership; Notices . All right, title and interest (including but not limited to copyright, patent, trade
secret and all other intellectual property and proprietary rights worldwide) in and to the Software (including
but not limited to any images, photographs, animations, video, audio, music, and text incorporated into the
Software), the accompanying printed materials, and any copies of the Software are owned by PHD and its
suppliers. You shall not remove, cover or alter any of PHD's (or its designated suppliers’) copyright,
trademark or other proprietary notices placed upon, embedded in or displayed by the Software or on its
packaging and related materials.

1.6 U.S. Government Restricted Rights . The software and documentation are “commercial items”
as that term is defined at 48 C.F.R.2.101, consisting of “commercial computer software” and “commercial
computer software documentation” as such terms are used in 48 C.F.R. 12.212. Consistent with 48 C.F.R.
12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4, all U.S. Government end users acquire the software
and documentation with only those restricted rights as set forth herein.

2 NO WARRANTIES. THE SOFTWARE IS BEING DELIVERED TO YOU “AS IS” AND PHD MAKES NO
WARRANTY AS TO ITS USE OR PERFORMANCE. PHD AND ITS SUPPLIERS DO NOT WARRANT THE
PERFORMANCE OR RESULTS YOU MAY OBTAIN BY USING THE SOFTWARE. YOU ASSUME THE
ENTIRE RISK AS TO RESULTS AND PERFORMANCE OF THE SOFTWARE. TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, PHD AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
TERMS, AND CONDITIONS, EITHER EXPRESS OR IMPLIED, BY STATUTE, COMMON LAW OR
OTHERWISE, INCLUDING BUT NOT LIMITED TO, IMPLIED WARRANTIES, TERMS, AND CONDITIONS
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NONINFRINGE-
MENT WITH REGARD TO THE SOFTWARE, ITS SATISFACTORY QUALITY, AND THE PROVISION OF
OR FAILURE TO PROVIDE SUPPORT SERVICES.

PHD IS NOT RESPONSIBLE FOR THE OPERATION OR FAILURE OF OPERATION OF TAPE BACKUP

UNITS, HARD DRIVES, OTHER BACKUP MEDIA OR ANY OTHER PHYSICAL HARDWARE OR MEDIA
DEVICE.

3 LIMITATION OF LIABILITY . TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT SHALL PHD OR ITS SUPPLIERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR
CONSEQUENTIAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER
PECUNIARY LOSS), ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE, OR THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF PHD HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL
PURPOSE OF ANY EXCLUSIVE REMEDY PROVIDED IN THIS AGREEMENT.

IN NO EVENT SHALL PHD'S TOTAL LIABILITY IN CONNECTION WITH THIS AGREEMENT AND THE
SOFTWARE, WHETHER BASED ON CONTRACT, WARRANTY, TORT (INCLUDING NEGLIGENCE),
STRICT LIABILITY OR OTHERWISE, EXCEED THE AMOUNT PAID TO PHD FOR USE OF THE
SOFTWARE GIVING RISE TO THE CLAIM, IF ANY. BECAUSE SOME STATES AND JURISDICTIONS DO
NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL
DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

4 TERMINATION. Without prejudice as to any other of its rights, PHD may terminate this Agreement
immediately and without notice if you breach any provision of this Agreement or of any other agreement
between you and PHD (including, without limitation, the Terms of Use). Upon termination of this Agreement,
you must destroy all copies of the Software and all of its component parts.

5 EXPORT RESTRICTIONS. You shall not export, directly or indirectly, the Software (or any component
part or output thereof) to any country in violation of any law or regulation, including without limitation any law
or regulation of the U.S. Government or any agency. You are solely responsible for complying with all
applicable export and import regulations and obtaining all necessary export and import licenses or permits
for the Software. You agree to defend, indemnify and hold PHD harmless against any liability (including
attorneys' fees) arising out of your failure to comply with the terms of this paragraph.

esXpress v3 Restoration and -7 -
Disaster Recovery Manual




6 GENERAL. This Agreement shall be governed by the laws of the State of New Jersey and applicable
United States federal law without reference to "conflict of laws" principles or provisions. The United Nations
Convention on Contracts for the International Sale of Goods will not apply to this Agreement. Jurisdiction
and venue of any dispute or court action arising from or related to this Agreement or the Software shall lie
exclusively in or be transferred to the courts of the County of Morris, New Jersey, and/or the United States
District Court for the Northern District of New Jersey. You hereby consent and agree not to contest, such
jurisdiction, venue and governing law. You may not assign this Agreement in whole or in part without PHD's
prior written consent, and any assignment or transfer in violation of the foregoing is null and void. PHD
reserves all rights not expressly granted by this Agreement. If any provision of this Agreement is held by a
court of competent jurisdiction to be unenforceable or invalid, it shall not render this Agreement
unenforceable or invalid as a whole, and in such event, such provision shall be interpreted so as to best
accomplish the objectives of such unenforceable or invalid provisions within the limits of applicable law. The
failure of PHD to exercise or enforce any right or provision of this Agreement shall not constitute a waiver of
such right or provision. This Agreement may only be modified in writing by an authorized representative of
PHD. This Agreement, together with the Terms of Use, constitutes the entire agreement between you and
PHD relating to the Software and supersedes all prior or contemporaneous understandings and agreements
relating to such subject matter whether oral or written. In the event of any conflict between this Agreement
and the Terms of Use with respect to the Software, this Agreement shall control.
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Introduction

Overview

By using virtual machines, your entire server isagsulated within a VMDK or virtual
machine disk file. While your virtual machines magk and feel like real servers, they
are in fact just files. They are no different framvord processing document, spreadsheet
or a picture. Simply copy the file and you haveiedpghe server. esXpress provides you
100% recoverable copies of these files.

esXpress backups are portable with the softwangnesdjto restore each virtual machine
built into the backup file itself. The archives ardf executable. In an emergency, you
only need your backup files, not our software. agsp backups are portable and can be
extracted on VMware GSX and VMware Server as welE8X 2.x and VI3 platforms.
Optionally, esXpress can secure your backups viigiidt encryption. Don't suffer the
embarrassment of public disclosure if a backup ispest.

esXpress simplifies the complexities of VMware hgeknd recovery while ensuring
your business is always protected.

esXpress Restoration Features

Multiple backup targets. Your backups can be ss®@ via local VMFS storage
or remote FTP.

TheONLY 256 Bit Encrypted ESX VMDK Backups. Each backuppsionally
encrypted and can only be restored with the prgpessword. 100% safe to
transport off premises.

Menu driven, no scripting required.

Real-time monitoring and statistics

Ability to cancel restores

Restore your entire environment or a single seiwatmost any point in time
Self-extracting restore requires no client softwarget your backups up and
running

Disaster Recovery - Restore your entire businebsums not days.

Simple “One to Many” replication

The only product that properly restores onto theRBMiles system resulting in
none to minimal fragmentation

Restore your backups to VMware Server/GSX/Workstatin Windows or Linux
Multiple background restore jobs

esXpress v3 Restoration and -9-
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Flexibility Under Any Circumstance

Probably the most important feature of any backwglpct is the ability to restore a
backup. While all products can restore a backuguitttal conditions, it is the ability to
restore under any condition that differentiatesekinp tool from a disaster recovery tool.

esXpress provides for the maximum flexibility arfitbices when restoring virtual
machines. For example you can restore to an ESKihgour data-center or to your
Windows laptop running VMware Server.

There will be many times when it will be necesdaryestore one or more virtual
machines. Most of these will be in the course dfydausiness, such as restoring a virtual
machine in its entirety, or just a single file.

There may also be a time when you experience atoapéic interruption like fire or
natural disaster, or something less dramatic,dikgly having to evacuate your building
due to a derailed rail car or a gas leak in th&dmg next door. Either way, your
business needs to continue to operate and witagKpress Auto/Mass restore feature,
your entire virtual environment can be restored rmhing in hours.

Virtual machines backups contain everything thakesaup a virtual machine, the
operating system, the data and applications th&ertie data meaningful. While this is a
tremendous convenience, unless your backups argpted, it is also on of the most
dangerous conveniences.

Just as it is easy to share with a coworker, iruachines allow anyone who has your
backups to restore them and simply “turn them esXpress compensates for this danger
by adding optional government standard AES-256ygtion, making your backups safe
to transport across the town or across the Internet

No matter what the reason or circumstances, whe#iséoring a single virtual machine or
hundreds, esXpress is designed to assist the atraboir as quickly and reliably as
possible.

FULL and DELTA Backup Archives Explained

When run, esXpress will create (2) types of archivJLL and DELTA. A FULL
archive is created either, the first time a virtoschine is backed up by esXpress, the
virtual machine or host was scheduled to run FUL&rS8he DELTA threshold has been
exceeded.

A FULL archive is nothing more than either a GOPLZOP compressed archive of a
VMDK file, optionally encrypted with GPG. This aligle can be restored on any
Windows, Linux or ESX platform using both free opsurce utilities like LZOP and a
paid commercial product like WinZip. You DO NOT wukthe esXpress software to
restore a FULL archive created with esXpress.

-10 - esXpress v3 Restoration and
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If the conditions for making a FULL have not beeetpa DELTA archive is created by
default. A DELTA is a true block level differentiaf the last FULL backup. Only (1)
FULL and (1) DELTA file are required to restore angtual machine.

DELTA archives also contain the virtual machinefogguration (.vmx) and non-volatile
RAM (.NVRAM) files. When esXpress creates a FULklave, it will also create an
empty DELTA archive. Empty meaning it will contaio delta blocks, but it will contain
the .vmx and .nvram necessary to rebuild the ewiiteal machine.

So, assume for example that your backup schedgleaing a FULL archive on
Sunday, and DELTA archives Monday through Saturdayestore to Thursday’'s
backup would require Sunday’s FULL and Thursday&_DA.

Also, esXpress maintains an index map of the FUatkiop, meaning no access to the
original FULL archive is required in order to crea DELTA archive. This is both
efficient and allows you to purge archives to tape.

Delta vs. Full Restore

When restoring backups, it is always preferableetbore a DELTA backup instead of a
FULL backup. While restoring a FULL backup is fagtean restoring a DELTA,
DELTA restore have advantages over the FULL.

If you are restoring a FULL backup, it is simplptered as a plain file as it is
uncompressed. Because the FULL is simply a gzlpagr archive, there is no way to
know the actual uncompress VMDK size. The systelhtin@refore but write out the new
file one block at a time, same as the copy oraarmmoand would. Because the VMDK is
not pre-allocated, restoring multiple virtual maws to the same VMFS file system
simultaneously would effectively interleave the tM#®IDKs causing severe
fragmentation and definitely affect the performantéhe virtual machine.

When esXpress restores a DELTA archive, it knowsetkact size of the VMDK, as this
information is stored in the DELTA archive. Thisoas esXpress to create the VMDK
file on the VMFS first, then import the backup awehinto that pre-allocated VMDK file.
This is the proper way to write to the VMFS. Beeauakthis import, you can restore
multiple VMDK files to the same VMFS at the sanmadiwith no risk of fragmentation.

When esXpress creates a FULL archive, it alwayatesean empty DELTA archive also.
This DELTA backup contains the metadata informatibout the backup including the
original VMDK file sizes, along with VMX file andhie index maps. Restoring a FULL
using the empty DELTA will allow you to perform ntigle FULL restorations against
the same VMFS with no risk of interleaving.

When esXpress DELTA backups are restored, therssstde is checked, block by

esXpress v3 Restoration and -11 -
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block on restoration against the index map. Iféheme any problems, like insufficient
free space, or a checksum error, the restoratirbevaborted. If you were to lose a
FULL archive, and try to rename a previous FULLlréplace it, it will not succeed. The
checksums will not match the index map and theregirocess will be aborted.

Portable Self Extracting Encrypted Delta Block
Backups Explained

While the technology has a complicated name, tineeat is a simple one; create an
archive file that is completely portable betwedrValiware platforms and operating
systems while maintaining security.

This self extracting archive is what differentiagsXpress from other products and why
it is truly a disaster recovery tool as much asisydackup utility. Archives created with
esXpress are actually executable programs contpalirthe logic necessary to restore

and register a virtual machine without the needleresXpress software or license key.

esXpress Delta archives contain not only the vimuzchine disk files (VMDKS), but
also the configuration and NVRAM files, everythipgu need to completely restore a
virtual machine. This allows for effortless restaras regardless of circumstance or
platform.

It also allows for easily and securely sharinguattmachines with co-workers who
might not have access to the esXpress softwardvfafe Infrastructure 3 platform.

Restorations: Three Different Types

Flexibility, business demands it. Misfortune happand you are tasked to react quickly.
For that reason we have designed esXpress withptewtays to perform restores to
handle most any circumstance or situation.

Command Line
Console Menu
Automatic Mass Restore

Command line restorations are ideal for disastavver where you may not have the
resources or time necessary to build an environwegraible of point and click restore. It
is also great for those that are comfortable withltinux/ESX command line.

Console menu restorations allow you to restor@i&innachines using a text menu
interface. This is great for when you are in thiadzenter or physically logged on to the
host. The console menu is also available via arty &hnection (via PUTTY for
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example). This option requires minimal bandwidtd aan performed remotely even
across dial-up connections.

Automatic Mass Restores are repeated, scheduledagsns. This option is for use in a
disaster recovery situation where the administragé&ds to restore dozens to hundreds of
virtual machines with little or no user interaction

This option is also great for use at a co-locatesXpress can replicate your environment
to the co-location allowing for a complete warnmstiay datacenter.

File Level Restorations: Two Different Types

With esXpress there are 2 different types for ddilegevel restores. The primary
method would be to run the esXpress File Level Bpdkeature and then perform File
Level Restores from those separate backup arcHiwasu are running just vmdk
backups then it is also possible to do File LevettRres although esXpress does not
have any specific built in text menu or gui funasdor it.

File Level Backups Restores
File Level Restores from VMDK backups

File Level Backups Restores

With esXpress v3.1 file level backups it is simphgating a gzip or tgz file on a network
share. Because of that the backups can be siregigred by the end users and therefore
there isn’t any built in esXpress restore featurtnia time.

What we recommend is that you identify the cordated FLB backup and use whatever
tools you are comfortable with to uncompress tlee(ffor example WinZip ). Then
extract the needed file or files from that archewel copy them to you associated virtual
machine.

File Level Restores from VMDK Backups

For file level restores with esXpress from vmdkHkugzs you will need to restore the
vmdk image and mount that vmdk to restore thediléles from it. There are a couple of
different options we recommend,

On your backup server (if backing up to FTP forragke), install VMware Server on that
server, restore the VMDK on the backup server, maun a helper VM and extract the
files. (If using Windows, you need CYGWIN installemirestore the delta backups).

esXpress v3 Restoration and -13 -
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Or on a DEV ESX host, restore the VMDK there, bibap in host only mode, or again
mount the VMDK in another VM and extract the filesm there.

It is planned that in the next generation of pradiieesXpress to be able to pull files
directly from the esXpress Delta or Full image vniidickups.

Other Restore Considerations

If restoring to VMware Server or GSX on Windows ywili need CYGWIN. See section

“CYGWIN Installation and Configuration Procedured”ull instructions for doing this

install can be found on the documentation pages¥peess web site,

‘Restoring esXpress Delta Backups under Windowsgu€lygwin’
http://www.esxpress.com/cygwin/index.php

If restoring encrypted archives you will need GPG.@ RPMs installed. This is required
for all restoration platforms including ESX, Linaxd Windows. See the “esXpress v3
Installation and Configuration Guide” for instruontis.
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Getting Started

Planning

esXpress can restore the archived data over tirietfrom attached storage (SAN,
iISCSI, NFS, local), or in the case of a DELTA restdrom both media simultaneously.

If restoring esXpress backup archives from a ndtwgerver, make sure you know the
following about the server:

Name/IP Address of FTP/SSH Server

Port

User ID

Password

Path to Backup Folder

The FTP/SSH user must have complete access thdne, st must be able to
create folders and files, rename and delete files.

As a security precaution, you must have root acteedse VMware host to install and
execute the esXpress software.

*NOTE: FTP Users

If your backups are stored on either a Windows &gpvoduct running IS, or a
Windows based hardware appliance, note the MictedeT P implementation is
severely flawed and unreliable when working witkdilarger than 4GB in size. Backups
made via a Microsoft IS server may not be restierab

We strongly advise using a commercial quality Feekage. We have found Filezilla to
work extremely well even under the most demandorgliions.
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Installing the Software

From CDROM

Please see the esXpress v3 Installation Guidenbaliation and configuration
instructions.

Installing Encryption

If you want to use encryption with your esXpresskogs, then you need to install the
gnupg-1.0.6-3.i386.rpnfrom the Redhat 7.2, cd 1 or is available on ymensonal
esXpress download page. This GNU GPG package a\baompatible with VMware
ESX 2.x and Virtual Infrastructure 3.

Please see the esXpress v3 Installation Guidengbaliation and configuration
instructions.

Upgrading the Software

Please see the esXpress v3 Installation Guidepfgragle instructions.

Uninstalling the Software

Please see the esXpress v3 Installation Guidesfooval instructions.
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Restoring A Virtual Machine

Restoration of a Virtual Machine to a VMware ESX
Host via the Command Line

With esXpress you don’t need to have the softwastalled on your host to restore your
Virtual Machine’s vmdk files. For example, in a BRenario you may be recovering to a
new host without esXpress installed on it. It iportant to note that esXpress is a vmdk
restoration product, so each vmdk is restored séglgiralong with optionally the vmx. In
a DR scenario we recommend pre-creating your Mikachine from the VI3 client first
and then start the esXpress restores. In this m@ayrx is setup correctly and the correct
folders to restore the vmdk into already exist.

Full Backup Archives — 2 Methods

Method 1:

esXpress Full Backup archives are nothing moredmepressed ( gzip or |zop ) vmdk
file. To restore this archive without the esXpregware you would just uncompress the
file.

Example:
-rw-r--r-- 1root root 5368709120 Apr 29 13.30-RedHat VM1.vmdk.gz-080429-1134.phd

This is a gzip Full backup archive you to decompiiegou would do the following, note
the file ends in a .phd suffix so you need the ptoa for gzip.

gzip -d -S phd 00-RedHat_VM1.vmdk.gz-080429-1134.ph

Note: The unzipped vmdk file you have just resdarethis method is actually the flat
file. You still need to create the stub file toddge to use this archive. There are a couple
of different methods you can use.

- you can pre-create the VM in the VI3 client withempty disk that is the same
size as the restore vmdk. Then overlay the —flatith the restored vmdk.

- Use the esXpress stub generator program to cieatgub file
http://www.esxpress.com/tools/wrapgen.php

If you choose to manually copy the file to corrdtler make sure you copy it as the
correct name ( ex : RedHat_VM1-flat.vmdk ). Be @alrevhen manually copying files,
make sure the new VM is powered off and you areometlaying the wrong file.
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Method 2: ( Recommended Method )

Every time esXpress creates a Full Backup it alsates an empty Delta archive. You
can use this empty delta archive to restore yourBackup. This method enables the
built in menu within the delta and allows for lesanual steps. It also will verify the
blocks in the backup archive. This process is desdrunder the Delta Backup Archives
section below..

Example directory listing showing empty delta bagckuith Full

drwxr-xr-x 15 ftp ftp 4096 Apr 29.:41 ..

-rw-r--r-- 1 ftp ftp 2097171 ApB21:54 00-RedHat_VM1.vmdk.delta-2008.04.29-1134-
080429-1134.phd

-rw-r--r-- 1 ftp ftp 1000739843 Apr 29:54 00-RedHat_VM1.vmdk.gz-080429-1134.phd

To restore the Full backup in the example abovecguid run:

sh 00-RedHat_VM1.vmdk.delta-2008-04.29-1134-080429:34.phd

Delta Backup Archives

All esXpress Delta backups are self extracting etaddle Files. To restore the Delta
backup archive you would shell the backup.

Example:
sh 00-RedHat_VM1.vmdk.delta-2008.04.29-1157-08(®2134.phd

This will launch a mini esXpress restore Menu whigh walk you through the restore
process.

The top section of the menu shows the various imé&ion regarding the Delta archive
including, the host it was initiated from, the vk, and the total Delta Blocks.
(Figure sh-).
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Figure sh-1, Top Portion of Menu

Lvndk

29-1134

ting: Tue

.phd.g=

The second section of the menu shows the Full Bagkahive that this Delta is using.
For Delta restores you need the matching Full Badaimake sure you restore the
matching full as well to the new esx host and @dsessible(Figure sh-2).

Figure sh-2, Matching Full Backup

ing FULL BACKTR File from

/2008..04.29-RedHar VL. 56441e34-4364-1808-23Fd- 5656 530965, FULL/ D0-RedBat VHL.vmelk. gz-080429-1134. phs

The third section is the Various Menu Options for Delta restoreH{gure sh-3).These
include restoring the Delta backup, validating leev vmdk as well as the Full archive
among other options.
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Figure sh-3, Menu Options

NEW VI

or 'auto!

. Walidate

Enter 'A'

. Configure FTP
Mennu

WVMNDE 3tub File.

o, ouit

Tour Comnsnd?

a new VHDE

ACKUR file

to restore WVHMDE with default options.

Table sh-1, esXpress sh Delta Restore Menu Options

Option| Description Function
R Restore This INDEX BACKUP Restore backup and create a New vmdk
and create a new VMDK
D Verify Delta Blocks in this Verify the Delta Blocks in the backup
INDEX BACKUP file archive
M Validate FULL BACKUP as Validate and check the Full archive as the
correct match to the Delta
N Validate NEW VMDK as correct | Validate new VMDK agat backup
Enter ‘A’ or ‘auto’ to restore .
A VMDK with default options. Auto Restore Backup using all defaults
F Configure FTP Setup FTP
\ VMX Menu Show VMX Restore Menu
C Create VMDK Stub File Create Stub file for GSX/Sarv
H Help esXpress Restore ReadMe
Q Quit Quit the PHD esXpress application.
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Restore This Index Backup and create a new VMDK

Choose this option to restore this backup file amdite a new VMDK file. You are
asked for the new name to restore as, but it dsféakhe current VMDK name. When a
backup is being restored the FULL backup is pulledctly from the FTP server (unless
it's locally on the same drive as this backup f@ejl a new VMDK file is created. If you
are restoring this backup on ESX, then you canysdfemore then one restore at time,
as we create the new VMDK using vmkfstools, thenmyeort the backup directly into
this new VMDK file. Otherwise restoring more themedbackup on the same file system
will created severely fragmented files.

The first thing you need to do is select which Baltkup archive to use. The menu will
present a default if it finds one either local mmh ftp if configured. You can accept the
default by just hitting Enter or provide the fullth and file name.

Your Command? R

*hkkkhhkkkhkkx *khkkk *

To restore an INDEX BACKUP | need to know the looat
of the FULL BACKUP. Pull from FTP not set.

Enter the full path of the FULL BACKUP File herg, to quit
or Enter to accept the default of

'../2008.04.07-RedHat_VM1.564d1e34-4364-1808-236565add965.FULL/00-RedHat_VM1.vmdk.gz
080407-1110.phd'

What FULL Backup do you want to use?

The second step is to define the new VMDK nameuihetl its Full Path. Hit Enter to
accept the default or provide the new name andhitt.

To create a new NEW VMDK file you need to enter filey
pathed name such as: /vmfs/folder/name.vmdk

Enter 'q' to quit or
Press Enter to accept default ./RedHat_VM1-flatkm

Create what fully pathed VMDK file?

The last step is to confirm your choices and prdaeeith the restore. You must enter
‘yes to continue, enter ‘g’ to quit.
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*hkkkkkkkhkkkhkkkhhkkkhkkhhhkkkhkkhhhkkhhxkhhkkkx

* Ready to create a NEW VMDK from INDEX Backup *

*% *kkkk *k% *

Accessing FULL BACKUP from File
../2008.04.07-RedHat_VM1.564d1e34-4364-1808-23f65add965.FULL/00-RedHat VM1.vmdk.gz
080407-1110.phd

Create NEW VMDK File: './RedHat_VMZ1-flat.vmdk'

Ready to continue (Enter 'yes' to continue, '@juib)?

Verify Delta Blocks in this INDEX BACKUP File

This option will verify the Delta blocks in thisSIDEX backup. When you are doing a
RESTORE, only the first 3,000 blocks will be chetkeo choose this option if you want
to verify all blocks beforehand.

Figure sh-4, Verify Delta Blocks

YOUr Comtoard

Starting at: Tue Apr 259 17:02:53 EDT zZ00S5

+++++++++H+H
Verifving 316 Delta EBlocks
+++++++++H+H

Lo continue.

If the verify is correct you will see the follongrmessage:

CHECKSUMS ALL GOOD IN DELTA FILE
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Validate FULL BACKUP as correct

This option will validate a VMDK as the FULL Backdipat was used when this
INDEX backup was made. If the file is local it wie used. If FTP is configured, then
the FULL backup will be pulled and verified througmP.

Your Command? M

Verify FULL Backup as correct for this Delta.

Default: '../2008.04.07-RedHat_VM1.564d1e34-43608:83fd-e56565add965.FULL/00-
RedHat_VM1.vmdk.gz-080407-1110.phd"’

Press Enter to accept default or 'q' to quit.

Verify what FULL Backup?

*hkkkkkkkhkkkhkkkhhkkkhkkhhhkkkhkkhhhxkhhx

* Verify a FULL Index to a FULL Backup *

*hkkkkkkkhkkkhhkkkhhkkkhkkhhhkkkhkkhhhxkhhx

Verify FULL BACKUP from
File: '../2008.04.07-RedHat_VM1.564d1e34-4364-1268&1-e56565add965.FULL/00-
RedHat_VM1.vmdk.gz-080407-1110.phd'

Ready to continue (Enter 'yes' to continue, 'gui)? yes

Starting at: Wed Apr 30 16:42:44 EDT 2008

Verifying FULL BACKUP File, 20479 Blocks in file:
../2008.04.07-RedHat_VM1.564d1e34-4364-1808-23@565add965.FULL/00-RedHat_VM1.vmdk.gZ
080407-1110.phd

i I A I B T T LI i o o o o o o e

This is just a verify, you can safely abort (hif)C

Master Verify: 14%, 700 mb of 5120 mb, at 63 megyJmtal Seconds: 10

When the Full verification is complete you shoudg & message similar to the figure
(Figure sh-5) below showing the Master is 100& verified andttRull Backup VMDK
verify is complete. If an error is shown there vagsroblem with the Full Backup that
needs to be looked into.
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Figure sh-5, Verify Delta Blocks
laster Verify: 100%, 5100 wh of 5120 mb, at 44 meg/sec, Total ZSeconds: 114

Proco

Completed at: Wed Apr 30 1e6:44:33 EDT 2008

'ress ENTEER to -:-:-ntinL:.E.l:l

Validate NEW VMDK as correct

This option will validate a VMDK and compare itttee INDEX Backup that was used
to make this INDEX backup. This is also done wh&ESTORE is completed.

Enter ‘A’ or ‘auto’ to restore VMDK with default
options

The auto restore option will use all the Defauttings when restoring the vmdk. For
example the default name, the original location, ¥then you choose this option you

will be prompted to confirm if you wish to contin(&igure sh-6). Enter ‘yes’ to
confirm or ‘no’ to abort the restore.

Figure sh-6, Auto Restore Confirmation

default options.
The default namme will

The file will
It will not he

Do wou want to continue? (Enter 'yes' or 'no')? |:|

Once entering yes, you will see the default vah&iag used for the restore. The answer
‘Autorun Restore’ is automatically set for each sfien for the restore. They include, the
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correct Full Backup and the path for the new vnigifore choosing the auto run restore
make sure the correct Full Backup is accessibheelty configuring FTP or copying the
matching Full Backup to the same directory as te&eDyou are restoring.

Do you want to continue? (Enter 'yes' or 'no")? yes

Auto Restoring Backup with Defaults

*kkkkkhhkkkhkk *kkkkk *kkk

* Restore a DELTA INDEX BACKUP to a NEW VMDK File *

*kkkkkhhkkkhkk k%% *kkk

To restore an INDEX BACKUP | need to know the locat
of the FULL BACKUP. Pull from FTP not set.

Enter the full path of the FULL BACKUP File herg, to quit

or Enter to accept the default of
'../2008.05.02-Fedora_VM1.564d1e34-4364-1808-236565add965.FULL/00-Fedora_VM1.vmdk.gz-
080502-1113.phd'

What FULL Backup do you want to use? Autorun Resto
T
To create a new NEW VMDK file you need to enter filéy

pathed name such as: /vmfs/folder/name.vmdk

Enter 'q' to quit or
Press Enter to accept default './Fedora_VM1-flatlkm

Create what fully pathed VMDK file? Autorun Restor

The below steps show the new vmdk being creategjusnkfstools which the restore
backup will be imported into.

*kkkkkhhkkkhkk *khkkk *kkk

* Ready to create a NEW VMDK from INDEX Backup *

*kkkkkhhkkkhkk *k% *kkk

Accessing FULL BACKUP from File
../2008.05.02-Fedora_VM1.564d1e34-4364-1808-238665add965.FULL/00-Fedora_VM1.vmdk.gz-
080502-1113.phd

Create NEW VMDK File: './Fedora_VM1-flat.vymdk'

Ready to continue (Enter 'yes' to continue, 'gjuib)? Autorun Restore

*kkkkkhhkkkhkk *kkkkk *

* Checking if Import VMDK is available. *

xxxxxxx *% ** *k%
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vmkfstools -¢ '5242880k' -a Isilogic './Fedora_VMhdk'

New VMDK: "./Fedora_VM1.vmdk'
New Flat: './Fedora_VM1-flat.vmdk’
Successfully Created.

Backup VMDK Size: 5368709120

-rW------- lroot root 5368709120 Mayl8:10 ./Fedora_VM1-flat.vmdk
-rW------- 1lroot root 376 May %:10 ./Fedora_VM1.vmdk

Backup will be imported into new VMDK file.
Because esXpress v3 imports the backup into the WeBK, you can do multiple restores at once.
Starting at: Mon May 5 14:10:34 EDT 2008

The next step in the autorun restore is the vatifio of the Delta blocks in the backup.

s e Lt T T

Verifying 255 Delta Blocks
+++++++

1255

Blocks found 255, CHECKSUMS ALL GOOD IN DELTA FILE

The last messages you will see is the runningstatthe backup restore. In this example
69% of the Delta backup has been processed soda4%90 of the Full has. The
estimated time remaining for the restore is 3 n@aw@nd 21 seconds.

+++++++
Delta Blocks Found: 255

Restoring VMDK file: ./Fedora_VM1-flat.vmdk, 204&]locks in file

+++++++++H A
Delta: 69% Full: 45%, 2300 mb of 5120 mb, at 14fmec, Elapsed: 02:41s Remaining: 03:21s

Upon the successful completion of the Autorun Resyou will see messages similar to
the following, showing a good checksum and the sssftlly created vmdk files.

Delta: 100% Full: 100%, 5100 mb of 5120 mb, anigh/sec, Elapsed: 06:03s Remaining: 01s

Total Blocks: 20480, Processed: 20480

CHECKSUMS ALL GOOD IN VMDK FILE:
../2008.05.02-Fedora_VM1.564d1e34-4364-1808-25@665add965.FULL/00-Fedora_VM1.vmdk.gz-
080502-1113.phd
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+++++++++H+H A
Skipping Verify of NEW VMDK file

VMDK successfully created: "./Fedora_VM1-flat.vmdk'
-[W------- 1lroot root 5.0G May 8.:02 ./Fedora_VM1-flat.vmdk

VMDK successfully created: "./Fedora_VM1.vmdk'
-rW------- 1lroot root 376 May %:10 ./Fedora_VM1.vmdk

Completed at: Mon May 5 14:16:41 EDT 2008

Thank You for using PHD esXpress v3 Backups, wwxpssss.com

Configure FTP

From within the restore menu you can set up a FEffes if needed to go and download
the matching Full backup for the Delta backup beexjored.

Your Command? F

This DELTA backup can pull the FULL backup from ydtl'P host.
What FTP Server ('q' to quit, Enter to accept]p2.168.1.110
What User Name ('g' to quit, Enter to accept [juser

What Password ('q' to quit, Enter to accept [Pufter

What /Path/File ('g' to quit, Enter to accept flackups/esXpress

You Entered the following FTP information.

Server: 192.168.1.110
User: ftpuser
Pass: ftpuser
File Path: /backups/esXpress

Is this correct (Enter 'yes' or 'no")?
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VMX Menu

This menu (Figure sh-5) will allow you to restore the VMX file, NVRAM ahlogs
from when this backup was made. You can saveahjopath, and it will ask you if you
want to register the VMX file. Do not use an ESX XMle with GSX/Server. Make a
new one, but use the old one as a guide.

Figure sh-5, VMX Menu

Menu +

0. Cuit

Tour Conrnsnd? |:|

Create VMDK Stub File

You can use your ESX VMDK files directly withhatr VMware products. There is
almost nothing different between an ESX VMDK vs GS&tver Pre-Allocated disk. If
you create a STUB file that points to the ESX VMDtén you can use it directly on your
Backup server or any machine. When you configur&aisting Virtual Disk' just point
to the STUB file. Make sure the VMDK and the STUB &re in the same folder if you
move them.

Your Command? C

*% *kkkk *kkkkk * *kkk

* Create Stub File for using ESX VMDK with GSX/Ser»

*hkkkhkkkhkkkkhhkkhhkkkhhkhkhhkkkhhkkhkhhkkkhkxhhhxkhix *kkk
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The Size of this VMDK Backup is: 5368709120
The most recently restored VMDK

File is:

Size is:

Your Creation Options are as Follows:

1. Point to a different file and make a Stub file.

What do you want to do? ('q' to Quit)?

Encrypted Archives

You can restore encrypted delta archives as wél this command line method and not
having the esXpress software installed.

In this case an additional menu option will be shdaw Set the Passwords to be used for
the encrypted archive.

P. Set Passwords - PASSWORDS SUCCESSFULLY SET
P. SET PASSWORDS

This option allows you to set the password fiig backup file and the password for the
FULL backup. If you are restoring from the PHD mgetien the passwords will be
passed from the menu to this restore program. douatso set Environmemnéariables.

Help —Shows online Restore Help File ( this file is paed in this manual under the
heading ‘Command Line Restore Help File").

Quit —Quits the Restore process and returns to commaagtompt.

esXpress v3 Restoration and -29-
Disaster Recovery Manual



Best Practices

esXpress is a vmdk restore based product. Wighinttmind we recommend that in a
DR scenario or when you are restoring to an eskwibisout the esXpress software
installed to Pre-Create the Virtual Machine fronthii the VI3 client.

While esXpress can restore the vmx file fromdhginal backup we do not make any
changes to it. So with a new host when they coaldifferent settings in the vmx ( for
example, VM location, different datastore, possilplicate vmdk names, network
differences, VM memory allocation and others ) wa’'tattempt to update the vmx file
directly and cause possible additional issues.

This is why we recommend creating the VM upfrisam the VI3 client. When
creating the VM you would set the following setsnas normal :

- VM Name and location

- DataStore

- Resource Pool if applicable

- CPUs

- Memory

- Network

- Virtual Disk (s) - create the virtual disk thengasize as the original vmdks from
the backups.

Now you will have a fresh VM, set up corrediby the new host and then can just
restore the esXpress vmdk backup directly ovebtaek vmdk you created with the
VM. This makes for a much cleaner restore and regov

** Note — If you do choose to restore the VMX fritwv@ backup, this will also work but
you need to go to the VI3 client and make any sacgshanges to the VM as a result of
the new esx host environment.
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Command Line Restore Help File

** This is the online file from the delta shell tege **

This is the help. More to come.

PHD ESXPRESS DEFINATIONS:

A FULL Backup - This is a complete copy of a VMDHef it may be
compressed or encrypted. The umypted version is
just a plain gzip file. The encigtversion is also
a runnable program like a Deltakogc

A DELTA Backup - This is only the blocks that wedigferent when compared
to the original FULL backup. Thackup file is also
an executable program that witluigd the backup from
the Delta blocks in this backup avith the FULL backup.

An INDEX Backup - Is a different name for the DELDackup. We say an INDEX
backup of DELTA blocks.

When you run the backup files, you can pass itmetaers.
AUTORUN - This will activate the AUTORUN features the restore program.
RESTORE - The backup will try to restore itselfngstefault parameters,
only works on local space, no FTP yet.
DELTA - Used with AUTORUN, a Delta block verifyilvexecute automatically.
VERIFY - Used with AUTORUN, the default is not\erify a restored VMDK.
This option enables the Verify option.
IGNORE - Set to Ignore errors. Keep restoringenifying even with ERRORS.
NOABROT - Do not allow aborts from restores.
EXIT - Exit out of Restore menu on errors whddTPORUN. Normal action is
to stay at the menu in case of an error.

MENU OPTIONS:

P. Set Passwords - PASSWORDS SUCCESSFULLY SET

P. SET PASSWORDS
This option allows you to set the password liis backup file
and the password for the FULL backup. If yourastoring from
the PHD menu, then the passwords will be pasedthe menu
to this restore program. You can also set Envirent variables.

R. Restore this INDEX BACKUP and create a new VMDK
Choose this option to restore this backup fild ereate a new
VMDK file. You are asked for the new name taoes as, but it
defaults to the current VMDK name. When a badkupeing restored
the FULL backup is pulled directly from the F$&ver (unless it's
locally on the same drive as this backup filed a new VMDK file
is created. If you are restoring this backufe&®X, then you can
safely do more then one restore at time, asresgte the new VMDK
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using vmkfstools, then we import the backupalyeinto this new
VMDK file. Otherwise restoring more then one kag on the same
file system will created severely fragmenteddilThis applies to
every restore method out there, except for es3§and vmsnap.pl

D. Verify Delta Blocks in this INDEX BACKUP file
This option will verify the Delta blocks in thisIDEX backup. When
you are doing a RESTORE, only the first 3,00ick$ will be checked,
so choose this option if you want to verifylatbcks beforehand.

M. Validate FULL BACKUP as correct
This option will validate a VMDK as the FULL Baap that was used when
this INDEX backup was made. If the file is lodalill be used. If
FTP is configured, then the FULL backup willfndled and verified
through FTP.

N. Validate NEW VMDK as correct
This option will validate a VMDK and compargdtthe INDEX Backup that
was used to make this INDEX backup. This is disoe when a RESTORE is
completed.

F. Configure FTP
You can configure the FTP server options for ngtte get the FULL
backup from.

V. VMX Menu
This will allow you to restore the VMX file, NV&RM and logs from when
this backup was made. You can save it to any, jaud it will ask you
if you want to register the VMX file. Do not uaa ESX VMX file with
GSX/Server. Make a new one, but use the oldasreeguide.

C. Create VMDK Stub File.
You can use your ESX VMDK files directly withhetr VMware products.
There is almost nothing different between an BS&DOK vs GSX/Server
Pre-Allocated disk. If you create a STUB fileat points to the ESX
VMDK, then you can use it directly on your Bapkserver or any machine.
When you configure an 'Existing Virtual Disksjupoint to the STUB
file. Make sure the VMDK and the STUB file arethe same folder if you
move them.

H. Help
This file you are reading.

Q. Quit

Exit this menu and go back to a prompt.

IGNORE - Ignore Checksum errors, verify/restoreranwy.
Type in 'ignore' to toggle between on afidDefault is OFF.
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ENV VARIABLES:

If you are doing multiple verifies/restores on ytaickup server and you
don't want to type in the password to un-encrypirymackups, you can set
the following environment variables. This backugtoee program will
automatically try the passwords passed to it.

export USE_SPASS="the system passphrase"
export USE_ MPASS="the master password phrase"

export USE_DPASS="Password for Delta"
export USE_FPASS="Password for Full"

The Folder to use when doing automatic restores.
export USE_RPATH="/vmfs/LOCAL"

Or a complete file path.
export USE_ RFULL_PATH="/vmfs/LOCAL/file.vmdk"

And the FTP path can be set by:
export PHD_LYNX="ftp://user:password @ftpsite/pathredto_backuo/file_name.FILL.gz"

RESTORE PROGRAM OPTIONS

Try these examples on your backup server. We'rggudftO1 in our examples.
Don't actually enter a '#, that's there to simeukashell prompt on your
Linux/ESX/CYGWIN(Windows) server.

Run the esXpress Restore Menu in the Backup Filech\gives you the ability
to restore this backup.
# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060402

Automatically verify the Delta Blocks in the Backéife, less then 10 errors.
# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060402 sun delta

Automatically verify the Delta Blocks in the Backife, and accept no errors.
# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060402 eun delta no errors

If you're running a 'delta’ or a restore' in AUTAIR mode, and an ERROR
happens, the default action is to stay at the nByuwising the 'exit' option,

it will always exit from the restore menu/progra®uch as:

# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060402 eun delta no errors exit

Automatically RESTORE this Backup File, with allfdelt options. The default
is to name the file the same as the backup andectea the current

directory. The Default Path can be set with an Emrnent variable. Our
DEFAULT name would be 'dft01.vmdk' in our example.

# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060402 eun restore

After a RESTORE is complete, the default actioN@&T TO VERIFY when running
in ‘autorun' mode. If you want to VERIFY, add therify' command.
# sh 1001-dft01.vmdk.delta-2006.04.19-2001-060408ran restore verify
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WHY

You might be asking yourself, '‘Why do | care altbig?'

By knowing a little about shell scripting you caaséy restore all your

backup files. You can have your backup server ygalur backups every day.
You can setup a cronjob that restores the VMDksfflem your Exchange or
other servers that you frequently need. When tresBieletes the wrong email
you can literally have it 'ex-merged"' within minsite

A simple script to verify all the delta's would @@t & paste):
export USE_SPASS="system.password"
export USE_RPATH=/u
foriin ls [0-9]*
do
sh $i autorun delta noerrors
done

Replace the word 'delta’ with 'restore’ and yobaitk and watch all your
VMDKSs restore. You should not restore more then atne time on a particular
filesystem (unless your just testing) because witlitiple restores running

will cause the VMDKSs to be heavily fragmented.

Better AUTORUN options coming.
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Restoration of a Virtual Machine to a Non-
ESX Host Via the Command Line

Delta Files —

There is a tutorial on the esXpress web site doogatien page explaining how to restore
a Delta backup to a Windows Host.

http://www.esxpress.com/cygwin/index.php
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Restoration of a Virtual Machine via the esXpress
Console Menu

To start the esXpress software, typel at the command prompt. The esXpress Backup
Menu will open.

Figure 2, esXpress Main Menu

— egXpress Main Menu - www.esxXpress.com - 1

wvers 3.1-17 - hostl - Thu Z003/07/10 15:34:56
License Type: ENT expires S2009-06

Current Bunning 2tatus - BALCEUPZ RUNNING
Daemon Status - Enabled, Punhing
Jetup Ouick Menu

Lock Status - Clear [(Quoruwm Enabled)
Daily Backup EReport

Backup CHE VM MNow (Delta/Full)
Backup ALL VM= Now (Delta/Full)
Special Backup OWNE VM MNow

Backup CONE Template WM Now

Tail EBackup Log

Configuration Options

Feports Menu

Festoration Menu
Haintenance Menu
ouit

2 BEEID O A" oe o2 E S

< [BE

<Cancelx

The first three selections displayed are also staticators. In the above example, the
first selectionCurrent Running Status, will show you if backups are currently running,
and note if you had any errors. The second seledlaemon Status also displays the
current status of the background daemon. The fakectionlLock Status, also displays
the current lock status. Restorations respect $tatkis.

NOTE: If accessing esXpress via SSH using putty.exe ersake to enlarge the window beyond the defaudt sizopen and run in
full screen. The default window size is not alwayfficient to display all backup archives whenessing the Restoration Menu.

Select thRestoration Menu by using the mouse, arrow keys or pressing Eiehot
key.

This menu allows you to initiate restores of entirtual machines, single VMDK files,
and individual VMX files as well.
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The following table (Table 1) describes the avddabhenu options and their function.

Table 2, esXpress Restore Menu Options

of
St

Option | Description Function
C Restore through the ESX Console Initiates the es3§Restore process
X VMX Restore through the ESX Restore a VMX file only
Console
Shows the current and completion status
B Background Restore Status all back grounded restorations for that ho
R Replication Actions Displays the Replication Menu
L BG Lock Status Work with restore locks
T Tail esXpress Log Views the esXpress backup Log
Re-Index NET and VMFS Backup
I T Re-Index your backup targets.
argets
S \C/:K;Tgts a STUB File for an exIStmgCreates vmdk Stub File if necessary
H Help on Restores (Updated) esXpress Restore ReadMe
A Abort to the PHD Main Menu Abort the Restorationride
Q Quit to the PHD Main Menu Quit the PHD esXpressliaption.

Figure 3, esXpress Restore Menu

— esXpress v3.1 Backups, wWww.esXpress.com — =
- esXpress Restore Menu - How Do you want to Restore?

H O b

Help on Restores (Updated)

L = e o I 3 B

Quit to PHD Main menu

Restore through the ESX Console
VMX Restore through the ESX Console
Background Restore Status
Replication Actions

BG Lock S5tatus - Clear (Quoram Enabled)
Tail esXpress Log

Re-Index NET and VMFS Backup Targets
Create a STUB File for an existing VMDEK

Lbort to the to PHD Main menu

E -
4% -

<Cancel>

Upon selection the Restore option, if the locabtlase has not been updated within the
previous 15 minutes, esXpress will re-index yourkog targets to ensure the restore
process has the most current backup information.
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Figure 3,

esXpress Re-Index Backup Target

RBe-indexing Backup targets

2007-05-26 20:56:27.296r Getting Restore Database from the Backup Targets, from within the Console

Loading restore datsbase from VHF3 space Jvmfs/volumes/

This could

take a few moments...

Figure 4,

esXpress Restore Menu — Search By

— esXpress v3.1 Backups, www.esXpress.com — =
— esXpress Restore Menu - Search By?

=1 <

Select by VMDK file name

Restore a VMX File (from

[ e B v s I

Lbort to PHD Main menu
0 gQuit to last menu

< DK > <Cancel>

Select by Virtual Machine name

Background Restore Status
Re-Index NET and VMFS Backup Targets
Backup/Restore Target Configuration

a Delta)

This menu allows you to restore virtual machinedjvidual VMDK files, or just the
virtual machine configuration file (.vmx).

The following table (Table 1) describes the avddabhenu options and their function.

Table 2, esXpress Restore Menu — Search By Options

Option

Description

Function

Restore the selected virtual machine and

\% Select by Virtual Machine Name : ) )
optionally register it to the host

F Select by VMDK File Name Restore just the selectDHifile

X VMX Restore through the ESX Restore a VMX file only

Console

S \leﬁgﬁf a STUB File for an exlstmgCreates vmdk Stub File if necessary
Shows the current and completion status [of

B Background Restore Status all back grounded restorations for that host

A Abort to the PHD Main Menu Abort the Restorationride

Q Quit to the PHD Main Menu Quit the PHD esXpressliapfion.

At this point you are ready to choose your backwpige to restore. There are 2 methods
of restoration, the entire virtual machine, or jastingle VMDK file.
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PHD Technologies, Inc WWW.eSXpress.com

The following menus are of tigelect by Virtual Machine Namechoice. TheSelect by
VMDK file name menu option works identically t®elect by Virtual Machine Name
except the system will not prompt you to regisker ¥irtual machine.

Figure 5, esXpress Restore Menu — Search by Virtiachine Name

Ol PeteVil

This menu displays a list of virtual machines aafali¢ for restoration and is listed using
their VMware display name.

Depending upon the size of your farm, this list barvery large. You can use thiter
option to locate a particular virtual machine byegimg part of its name into the search
box.

Move the cursor to select the desired virtual maelaind presEnter. The system will
display a listing of the dates for which archives available for the selected virtual
machine (figure 6). Or you can select Show All Bgukto have the system display all
archives available for this virtual machine.
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PHD Technologies, Inc

Table 3, esXpress Restore Menu — Search By Options

Option | Description Function
S Show All Backups Display all archives for all dates
1-N | Date Display archives for only the selected dat
B Back Return to the previous menu
A Abort to the PHD Main Menu Abort the Restorationrie
Q Quit to the PHD Main Menu Quit the PHD esXpressliaption.

Select the desired archive date or simply presrBEatsee all available archives for the
selected virtual machine.

Figure 6, esXpress Restore Menu — Select “virtuahachine name” by Which Date

Show All Backups

Whether you selected a particular date or all datessystem will next display all
archives available from all defined restoratioralbens, including fail over hosts. If
esXpress is configured to backup to multiple lamadi you may have duplicate entries
for the selected virtual machine.
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Figure 7, esXpress Restore Menu — Choose BackupeRo Restore

At this point you are ready to select the archileeyfou which to restore, either a Delta or
Full archive. When restoring a Delta archive thetaee process will also automatically
located the associated Full archive. The secoruhuoldescribes where the particular
archive is located. If an archive is stored in twwanore locations, make sure to select the
location that is nearest you (local FTP vs. FTProke WAN, or VMFS vs. remote SSH)
as this can have a dramatic effect on the restorapeed.

In the following example (figure 8), we have sedetto restore a Delta Archive from a
network backup target which is a FTP server. A cordtion screen is presented. Make
sure to review your selection carefully before Stig Yesto continue.

Figure 8, esXpress Restore Menu — Restoration afDelta archive
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Once you have confirmed this is the correct virtmathine and archive date, the system
will ask you to select which FULL archive to resdrom, if there are multiple archives
available. Again, remember to select the archia¢ fhhmost local to your location.

Figure 9, esXpress Restore Menu — Confirm Full foDelta Restore

In this example the Full exists on two network hgckargetsftpl andftp5 (Figure 9.
The system will ask you to confirm the Full archfee this Delta Restore. Virtual
machine names predicated with an asterisk mearsythem has validated this is the
correct FULL archive for the selected DELTA.

For restorations where you are restoring to theel@irmachine’s original location (or
current location if over writing), and restoringtivthe original VMDK file names, you
need to do nothing more then sel@ciginal Location (figure 10, the selecOK or Yes
through the remaining restoration menus, accephiegiefaults.

Table 4, esXpress Restore Menu — Select Locatiom Restore To

Option | Description Function
1 Virtual Machine Path Display/Select original loceti
L Original Location Restore to Original location
@) Other Location Restore to a different location
B Back Return to the previous menu
A Abort to the PHD Main Menu Abort the Restorationrie
Q Quit to the PHD Main Menu Quit the PHD esXpressliappion.
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Figure 10, esXpress Restore Menu — Select Locatito Restore To

By selectingOther Location the system will prompt you to select a VMFS voluamel
directory, or optionally create a new directoryeThenu irFigure 11allows you to
select from all VMFS volumes presented to thatipaldr host.

Figure 11, esXpress Restore Menu — Select Otheotation

Once you have selected the volume to restore toay® prompted with a list of available
subdirectories. If you are not restoring to an taxisdirectory, seledvlake New Folder
(figure 12.
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Figure 12, esXpress Restore Menu — Select WhichWFS Subfolder to Restore to

You are now prompted to enter a name for this ndvdisectory.

Figure 13, esXpress Restore Menu — Enter New F@dName

You are then asked to confirm the folder creati8electYesto continue.

Figure 14, esXpress Restore Menu — Confirm Creath of New Folder
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The system will confirm whether or not the foldeasrcreated successfully.

Figure 15, esXpress Restore Menu — New Folder Sessfully Created

The system will return you to ti&elect Which VMFS Subfolder to Restor¢o menu,
with the newly created directory listed and hightigg.

Figure 16, esXpress Restore Menu — Select WhichWFS Subfolder to Restore to

Select the newly created directory.
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After you have either created a new location, tected an existing location, the system
will ask you to confirm the VMDK name. You can clggthe name of the VMDK file
here if you like (figure 17).

Figure 17, esXpress Restore Menu — Confirm Resteto VMDK name

Note — if you are restoring to the current locatiomake sure that the virtual machine is
powered off. As a safety precaution, esXpresswilrestore over a running virtual
machine.

Figure 18, esXpress Restore Menu — Final Resto@onfirmation
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Review the restore information to ensure everythsngprrect. Figure 18§. To continue
with restoration of the selected virtual machiredestYes

esXpress restore engine has the ability to subbraitestore job to the background. With
this ability you can process multiple restoreshia background, releasing your main
session. The status of the background restore ggesecan be checked on Main
Restore Meny under theBackground Restore Status Option

Select Restore in background or continue the resitothe foregroundKigure 19).

Figure 19, esXpress Restore Menu — Submit Restoi@ Background

If running the restoration job in the foregrourtag tprocess will display the progress
(figure 20.

Figure 20, esXpress Restore Menu — Sample Rest@ereen in Foreground
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Upon completion of a successfully restore, you &heae the followingKigure 27).

Figure 21, esXpress Restore Menu — Restore Comiptm in Foreground

Pres€Enter to return to the restoration menu.

** Important Note —

If you restore to a different location then you tmasdify the Virtual Machine from the
VI3 client to point the vmx to the new locationXgess does not modify the vmx in this
situation. Without doing this step the VM will patwer on with a ‘File Not Found
Error

Text Menu Restores — Searching using Filter

When searching for esXpress backup archives ir@mvients with a large number of
VMs it can become very tedious to page up and diwmough the Virtual Machine or
VMDK search options to find your archive. The Filfeature makes this process much
easier and can help you refine your search criterfand the correct archive quickly.
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Figure 18, esXpress Restore Menu — Filter

Figure 18shows the Search by Virtual Machine name menuhmiséarch by VMDK
works exactly the same way to filter your searal s€&tup a search filter highlight
“Filter” and hit Enter.

In Figure 19you have the ability to setup your filter optio@nce you have set your
filter options highlighBack and hit Enter or use the hot key™ Your options will now
apply to the search criteria for your restore psscénitially the settings are all set to the
default, which is searching everything.

Filter Options :

Note — to change an option highlight ti@ption and then highlighOK, then hit Enter.
Highlighting each option and also OK and then hitiEnter will cycle through the
available choices

- Filter by Any Part Name : This will open up a boxHigure 20 where you can enter
any partial name to limit your search. For exanifpy@u are looking for all Virtual
Machines that haveev in its name then you would enter “dev” here.

- Filter by Transport Type : limits by the network target transport types (
ALL/SSH/FTP).

- Filter by VMFS Backup : There are 3 vmfs filter options available. Tpions are
Showwhich keeps your vmfs target in the sea@hly which will only show vmfs
archives andHide which will exclude vmfs archives from the search.
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- Filter by Target Number : this lets you filter by a backup target numbdeth{rough
9) or set it to “%” which will search across alidats.

- Filter by Backup Mode : you can search fa&ll backups, limit to jusEulls or just
Delta archives.

- Reset Filter: This will erase any filter option values you halefined and reset
them back to the esXpress defaults which showealkiyp archives.

- Back: saves your filter options

- Quit to Last Menu : quits and returns to the prior menu

Figure 19, esXpress Restore Menu — Filter

Figure 20, esXpress Restore Menu — Filter by Anjart Name
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Checking the Status of Background Restore Jobs

Note — Background restores is a licensed feature

From theRestore Menuselect thdBackground Restore StatuOption figure 229.

Figure 22, esXpress Restore Menu

Figure 23, esXpress Restore Menu — Background J&@tatus Main Screen
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Figure 25shows the current status of a Background Resbtxe |

Figure 24, esXpress Restore Menu — Background J&@tatus

You can also view the running background restogeblp highlighting< Log > and
hitting enter. To exit the log hETL-C.

L — BG Lock Status —

This option works similar to the normal esXpressk® You set and clear locks for
background restoresHgure 24.1).

Figure 24.1, esXpress Background Restore Menu —otk Status
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D — Delete all Completed/Error Jobs —

This option can be used to clear out old backgraestbre logs that you no longer need.
It will remove all logs that completed, either mgtg successfully or with an error.

Figure 24.2, esXpress Background Restore Menu —o@firm Delete Completed/Error Jobs

R — Remove Pending (Waiting Jobs ) —

If you need to cancel a pending background regtdrgou can use this option to remove
that job.

Figure 24.3, esXpress Background Restore Menu —o@firm Remove Pending Jobs

A — Abort to PHD Main Menu — Selecting this option will bring you back to thain
PHD menu.
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Restore Queue Readme

When esXpress does a restore, it can do it a nuailveslys. When you use the
phd menu to restore a VMDK, you have the optioaubmit it to the restore
gueue. When you choose a Delta backup to restottee &nd you have the option
of submitting it to the restore queue. Or you aamit in the foreground like
esXpress has done until now (version 3.1).

(Always restore Delta backups over a Full backugstBring a Full might be
faster, but when you restore a Delta backup itrhasy advantages. The VMDK
will be pre-allocated and the backup imported thi® VMDK. Each block of

the Full and the Delta are compared against theximgap to validate the
checksum of all data. esXpress knows the propeerairthe VMDK to restore.)

In the phd text menu, option (C) Replication / RestOptions menu under
the (C) Configuration menu has the options forréstore queue.
--It needs to be enabled, it is by default.
--You can configure how many concurrent restore jmbrun at once.
The default is 1, with a max of 4. Do not runrass you increase the
MHZ reserved for the console.

The restore queue is /etc/phd/restore

When backups are submitted for restore, a coniteoisf created in this
folder, then the phd_daemon will pick it up, and the restore. If you
define 2 restores to run, then 2 will run at a tiffilee log for each
restore is also kept in this folder. From the Regilon menu you have
then option to clean-up and delete the restore j@logo purging coming)

(Running 2 in a normal console is OK, but incregsiansole CPU Mhz will
help keep the console from bogging down. Do notmane then 2 unless you
increase the CPU allocation. But do experimenttastl)

From the (B) Backup Restore Status menu you cathgeestore queue. It
shows all the restore jobs in the /etc/phd/redimider. The restore

status for each is shown if it is complete, or \igito run. For each
restore you can see who submitted the restoreajohg with the log

for each. If the restore is currently running yeun evatch the log as it
runs. Remember to hit ~C (Control C) to exit theelviewer. When a
backup is complete you can also view the log,whilsuse nano or vi.

The restore queue is only for Delta archive restdtewill not work
for a Full backup. When a Full backup is made, an

empty Delta backup is also made. The restore qisealso a licensed
feature of esXpress. This means to auto replicateass restore, or
for even background restore, you need a licenspy abesXpress.
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Automatic Mass Restorations of Virtual
Machines

The Mass/Auto Restore or Simple Replication feadli@vs you to restore VMDKSs very
easily, which is very helpful when doing recoveBy. only restoring a few VMDKs and
doing it automatically, esXpress turns mass restmt® simple replication. As of now,
the mass restore will only restore delta backups.

The basic premise is that you have a list of VMDdfnes that you want to restore, and
the name of the VMFS you want to restore them tonFeither the PHD menu
(manually) or automatically these VMDK files wilelxhecked against the FTP servers,
and the backups that meet the correct criteriathaéh be restored. Backups are matched
by name, and you might get multiple matches, biy the first one will be used. Make
sure to adequately test to ensure you are resttivengorrect VMDK backups.

To restore a delta backup (which the mass rest®s)ut must be downloaded to the
local host first. Then the delta backup is run Bkprogram. The delta backup will then
pull the Full backup from the FTP on the fly andkea new VMDK file. The backup
will be imported into the VMDK correctly (by creag or reusing the VMDK file).
Afterwards the delta backup file will be deletetien the next VMDK file is processed
and restoredrhis entire process is automaticAfter you have defined the VMDK
backups to restore, you initiate the process artdhwa

Restoring Your Datacenter in 10 Easy Steps.

Start by restoring your backups from tape to aeserv

On this server, enable the FTP service and cordigur

Install the esXpress rpm on the ESX hosts and gordi

Choose option E for Restoration from the PHD MaienM and then Option R for

Replication Actions.

Choose option F ‘Load vmdks.auto file’ to imporetfMDK list from FTP

server or other backup targets defined.

6. Choose option E to edit the VMDK list, selecting ¥M you want to restore and
to which VMFS.

7. Choose option R to run mass restore.

8. Choose option B to check the status of the restoraf your VMDK files.

9. Choose option T to view the esXpress log file teaththe status of the
restoration.

10. Repeat steps 3-9 on the other ESX hosts.

PN E

o
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Simple Replication/Mass Restore

esXpress defines ‘Simple Replication’rastoring of complete VMDK backups to a host
or hosts automaticallywhen you backup your virtual machines every day r@store
them on another host automatically, you have aeuevmple replication. Replication
can be as often as hourly, or as little as oncaya d

This feature is available in all licensed versiohgsXpress. For hosts that only need to
restore backups, and not create them, they caaxgaress LE to replicate their
environment.

Default Options

The original VMDK filename will be used.
If the VMDK already exists, it will be overwritten.
It will not be verified afterwards.

Note : The replication host level configurationiops are discussed in detail in the
esXpress v3.1 User’'s Manual.

Replication Actions Menu

All simple replication commands are handled ushgReplication Action Menu. The
menu is used on tHeeplicated to Host From theRestore Menuselect thérkeplication
Actions Menu Option figure 30.

Figure 24, esXpress Restore Menu — Replication fans Menu
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Table 10, esXpress Replication Actions Menu

Option | Description Function
. Shows current status of Replication

Replication is - XXXXXX ENABLED or DISABLE

L BG Lock Status

B Background Restore Status View statuses and logs of background

restore jobs

R Run Replication Manually Now Initiate replicatioroi

T Tail esXpress Log View current esXpress main log

E Edit ‘vmdks.auto’ Restore file Elglt the esXpress replication instructions

= Load ‘vmdks.auto’ file VMDK Load the replication file with distinct vmdk
names names from host

Vv View ‘/etc/phd/restored.log’ View the listing ofs®red vmdks

A Abort to PHD Main Menu Returns to the PHD Main Menu

Q Quit to the PHD Main Menu Quit the PHD esXpressliaption.

L — BG Lock Status - <Current Status>

Just like the backups, the mass restoration usé&diles. You can set or clear the mass
restore locks here. These locks do not affect qagkonly mass restores.

From the Mass Restore menu, the linelfer BG Lock Status, is also an indicator for
the current lock status. In the example belowstiatus is ‘Clear’.

Figure 25, Lock Status

The mass restore locks are currently checked befoestore is started. It will not cancel
a currently running restore. Use the Kill optiorconjunction with Locks to cancel out of
mass restores.
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Figure 26, Replication/ BG Restore Lock Menu

Table 3, Replication / BG Restore Locks

Option| Description Function
This will clear any Mass Restore Locks and enable
C Clear Locks ,
restorations.
p Stop Restores The mass restore will be Stopped after the current

VMDK is finished restoring.

Quit

Quit this menu and return to the Replicatiognmon

R - Run Replication Manually Now

Now that you have configured the ‘vmdks’ files aad the test restore a few times, its
time to run the mass restore/replication for réa.a good idea to run it from the menu
here first before enabling auto-restorations/reypic.

Figure 27, Run Manual Replication
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E - Edit ‘vmdks’ Restore file

This file /etc/phd/vmdksis the instructions for the esXpress Mass RedRaeication
engine. It contains a list of VMDK files to restard to which VMFS to restore them to.
It also contains variables that control the behaefdhe restorations.

Set variable¥) SE_ SPASSandUSE_MPASSfor the System and Master password you
want to use when restoring the backups. You ddaeé to set both, but you can. Setting
a password here will override the password in thergption Configuration (Pagérror!
Bookmark not defined.) menu. These variables must have the ‘# in fadrthem. They
are comments in this file. But two ‘# as in ‘##'eans the variable will be ignored,
commented out.

The variabldJSE_DAY S sets which day of backups you want to use. Thaules zero
or commented out (##). When set like this, the mesent backup on the FTP server will
be used. Otherwise you want to set it for negatalaes. Minus One (-1) will restore
yesterday’s backups. Minus Seven (-7) will onlytees backups at least 7 days old.

OptionARGS is for passing extra arguments to the Delta backbp option in the
example above isioerrors’. By default the restore program in the Delta hgrhill
accept some checksum errors (10) before failingpbatrestore. By enabling
#ARGS=noerrors, you are telling the restorer to accept no errors.

Any error will cause it to fail.
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Figure 28, Editing the ‘vmdks’ File

When entering the VMDK filename to restore, it ¢enin the VMHBA-Filename.vmdk
or just Filename.vmdk notation. Use the VMHBA numtzedistinguish between
different backup files. Hopefully your VMDKs aremad in a way that they all have
distinct names.

If the VMDK name has a ‘#’ in front of it, thenig a comment and will be ignored.
Remove the leading ‘#’ to select a VMDK for restaa. After the VMDK name there is
a pipe ‘|’ followed by the name of the VMFS. Cutttgrthere cannot be any spaces used
in the VMDK name or the VMFS name.

In the following example, linux_imap.vmdk will bestored to the /vmfs/LOCAL
filesystem. Each VMDK file can be restored to deti#nt VMFS.
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Figure 29, VMDK Filenames to Restore

By editing this list of VMDK filenames, and makirgdist that you want to restore and
where to restore them to, you can easily restogelaumbers of VMDK backups with
little effort.

F - Load ‘vmdks’ file with distinct VMDK filenames

When doing Mass Restores or Replication, tate/phd/vmdks’ file controls which
VMDK files to restore and to what VMFS. By choositngs option F’, a list of all
distinct VMDK filenames will be loaded into the ks’ file for you. Then you just
need to edit it for the VMDKSs you want restore.

Figure 30, Import VMDK Names

To get the distinct names, the following SQL is against the FTP server database.
select distinct vmdk_name from ftp_database;

At the end of the ‘vmdks’ file, a list of VMDK fileames are appended. The name is
based upon the Delta backup files on the FTP serfée appended lines are commented
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‘# out. Remove the ‘# to use that VMDK. The VMHKame is defaulted only asmfs/,
you must add the rest of the VMFS name.

# VMDK Name Import

# 0005-esxpressmui.vmdk|/vmfs/
# 0005-VisualStudio.vmdk|/vmfs/
# 1001-dft01.dsk|/vmfs/

# 1001-dft02.dsk|/vmfs/

# 1101-oraforms00.vmdk|/vmfs/
# 1101-Genrad.vmdk|/vmfs/

# 0006-snapshots.vmdk|/vmfs/

V — View ‘/etc/phd/restored.log’

This option will show you the ‘restored.log’ whicha log of all the vmdks that have
been restored through esXpress replicaftogure 31shows an example of this file.

Figure 31, View ‘/etc/phd/restored.log’

When viewing the restored.log, the only way to &xib enter*C’ Control-C.
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D — Delete ‘/etc/phd/restored.log’

This option will clear the restored.log file whichthe log of all replicated vmdk’s that
have been restored. Clearing it will start esXprepéication in a fresh state with no
vmdk’s being marked as restorésyou are trying to restore a Delta backup through
replication that has already been restores, delki® file and you can restore that Delta
backup again.

Figure 32, Delete'/etc/phd/restored.log’

A — Abort to PHD Main Menu

Exits the Replication Actions menu and goes badkédviain PHD menu.
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Appendix A

Simple Replication/Mass Restores Readme

PHD esXpress backups, Patent Pending

esXpress v3.1 Restores release README

copyright 2007, PHD Technologies, Inc., www.p2v, mek/w.esxpress.com

by ron mckelvey, Sept 2007

This file is /Thome/phd/bin/fRESTORES.txt

A T T T T T R i TR T T R T
#it

WWWw.esxpress.com or backup.p2v.net

BASIC ESXPRESS TERMINOLOGY

-IN THE CONSOLE-

A console restore is simply the ability to restaréMDK file or a VMX to the
VMFS from within the VI3 console of a host. In es¥ps v3 this function is

the standard restore procedure. Currently to restoresXpress v3 backup, you
have to do it in the console, and not in a VBA.

We consider the ability to restores virtual machimethe console an important
feature. If restores were limited to a VBA onlyethyou would not be able do
any restores until your complete virtual framewasks up and running. By
enabling restores in the console, you are alwaysiged the ability to

restore your backups. We consider this a cruciaf&sRure.

A console restore is a menu driven text mode UL ¥e walked through the
complete restoration process of a VMDK file or a XMle from beginning to end.
Nothing more then hitting the 'Enter’ key is uspadiquired.

-SIMPLE REPLICATION-

If you were to take a backup, and restore it orttegrchost, that is basically
a restoration. If this happened automatically, tivercould call it a
replication of a Virtual Machine. This is how wefide 'Simple Replication'.

-IN THE GUI-
Now that the restore queue has been implementetiréStbres are coming.

-MANUAL RESTORES-

Above all, you should always be able to restore ymackups. This is a simple
statement, that we at PHD stand behind. With ess§dpackups, you can always
restore your backups, whether you have access teoftware or not. With our
product, only backups are licensed. There is remBong involved with doing
restorations. You own your data, not us.

-FULL BACKUPS-
When a FULL backup is made, it is just a gzip'dycopthe file-flat.vmdk
file (gzip is the standard Linux compression litThis file can easily be
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restored to any version of VMware or even othetuair platforms. With VMware,
you just need to make a STUB file, and you canyese FULL backup after
unzipping it. Restoring a FULL is as simple as:

zcat fullbackup.gz.phd > newfile-flat.vmdk

-DELTA BACKUPS-

esXpress Delta backups are more then just baclag Tihe delta backup file
itself it an executable program that will allow ytmifind and locate and
combine the FULL and DELTA archives together taateethe VMDK file.

Restoring a DELTA backup manually is fairly simpliethe DELTA and FULL backup
are together on a share, you can just shell thevax.c
Example: sh the_delta_file.phd

and a restore menu will appear. If the FULL is lo@ ocal share with the
DELTA, then it should automatically find it. If nogou can tell it where it
is, or even grab it on the fly from your FTP server

Once in the DELTA Restore menu, you can performyrasks including: restore a

VMDK, verify the FULL archive, and a few others.i$tdelta backup is
scriptable. See the help in the restore menu itself

THE ESXPRESS RESTORATION PROCESS

The way restores work in esXpress is different froost backup solutions. The
backup and restore programs in esXpress are egefittompletely different
applications. One does not have anything to do thighother. In fact the
licensing for esXpress is only in the backup engiva the restore programs.
The Full backup is always restorable becausenibiking more then a gzip'd
copy of the -flat.vmdk file. The Delta backup igwedly a self restorable
archive. It can restore itself without the needhef esXpress software.

You own your backup archives, not us. You know veisiXpress your backup
archive are yours, and that you can always reshem, forever.

esXpress does not keep a grid or database of badkiogs made like other
products, but will connect and index the backupets when needed. This way
you can restore a FTP server, restore your badpgst and then have your VI3
hosts go out and index it. Then you can start doéstpres. With the mass/auto
restore you can setup numerous restore jobs at salbmit them to restore,

and then watch it all restore automatically.

When choosing to restore a backup, the backupttavgi probably need to be
indexed unless they were recently indexed. Ibi¢sn more then 5 hours, then
the targets will be re-indexed automatically fouyo

Because of this indexing ability of esXpress, yan safely remove, move around
or restore backups to a backup share. Then justiee« the share, and you can
now restore your backups. It does not matter tqpess§ if the delta is on the
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local drive and the Full is somewhere else. As lasdpoth the Delta and Full
are included in the index of the backup targets.

As of 3.0-9 you can easily restore backups fronsiear2 of esXpress also. Just
note, for the v2 backups, they will show up in tbstore menu with their
hostname as the VM Name. This is because the nasomgentions used in version
2 of esXpress were different then those used ipe=ss v3.

DELTA vs FULL RESTORE

When restoring backups, it is always better tooresa Delta backup over a

Full backup, but a Full is faster. When a Deltakogicis restored, esXpress
knows the size of the VMDK. On restoration esXpnsdkcreate the VMDK file on
the VMFS first, then import the backup into that+adlocated VMDK file. This

is the proper way to write to the VMFS. Becausghid import, you can restore
multiple VMDK files to the same VMFS at the sammadi

If you are restoring a Full backup, it is restoesda plain file. It is no

different then using the copy command or tar tdewout the VMDK file. These
methods do not pre-allocate the VMDK first, butterdut the new file in chunks.
If you were to copy multiple files to one VMFS hetsame time, these files
would effectively be interleaved. They would beesely fragmented.

If you still need to restore a Full backup, onlyale at a time per VMFS, and
you will be OK. If you do more, then they will bef§mented and performance can
suffer in the running VMs.

When esXpress makes a Full backup, it always makesnpty delta too. The Delta backup
contains the metadata information about the bacikapg with VMX file and the index maps.

When esXpress Delta backups are restored, theeddite is checked, block by
block on restoration against the index map. Ifélisra problem, then the
restore will be aborted. If you were to lose a Baltkup, and try to rename
another one to replace it, it will not work. Theecksums will not be the same
and the restore process will be aborted.

ESXPRESS BACKGROUND RESTORE QUEUE

When esXpress does a restore, it can do it a nuoflveastys. When you use the

phd menu to restore a VMDK, you have the optiosuomit it to the restore

gueue. When you choose a Delta backup to restottee &nd you have the option

of submitting it to the restore queue. Or you aamit in the foreground like

esXpress has done until now (version 3.1). NotackBround Restores are a licensed
feature of esXpress.

(Always restore Delta backups over a Full backugstBring a Full might be
faster, but when you restore a Delta backup itrhasy advantages. The VMDK
will be pre-allocated and the backup imported tht®VVMDK. Each block of
the Full and the Delta are compared against thexingap to validate the
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checksum of all data. esXpress knows the propeerafrthe VMDK to restore.)

In the phd text menu, option (C) Replication / RestOptions menu under
the (C) Configuration menu has the options forrdstore queue.
--It needs to be enabled, it is by default.
--You can configure how many concurrent restora jimbrun at once.
The default is 1, with a max of 4. Do not runress you increase the
MHZ reserved for the console.

The restore queue is /etc/phd/restore

When backups are submitted for restore, a corniteoisfcreated in this
folder, then the phd_daemon will pick it up, and the restore. If you
define 2 restores to run, then 2 will run at a tiffiee log for each
restore is also kept in this folder. From the Regilon menu you have
then option to clean-up and delete the restore j@lgo purging coming)

(Running 2 in a normal console is OK, but incregsiansole CPU Mhz will
help keep the console from bogging down. Do notmane then 2 unless you
increase the CPU allocation. But do experimenttast)

From the (B) Backup Restore Status menu you cathseestore queue. It
shows all the restore jobs in the /etc/phd/reshader. The restore

status for each is shown if it is complete, or \igito run. For each
restore you can see who submitted the restorejobg with the log

for each. If the restore is currently running yaun evatch the log as it
runs. Remember to hit ~C (Control C) to exit the lviewer. When a
backup is complete you can also view the log,hlisuse nano or vi.

The restore queue is only for Delta archive restdtewill not work
for a Full backup. When a Full backup is made, an

empty Delta backup is also made. The restore gigealso a licensed
feature of esXpress. This means to auto replicateass restore, or
for even background restore, you need a licenspd abesXpress.

If you choose to restore a Full backup, it canreotun by the restore
gueue in the background. You must run the restotkd foreground, on
the console or through putty (ssh). This is howeaKpress restores
were run until now (version 3.1, with the restotege)

SIMPLE REPLICATION / MASS RESTORE

Simple replication is defined as having one Hoskbp to your Backup Target,

then have others Hosts check the Backup Targeloakdor new Delta backups.

When new backups are found they are automatioadpred. This is what we
call simple replication, even one to many replmadi

Unlike other replication products, simple replicatis included with esXpress.
It is included at no additional charge, but doegiiie a licensed copy.
esXpress can only replicate from the available bpskThis means you always
have a copy on the backup server, in addition¢adplicated copies. Other

esXpress v3 Restoration and
Disaster Recovery Manual

- 67 -



products copy the data directly from one VM to &eotVM, with no backup.

HOW IT WORKS:

The default action is to look for the newest backapd restore them. But you

can also define a VMDK as -3, this means restoeeatrieast 3 days old instead.
This way you can keep a copy of the Exchange s&WiDK auto restored on another
LUN, and a second copy from last week.

The Replication Actions are defined from the Restdenu, which is item (E) from the
phd Main Menu in the console. From the (R) 'RepiicaAction' menu you define the
VMDKs you want to replicate, and manage the regtass. When the replication runs
and chooses Delta backups to restore, they areigebno the esXpress Restore Queue.
Choose option (B) to manage the Backup Restore Queu

All the options, the queue and log for restoresimibe /etc/phd folder.
/etc/phd/restore is the restore queue itself. Restare submitted to this folder then
processed by the background phd_daemon. This dezhby default and requires the
phd_daemon to be running. The restore queue ¢eaded feature of esXpress.

/etc/phd/restored.log is a list of previously restbVMDKSs. This file is checked after
then Backup Targets have been indexed and compgesdst VMDKs defined in the
/etc/phd/vmdks.auto file. If you delete this fileeit it, then you can restore a
previously replicated restored backup.

/etc/phd/vmdks.auto is where the replication isfigamed. This is a simple text file
describing with VMDKSs to restore and where to restiiem to.

You can edit the /etc/phd/vmdks.auto manually omfthe phd menu. Option (E) in the
Replication Menu. This file contains some exampidow to configure the replication.

You also pre-load this vmdks.auto file with a tiétall known VMDKSs on the backup

targets. This is option (F) on the Replication Meffierwards the Backup Targets will be
indexed, and all unique VMDKs will be appendedhe vmdks.auto file. Then you can easily
edit this file, to include the VMDKs you want tostere. When each VMDK is loaded, it is
defaulted to restore to the VMFS as defined in(@)eReplication / Restore Options in

the (C) Configuration Menu.

The /etc/phd/vmdks.auto file looks like this:

## /etc/phd/vmdks

# Copyright PHD Technologies Inc, 2007

# Part of PHD esXpress backups, www.esxpress.com

#

# This file defines the VMDKs to restore and

# which VMFS to restore them on. This is meantfiaiss restores.
#

# By default, the most recent backup will be resor

# USE_DAYS=-1 will not restore a backup newer thiesterday.
# USE_DAYS=-3 will not restore a backup newer tBegtays ago.
#

# USE_DAYS=-3

#
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# You can also set the USE_DAYS value on a per VMiakKis instead of globally.
#

# UUID can be the correct UUID, or *, or % to actep

# any UUID where the VMDK name and the SCSI_ID rhatc

#

# When the default restore path is created, itwgé the VMFS defined in

# the Mass restore menu, off the Restore Menu.

#

#
RESTORE:VM_NAME|UUID_OF_VM|SCSI_ID|VMDK_NAME|Comple_Restore_Path|Use_
Days

#

RESTORE:CRM|564d122a-0ed7-3b92-2f46-
aee9456b2074|00|]CRM.vmdk]|/vmfs/volumes/ISCSIO268RM.vmdk
RESTORE:CRM|564d122a-0ed7-3b92-2f46-
aee9456b2074|00|]CRM.vmdk|/vmfs/volumes/ISCSI02¢aRM.vmdk|-3

The concept is that you define a list of VMs and K& you want to mass restore
or replicate. Every hour (or as defined) the badiangets will be re-indexed
and matching backup archives will be matched ag#ties/etc/phd/vmdks.auto file.

When defining which VMDKs for replication you netaknow:
0. Line must start with RESTORE:
1. Which VM to restore. This is the folder where ¥MX file lives.
2. Each VM is unique by the UUID, enter the UUID*dFor any). Be careful of DUPES.
3. The SCSI ID (or * For any) of the VMDK you wahatrestore. The backup archives
are name 00- which mean SCSI ID 0:0
4. The Name of the VMDK you want to restore.
5. And the Full path to restore the VMDK to.
This is usually /vmfs/volumes/some_vmfs/someddalmachine.vmdk
6. Optionally, how many days behind the restoraikhbe.
If you make this -7, then only a backup at Idadays old will be restored.

The example above showing CRM.vmdk is configuregtstore the most current VMDK

and a copy from 3 days ago. This allows you to bpakne VM, and have multiple
copies of it restored, for multiple purposes.

ON TO RESTORES FROM THE PHD MENU

From the (E) Restore Menu you can restore VMDKsfdad VMX files from within
the console, and create STUB files if needed. @eatf STUB is not required
but you may at time need to create a new STUB file.

Console restores are VMDK restores. You selecVii®Ks you want to restore.
If a VM as 4 VMDKs then you need to select andoestll 4 VMDKSs for this VM.

To restore a VMDK you need to choose:
(C) Restore through the ESX Console
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Then on the next menu you can search by VM NaméuwiDK name. Or restore a VMX
file. After a Delta backup is restored, you areeakto restore the VMX file at

that time. The restore VMX option is here incase jest want to restore a VMX

only.

Choose: (V) Select by Virtual Machine name

Now you should get a list of all known VMs. The \M\Mme here is from the folder
on the backup target. The folder name on the batduget is based on the date

of the backup and the original folder name of tid fvom the ESX host where

the backup came from. Version 2 backups will shpvhere by host name, not VM
name.

If you choose (F) Select by VMDK name, then adiséll unique VMDK name are
shown.

Sometimes these menus can have a lot of choicgésnawing around the menu can

be tiresome. Some quick keys to remember. If yo@@)ior (Q) you will jump to
the bottom, and pressing (1) will bring you backhe top.

SELECT A BACKUP TO RESTORE

Once you select a VM and press enter, you are shdighof all dates for this

VM. This is all the backup archives found on thelkug targets. Choose a date

or All Dates. Then the backups that match this Vivhe are shown. This will
include all VMDKs that match this VM name. Be wadné you have the same VM
name on different hosts, they will show up herestbgr.

For each backup listed, you are told from whiclyeait was found, the size,
the type of backup (Full/Delta), the date, the SID&&nd the VMDK name. You
can choose the Filter option and filter the outputarious ways.

Once you select a VMDK to restore, you are themsha summary of what you want
to do. Here you are shown the full path to the badike and the backup target
information. Once you select to continue, the @atinon is checked to make sure
the backup can be successfully accessed. This feam seconds as the header

for each backup is actually downloaded and verified

If this is a Delta restore, then you are askechtibse which Full backup to

use. If the Delta backup file you choose has alJthien esXpress will show with
an asterisk "' next to the Full backup it thinkgorrect by a matching UUID.

If you choose the wrong Full backup because yow laype VM names, then the
restore will be aborted because esXpress will kitésvnot correct when it
validates the blocks on restore.

You could be shown multiple Full backups that mdtahDelta you are restoring.
If you were backing up to VMFS and NET, you have fwulls, and both will be
shown on the restore menu.
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SELECT WHERE TO RESTORE

After the connection to the Full and Delta haverbeerified, you are now asked
where to restore this backup to. You are showstafiwhere this VMDK file
currently exists and the option to restore elseaher

Warning, if your VMFS Nice names have funny chagexin them, then esXpress is
not happy. Instead of ISO's, use ISOs. The singiegis a problem at this
time. Other characters may cause issues too.

You can either choose to over-write an existing fide or choose a new path
location. If you choose to over-write, then that Wisls to be powered off. If

the VM is running, and then selecting it will natrhit, as esXpress will tell

you that it can not select that location becausarinot get a write lock.

Once you choose a location, you are asked to naeng€NMDK. esXpress will

suggest a name. If you are restoring a Delta, és&press knows the name. If
it is a Full backup then esXpress can only guesghat the name should be.

AND THE RESTORE IS STARTED

You are asked for a final verify before starting.

Once you select to continue you are asked if youot wasubmit this restore job
to the background restore queue. Saying 'Yesadill this restore job to the
queue. You can keep submitting jobs to the restoezie and they will be run
in order. For this example we selected 'No' tansiuto the restore queue.

The restore is started in the foreground. Do nmgecla putty window if you
are running a restore in the foreground. Your residgll probably die and
the esXpress process might now properly cleanftgpvier files.

If you are doing a Full, then the restore start$ you are shown a status of
how much and how fast. When restoring the Full,pesXs is literally grabbing
the file from FTP/SSH and passing through gzipariting the file out.

(Make sure you read Delta Restores vs Full Resaivese)

A Full restore.

esXpress v3.1, Doing FULL Backup Restoration, wvexpgess.com

Restore FULL Backup from

Location: 192.168.201.2:21/local/esxpress/backups

Folder :2007.09.20-CRM.564d122a-0ed7-3b92-2f48466b2074
File :00-CRM.vmdk.gz-070920-1601.phd

Restore to:

VMFS: /ISCSI02/ronzo
VMDK: CRM.vmdk
FLAT: CRM-flat.vmdk
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Restoring FULL Backup from NET FTP Target
405 MB processed Avg(15.0 MB/s) Cur(13.7 MB/s)

If you are restoring a Delta backup, the processlittle more involved

internally. The Delta backup needs to be downloddete local VMFS first.

Then the Delta backup is executed like a programicinthen pulls the Full and
makes the new VMDK file on the fly. When the dettdeing restored you are
shown real stats on how much, what percent, hotafess how much time remaining.

Delta: 67% Full: 32%, 1300 mb of 4096 mb, at 1Qgfeec, Elapsed: 01:50s Remain: 04:14s

When restoring a Delta archive, the VMDK is preategl on the VMFS first using
vmkfstools. Then the restore is imported into thisteng VMDK. Because the
Delta is importing the backup into the VMFS, aniivalidating the data of

the Full and the Delta blocks against the indexsnéps not as fast as a

Full restore. When the data blocks are verifiedestore, any bad data will
cause the restore to abort. Even one flipped Hicause it to abort.

After the Delta restore is complete, you are askgdu want to restore the
VMX file also. When you restore the VMX file it the copy form when the
backup was made. If you restored to a differertt pat setting, you must
check the configuration of this restore VMX in k8 client. esXpress will
not edit or update the VMX to reflect changes yadmon restore. You must
do this yourself from the VI3 client

Afterwards the Delta backup file is removed, buiyahit was downloaded.
Delta backups on the VMFS as a backup target wilbe deleted.

If you want to test the DR ability of esXpress yean simply run the delta
backup file on your backup host and restore a athkere. You do this by
'sh the_delta_archive.phd' and a restore menwwithown. If your backup
host is a Windows server, you just need installv@gdirst and you can run
the self restoring Delta archive. (Install Perdidiynx too with Cygwin).

The Delta backup is a run-able Linux program thifituge the Full backup and
recreate the VMDK file. No additional software éxjuired. To restore an
esXpress delta backup on any Linux or ESX hoshauit the esXpress software,
you need to only: sh (the delta file)

Example: sh 00-Win2K3.vmdk.delta-2007.01.29-0220424-2111.phd
Then the delta restore menu will be shown. Fromitiénu you can restore the
backup or just validate it. This is how Delta bagkare restored. Once the

Delta has been downloaded, the delta file is thxexxw@ed by the phd menu.

The restoration of the Delta files can also bepsed easily!
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B AR
##
B A A AR R R R
##
B A R
##

Simple Replication Example

Our example VMDKemail.vmdk is backed up at 00:01 hours when the nightly
backup runs on ESXO01. It is completed before Oh@drs.

Now on ESX02 at 01:01 hours the FTP server is atetébr new backups, it
finds our examplemail.vmdk and it is then download and restored to the local
host.

On ESXO03 we have configured thiSE_DAY S (in the vmdks file) variable

to ‘—2’. Because of this, the newest backup on the FMesErnot used. By
setting -2’ we are telling mass restore not to restore baskbat are newer then
2 days ago. It will restore the latest backup tixa$ made 2 days ago.

Come 02:01 hours, ESX02 and ESX03 will both inded eheck the FTP servers
for new backups. If none are found, then nothingpise. This happens every
hour. If a mass restore (replication restore) isesuly running, a new one will
not start up. Only one automatic restore will rta éme.

At 12:01AM the VMDK email.vmdk is being backed up again on ESXO01.

Its 13:01 and ESX02 checks the FTP servers andafimelv copy oémail.vmdk
and restores it.

ESXO03 at 13:01 hours would check the FTP serveinabat do nothing else, as
it has already restored the latest backup fromy2 dgo.

This continues on forever until you disable it.

In the previous example we did a simple one to nrapiication, including having one
host be 2 days behind; just in case.

Complex Simple Replication Examples

At Location #1 you have ESX farm #1 backing up Td®°FServer #1.
You could have hosts in farm #2 (also at Locatid@hréplicating VMDKSs from
FTP Server #1.
Now you also have a Location #2. The ESX hosts bewdd replicate from the
FTP Server #1 across the WAN.
Instead of having the hosts at Location #2 pultimgbackups from FTP Server
#1 across the WAN, you could replicate the FTP &etw Location #2.
There are numerous ways to do this.

o If your FTP server has a SAN backend you couldtiseSAN to replicate

the backups from one location to another.

esXpress v3 Restoration and -73-
Disaster Recovery Manual



o If your FTP server is Windows you could use sonmggtas simple as
RoboCopy to copy the backups from one locatiomimttzer.

o If you FTP servers are Linux or UNIX you could usgnc to replicate the
backup servers.

o Or any other method.

By copying backups from one backup server to amptiieether it’s in the local
datacenter or across the world, you can achievplsidatacenter replication when
using esXpress.

Example Scenarios

Have your Exchange server replicated to another hosase you need to recover a
mailbox, it's a lot easier to bring up the repleshicopy of your Exchange server on host
only network and exmerge the users mailbox or gublders. Then move them back to
the real Exchange VM and exmerge them back in.

Have 2 different hosts replicating your main Fiteue. Have host #1 restoring last nights
backup, while host #2 is a week behind.
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Appendix B
Known Issues

Opteron CPUs and Checksum Errors

Occasionally checksum errors may occur while daimgstore. When verifying Delta
blocks or performing a restoration, which also fiesithe delta blocks, esXpress may
detect that a checksum does not match. The Daltkblre checked against the Delta
Index that was made during the first stage of te&eDBackup.

If backups are being made and restored on Intedhssts, a checksum error indicates
the archive is invalid. Otherwise, if an AMD Optarplatform, the error is most likely
due to the “Opteron Bug”, when in a tight loop penfiing repetitious mathematical
functions, sometimes the CPU will “flip a bit”.

This is a very tight loop that computes the chentsu~or a 10 GB file it would loop
40,000 times doing the same checksum calc routives,and over again. The “Opteron
Bug”.

In proving this, we start with a 10GB VMDK file. € on an Intel based host we
compute the md5 checksum for each 256k block @, dat40,000 total. Then on an
Opteron based host, using the same VMDK file, wéopen the same task, comparing
the checksum to the control list. Very often, thistem would report a checksum that did
not match, even though the file is verified valithis test is repeatable with predictable
results.

Doesn't this checksum affect my backup? No. Thélgmm esXpress detects is that a
Delta Block does not match its checksum value. vidlee of the checksum is incorrect,
but the data in the Delta block is correct.
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Appendix C
Installation of CYGWIN

To start you will need the CYGWIN installation page which can be downloaded at
http://www.cygwin.com

Create a folder nameaxygwinin the root of your C: drive and download the CY®W
installer into that folder.

Next, run the installer by double clicking the ge@xe that you just downloaded. The
installation menu will open, seleliextto continue.

Figure 4, Cygwin Main Menu

Next you are prompted to select a download sodites. manual assumes the server you
are installing to has access to the Internet.

-76 - esXpress v3 Restoration and
Disaster Recovery Manual



When prompted toChoose A Download sourteselect ‘Install from Internet

Figure 2, Choose A Download Source

Next, select the directory to install Cygwin, ocept the default selection. Ensure that
the “Install For All Users radio button is selected as well as tiefault Text File Type
Unix / binary is selected as well.

Figure 3, Cygwin root directory
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Next you are prompted for thédcal Package Directofy Select the same directory as
you did for the Cygwin installation.

Figure 4, Local Package Directory

The next prompt requires you to specify how theliapfion should connect to the
Internet. Select the option that applies to yowiremment.

Figure 5, Internet Connection Method

At this point you are prompted @hoose A Download Sitéor the best download
speeds, try to select a site that is located wigbur country or region.

Figure 6, Choose A Download Site
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The installation now requires you to select tharddgpackages. In addition to the default
selections we will need to select additional paelsaigr use with esXpress.

Figure 6, Select Packages
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Scroll the window until you see theterpreterssection. Click on its preceding plus sign
to expand the installation options for this section

Here we can select the additional Interpreters.é&ake to select the following; expat:
XML parser library, gawk: GNU awk, and perl: PraaliExtracting and Reporting
Language.

Figure 7, Interpreters

Now, scroll the window until you see tiNetsection. From this section, selegenssh
This will automatically seleapensshks well.

Figure 8, Nets
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Scroll the window again until you see thgls section. From this section, seléaip2,
cygutils,andgnupg

Figure 9, Utils

And finally, scroll to and select th&ebsection. Make sure to seldghx: Text-mode
WWW browser

Figure 10, Web
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And last, select whether or not you want @ygwinicon created on the desktop and start
menu.

Figure 11, Create Icons

Installation is complete. Press OK.

Figure 12, Installation Complete
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Appendix D
FAQ

Q: Can | restore my esXpress backup on my Linux badeanver?

A: Yes, the delta backup file is actually a Linuxgnam, you can run it on any Linux
host. Because of this, you do not need our esX@@ssare to do recovery. Not only
can you rebuild the VMDK file on your Linux machirgut you can use the VMDK
directly with VMware Server (or GSX) on that Linaxachine. With a helper machine
you can mount backup copies of VMDKs and easilpvec files or data.

Q: Can | restore my esXpress backups in Windows?

A: Yes, (See Previous Question) With the CYGWIN emvinent installed on your
Windows server you can execute the backup fileljkstit was Linux and restore your
backups. This includes encryption. This way on yimdows FTP server you can
restore a VMDK backup, and use it directly in Windowith VMware Server

Q: When | try to run the 'phd' menu or go to a ddfgrmenu item, nothing

happens, the screen just flashes.

A: You probably are using a terminal program (sucRusy) and have your window too
small. The menu requires a minimum screen sizelégule console (80 x 24
characters).

Q: How do | know what my maximum FTP speed is?

A: You can test your FTP speed from tGeConfiguration Menu. Select Optidf' for

the FTP server configuration menu. Then selecoadil' Do FTP Speed Test. This test
will send a 200 meg file of NULLS to the FTP servéwill give you the maximum
speed you can achieve through FTP. This speedséedlan the console NIC, the
network, the ftp server NIC and writes speed. i 8peed test is not positive, if you are
achieving less then a couple of meg a second,\thernave a problem. Check your FTP
server, is it out of space? Is your NIC duplex 8k& you getting switch errors?

Q: My NIC is only 100MB, would using Gigabit be befle
A: Yes, you will get faster backup speeds on a gigel@

Q: When | run the FTP Test it does not work, butRi® Speed test is

successful. Why?

A: The FTP test and FTP Speed are 2 different FTRaodstthat are both used to make
backups. Try using the IP Address instead of th&Dieme for the FTP server.

Make sure the FTP user has full permissions oifrTtfe path, on the FTP server. It needs
to mkdir, write, rename, dir, delete, full control.

Make sure you enter a path for the FTP Folderoif kpave it blank, it will not work.
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If you are using ®omain\Userfor the FTP user, you must enter it@srhain\\User,
but only one\" will show after hitting enter. (Because Linuxeigting the first \).

Q: luse IIS for my FTP server, and when | restoralsMMDK files
everything works fine, but when | restore largeyrikere is always an

ERROR.

A: 1IS is not a robust FTP server. When you senceldarkup archives, we have seen
IIS pretend to complete the backup, but insteadadlgttruncates the file. When restoring
from 1IS, often it will refuse to download filesrger than 4GB. We have also seen it just
timeout on the ftp transmission, even though &asvely writing and the backup file is
growing in size (on the FTP server). IIS is deéhitnot a commercial quality product
and we highly discourage its use. There are many-gfarty FTP servers available for
Windows with Filezilla being both free and stable.
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Technical Support

For customers and partnevith an active support agreement, gdttp://support.esxpress.caior
information about software patches, technical demtation, and support programs.

Support Sales, Renewals, and Licensing

sales@esXpress.com

To license and register this product, gohtbp://www.esxpress.com
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