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File Level Backups Configuration

With the release of v3.1 esXpress now provides [Eéleel Backups in addition to Image
Level backups. When running with FLBs the foldeos ylefined will be backed up and a
compressed archive created on the backup targedgfine. The backups are run in the
VBA at the same time the image backup is performée. FLB archive created is a
separate archive from the image backup makingrit &asy to access and restore your
file level backups.

In esXpress there are a number of host levdigumation options also discussed in this
document. However the actual configuration forEh&s is done at the VM level using
the local configuration file (local.vmx.phd). Ingtocal file there are a number of
variables to consider for configuring file leveldkaps for esXpress which are explained
below.

There currently are some limitations with FLBs gXeress 3.1. They will only work on
Linux partitions and Windows partitions. Solarisgimi work. On NTFS, only basic
partitions for now, and only the standard clusiee f 4k. In future releases of esXpress
these issues will be fixed. There is a new VBAemp tested that will include a kernel
that can handle all of this plus more operatindesyss, like Novell Currently FLB
backups are to NETWORK target only. There are NoRr&Wackup for FLB.

Note: File Level Backups (FLB) is a licensed prddafeesXpress v3.1.

Local Configurations Options (From ReadMe)

FLB - File Level Backups

For each VM you need to define which VMDK, the PARION and the FOLDER to back up.
You can have as many #VM_FLB lines as you need. g@ndolder.

These are special variables and are different &thwthers in this file.

Having two # (pound signs) is commented out. Tivats, use one #

The VM_FLB must always have at least # (pound sigrijont, ALWAYS

VM_FLB= Yes/No/Only/Wait |
SCSI ID (or * for all) |
Partition (or * for all) |
Folder to Backup |
Max Size in MB (0=Use System Default) |
Archive Method (def/tgz/lzop/zip) |
Backup Target (0O=Use Default, 1-9) |
Extra Options
VM_FLB=yes|scsi0:0]|1|//home|99999]zip|3

The 1st field is the control field for the FLB

YES = This FLB line is enabled. Run this FLB.

NO = Ignore this FLB line.

ONLY = Only run FLB on this VMDK. Do not run FULbr INDEX backup EVER.
When using "*' to match the scsi id, thiff be the same as enabling
VM_AUTO_FORCE_FLB because all disks wouldtalm *' but for all the time.



With ONLY set for a VMDK, then ONLY FLB cagver be done for this VMDK.
WAIT = This FLB was requested, and it awaiting afgdto YES/NO/ONLY

The 2nd field is the SCSI ID of the disk to backup
This can also be set to *, to mean all disks.

The 3rd field is the PARTITION on the disk to bapk
This can also be set to *, to mean all partitions.

The 4th field is the FOLDER to backup.

Only list one folder here. Use multiple FLB linfes multiple folders.
This is the folder name starting at this partitifrihis partition was
your /var folder, then to backup /var/log you wabjust use /log

This is the folder name starting at this partitirihis partition was
your /var folder, then to backup /var/log you wajust use /log

The 5th field is the maximum size of the Foldeb&xkup in Megabytes
If the Raw size of the Folder is bigger, theniit e skipped.
Setting to 0 will use the system default.

The 6th field is the archive method to use. Oggtiare TGZ, LZOP and ZIP
For this release, ZIP has limits. It will not héasery large files.
Set to 'def' to use system default archive method.

The 7th field is the backup target to use. Ifstset to 0, then the system
default will be used. Can be set from 0, 1-9.

The 8th field is for Extra Options.
Options are separated by a semicolon; fields affgion are separated by a comma.
Example: optl;opt2=x,y,z;0pt3

Current options are:
separate subfolders = Will create a separateargrer subfolder.
Files in this current foldeill not be backed up, only subfolders.

You can use * for the SCSI ID or the Partitionpoth.
VM_FLB=yes|*|*|/home]|0|def|0
VM_FLB=yes|scsi0:0[*|/My Documents|1024|zip|8

This line below is actually enabled; it has onhea?# (pound sign)
But because it is set to NO, the #VM_FLB will lstie ignored.
VM_FLB=no|*|*|/|0|def|0

Force This VM to FLB only. Only run File Level Bagps for this VM
Set this to yes to force this VM to backup FLByonl

This only applies to Auto Once a Day Backups otk All
VM_AUTO_FORCE_FLB='yes'

Force a VMDK to FLB ONLY mode on AUTO Backup only.
This only applies to Auto Once a Day Backups orkBiacAll
You can define has many as you need
VM_AUTO_FORCE_FLB_SCSI="scsi0:0'



ESX Host Level Configuration for FLBs

In addition to the Local Configuration options feite Level Backups there are a number
of esx host level configuration files to be awaf@md need consideration. These options
can be maintained in either the phd text menu tnenesXpress GUI.

Configure FLB (File Level Backup) Options (PHD Menu  —
Configuration Options Menu)

esXpress has the ability to also backup specifitefs in a VMDK along with Image
level Full and Delta backups. esXpress now provadesmplete soup to nuts virtual
machine backup solution. Each VM’s file level bag&ware controlled and configured
using the Local Configuration file set per VMX.dthere that you define which VMDKSs,
the partition, and the folders you want to backtipen when the backups run, the
partitions will be mounted and the folders you dedl will be zipped or tar'd up and sent
to a backup target. If a VBA has one CPU, thenniage (Delta/Full) level backup will
run first, then the FLB will run after. If the VBAas more then one CPU then they will
run at the same time (multi-threaded).

Figure 1: esXpress Configuration Menu — Configure EB Options

- esXpress Backups, www.esxpress.com — b

- Configure FLB (File Level Backup) Options -

The FLE Module must be enabled. Once set to Yes, FLE backups can then be
run. If the WHEN_RUNNING is enabled, the FLB module will be called anvtime
a VMDE backup is made. Or FLE backups can be run only for a VMDE. Right
now FLB will support zip files (does not handle large files yet) or tar
files along with gzip (tgz) or lzop (tar.lzo) will alwavs work. A Zero for
the size limit equals unlimited.

Fnable FILB Backup Module_(Yes/No)
When_Running A Backup_Alwavs_Try_FLB_too_(Yes/No) No
Make_ FLB_Backup_File As_(zip/tgz/lzop) tzz
Backup_Target To Use_For_FLB Backup_(1-9) 1

< Ok > <Cancel> |

Enable FLB Backup Module (Yes/No) -The FLB Module must be enabled.
Yes— Enabled the FLB Module. This will enable theliogl of FLBs.
No — Do not enable the FLB module. No FLBs will bedma



When Running A Backup Always Try FLB too (Yes/No) -f the WHEN_RUNNING

is enabled, the FLB module will be called anytiméMDK backup is made. Or FLB
backups can be run only for a VMDK.is important to understand the difference with
this option and how you want to control when a k&Bade. If you want to run FLB
each time a VMDK backup (including automatic baciup made enable this option. If
you want to only take a File Level Backup whenipdiate one then disable this option.

Make FLB Backup File as (zip/tgz/lzop) Right now esXpress is using the open source
zip, which does not support files or archives biggen 4 GB. If you have big files to

FLB, use tar along with gzip (tgz) or Izop (tar)z®hese two methods will always work.
zip — Make a zip compatible file using the open souaipe

tgz — Make a tar file that is compressed with gzip

Izop — Make a tar file that is compressed with Izop

Backup Target to Use for FLB_Backup (1-9) Choose the backup target you want
FLBs to go to. This can be target #1 to target #9.

Folders on the FLB target will be created followihg same rules as image backups. If
you choose to use Full/Delta in the folder namentRLB will be used.

Do Not FLB Folder If Raw Size Is Greater Than (0-9999 meg) -Before a folder is
backed up, the amount of space used is check#ét Hpace is greater then what is
defined in this option in megabytes, then the foldeskipped and noted as an Error in
your logs.

A Zero for the size limit equals unlimited.

If you enter 4096 then the user could have no rtteel Gb worth of data to backup.

File Level Backups Restores

With esXpress v3.1 file level backups it is simpigating a gzip or tgz file on a network
share. Because of that the backups can be simgifyreel by the end users and therefore
there isn’t any built in esXpress restore featurthia time.

What we recommend is that you indentify the cordated FLB backup and use
whatever tools you are comfortable with to uncoraptie file ( for example WinZip ).
Then extract the needed file or files from thatare and copy them to you associated
virtual machine.



GUI Configuration for FLB

In the esXpress GUI the File Level Backup configioraoptions are found on the
FLB/Restores Tab.

FLB/Restores TAB

The FLB/Restore talfigure gui.1) has the maintenance options for the host level

options for three important features of esXpresd.vBhat is enabling and configuring
file level backups, background restores and simggpécation. All of these features are

licensed options of esXpress. The file level oioan also be found in FLB

Configuration menu of the phd text menu system evttike restore and replication options

can be found under Replication/Restore Options meéoua detailed explanation of
these options see the Configuration section ofrttasual.

Figure gui.11, esXpress v3.1 gui Configurator FLB/Rstores Tab

Fieload

Note the three help buttons on this tab. The ‘FlbBadry’ button provides additional on-
line information on how esXpress File Level Backwpsk and run The ‘Restore Help’

z 2 Deletes/Folders  Special Options  Backup Targets Configure SMTP Configure WEBAs IENEEERGIEEY LicsAdmin

FLE/Festores

esXpress vi.l

- FLE iz a Li ol feat f e
File Level Backup Configuration i# @ Licensed feature of esxpress

Enable file level backup (FLE) plug-in This option must he Enabled to run FLE Backups.
[ men Running YMOK backup also run FLE backup if configureed. A150 try FLE when running narmal ¥rOK backups.

File Lewel Backup Target  #9 FTP File Level Target | Select the Primary backup target for FLE Backups.
Secondary Backup Target  #8 FTF - | Additional FLE Backup Targets Coming Soon.
Tertiary Backup Target #7 S55H Special i |

FLE &rchive Format © (O Zip File (&) tgz O tarlzo Select the default FLE Archive File Type.

esHpress supports zip (open source), and tar archives using
either gzip or lzop for compression. ** Hote: Currently zip will not

Zip File Pazsward Wfile_pass support large files or archives higger then 4GE. Use tgz.

Setfile size limit for Folder being backed up. If it is greater than the

Do Mot Backup if Folder Size is Greater Then |18 ol ME et size, then the FLE folder will be skipped and noted as an Error.

[] Emable FLE Auto Delete  Days to Kesp (5 = &yto Delete for FLE coming in a future eskpress release.

- s . Background f Auta Restore is a Licensed feature of eskpress

Background, Mass Restore and Simple Replication Options ? P

Enable Running Festares in the Background This option must be enabled to run restores in the sstare el
hackground queue. The phd_daemon must also be enabled

B Set the Maximum number of background restore jobs allowed to run at once.

When indexing the backup target far restores, the entire WMFS is usually
indexed. This can sometimes cause problems, disahle this if you have issues.

Max Allowed Joks
For Background Restores 3

Indew entire WMFS when making restore DB
Farce check of WMFS for Backup Archives

Check the VMFS for backup archives when looking to restore.
Enable Replication {Auto Mass) Restores

= Choase the time replication should start at. This is 0-23 only.
Start Feplication at |3 +| and check EWEFRY 2 HRS and how often it shpould un. ¥
Default Location when TEST (&) When you load the list of ¥MMOKs in the auto vmdks file when defining
Ioading the WVMDK Mames replication, this is the default ¥hFS to load them to.




has on-line assistance for the Simple Replicatioth ldackground restore configuration
options while the ‘Theory’ button provides additdimformation on how the esXpress
restore and replication process works.

FLB Theory Button ReadMe

File Level Backup (FLB) Options

Enable file level backups (FLB) plug-in:

The FLB option must be enabled here (or in the (@yaration, (F)LB Configuration menu in phd text
mode) or FLB backups will not run. This option lzadly enables the FLB Module. The FLB Module is a
licensed feature of esXpress.

When Running VMDK backup also run FLB backup if configured:

When the image level (Delta/Full) backup is beiang,rshould esXpress also try to run FLB. This will
attempt to call the FLB module for each VMDK belvacked up. If nothing is defined for a VMDK, then
it is not a problem. This allows you to turn offBlfor most VMDKSs except for the ones which haverbee
defined as ONLY FLB, or if calling FLB manually frothe phd text menu or by using <b>[xFLB]</b>

File Level Backup Target:
This is the target to use when running FLB. Itusrently set for only one target. The roll-overgets are
coming soon. You must define a target to use.

Secondary and Tertiary Backup Targets:
Coming Soon.

FLB Archive Format:

You pick the default FLB archive type. Current ops include ZIP, TGZ and TAR.LZO. For this release,
ZIP will not handle large files. TGZ or LZOP wiandle all files. This setting can be over-riddarager
FLB VMDK basis.

Zip File Password:
Coming Soon.

Do Not Backup if Folder Size is Greater Then:

You can set a file size limit on the FLB backupdfal. This is set in megabytes. If you set thisG86} then
if a FLB Folder has more then 4Gb of data, the BlaBkup of this folder will be skipped, and notedaas
ERROR.

FLB (File Level Backups) Theory
In this release, the INDEX/FULL backup will procdsst, and then the FLB will run afterwards. Ifyo
have given the VBAs more then one CPU, then thdiyrwi multi-threaded, at the same time.

You can run FLB only, normal image level (Deltaffrblackups, or both for a given VMDK.

Not all file systems are currently supported. NTa8 most Linux should work, with the exception of
Novell related file systems.

The FLB configuration is done for each VM in the CAL CONFIG file.

A new variable called #VM_FLB= is defined.

NOTE: The setting of #VM_FLB is different from alie other variables in
the local config file of a VM. More detail in theokal Config file



Current config of #/M_FLB is defined as:

#VM_FLB= (yes/no/only)|scsi ID|Partition|Folder|Mgixe|(zip/tgz/Izop)|Target|Options
#VM_FLB=yes|scsi0:0|1]/My Documents|1024|zip|8
#VM_FLB=yes|*|*|/My Documents|0|def|0

QUICK START FOR FLB (File Level Backups)

Enable FLB Options in phd text menu. (C)onfigurati¢F)LB Config.
Edit local config for a VM. (M)aint Menu, (E)dit laal CFG.

At the bottom should be new options ##VM_FLB=

Read instructions in local config file.

Run a test FLB backup only of this test VM. In ¥i& client, add
[XFLB] to the VM name. The back-end will then dé& B only backup.

To backup one VM for FLB only from the console, ymeed to use the phd
command line for now: phd-INDEX vmname --flb

Watch the esXpress backup log in the phd menuil B&kup Log

An archive file should be created on your backugrehSure you
can read it, and it contains what you think it ddou

KNOWN ISSUES
esXpress will not delete FLB backup archives (caphin
When using ZIP, large files get skipped and noédot



Frequently Asked Questions

Q: Where is the local config file that | need to eitl for FLB ?

A: It is stored in a folder called "phd" under eadi X file on the VMFS.
The name of the local config is the same as theé/X¥1X.phd file.

To edit it, use the phd text menu, (M)aint, thejd{Eor you can navigate
to the folder and edit it manually.

Q: For every folder that | want to backup do | haveto insert a #/M_FLB entry?
Also will sub-folders be backed up?

A: The answer is Yes for both questions. For evelder you want to backup you need
to have a corresponding VM_FLB entry. Also any asged sub-folders will be backed

up.

Q: How can | go about restoring a single file froma folder?

A: EsXpress makes a zip (or tgz) file and putsiitdile share for you. Use whatever you
are comfortable with for the restore, such as WinXiou would simply just extract the
files you need from the zip file.

Q: Can FLBs backup folders on Linux servers?
A: Yes with esXpress File Level Backups you carkbpdolders in Linux
servers as well as on Windows servers.

Q: What targets can | send esXpress File Level Baadks to?
A: Currently FLBs can only to be sent to NETWORKgtgts ( ftp/ssh/smb ). You
can not backup FLBs to vmfs.



Technical Support

For customers and partnevith an active support agreement, gattp://support.esxpress.cdior
information about software patches, technical demtation, and support programs.

For customersvithoutan active support agreement, please dutim//support.esxpress.com

Support Sales, Renewals, and Licensing

For additional information about PHD products aad/ees, go to:
http://www.phdconsultinglic.com

To license and register this product, gohtip://www.esxpress.com



